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Chapter 1

General Introduction

1.1 Research Context

In today’s digital economy, growing interdependence makes collaboration across or-
ganizations inevitable. No single entity can succeed alone. To remain competitive,
enterprises must increasingly rely on one another, working together across organiza-

tional boundaries to achieve common goals.

Collaboration materializes through inter-organizational business processes (IOBPs), in
which enterprises align their operations, share data, and coordinate activities to achieve
common goals. One example is a supply chain defined as “the network of organizations
involved, through upstream and downstream linkages, in the different processes and
activities that produce value in the form of products and services delivered to the
ultimate consumer” (Giannakis et al., 2004). In this context, manufacturers depend on
suppliers for raw materials, logistics partners for transportation, and distributors to
deliver goods to customers. Each partner contributes to the process, and the outcome

depends on everyone playing their part.

Trust is central to these collaborations. It is the invisible glue that holds partnerships
together, allowing organizations to share information, delegate responsibilities, and
rely on each other’s performance (Di Ciccio et al., 2019). Yet, building trust remains
a challenge. Each organization follow its own processes, rules, and priorities. What
one partner values may not be what another expects. Differences in objectives and
transparency into each other’s operations make trust fragile, uncertain, and often
difficult to establish (Akrout, 2015).

Trust can be compromised by many factors. Security vulnerabilities that expose sensitive
data, a lack of transparency that generates suspicion, and conflicts of interest may
cause partners to act in ways that undermine cooperation, or excessive reliance on
intermediaries that concentrate control and risk (Braga et al., 2018). When trust breaks
down, collaboration falters. Processes slow, costs rise, and opportunities are lost.
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Trust is a complex, multifaceted, and context-dependent concept that is difficult to
define. It has been studied across a wide range of disciplines, including organizational
science, economics, law, philosophy, and computer science. Philosophy sees it as the
decision to rely on others despite uncertainty (Seidl and Mormann, 2014). Law treats it
as the foundation of mechanisms such as contracts and liability (Bachmann and Zaheer,
2013). Economics interprets it as a rational calculation of risks and benefits echoed by
(Gambetta et al., 2000) who defined trust as "the probability that someone will perform
an action that is beneficial or at least not detrimental to us is high enough for us to
consider engaging in some form of cooperation with him". In computer science, trust
is often operationalized as a measurable or programmable property in systems where
autonomous agents must interact without prior knowledge or guarantees (Akrout, 2015).
In Organizational science, trust is viewed as a social phenomenon, the willingness of
one party to be vulnerable to the actions of another party, based on the expectation that
the latter will perform the expected action (Mayer et al., 1995).

Business Process Management (BPM) is used to manage, compose, orchestrate, analyze,
and diagnose business processes (Hoonsopon, 2022). BPM has become a key approach
for organizations seeking to streamline their operations. Although effective within
individual enterprises, BPM faces challenges when extended to inter-organizational
contexts. Traditional BPM relies on centralized architectures where a single entity
coordinates execution, enforce rules, and maintains data. This configuration creates
a single point of failure, meaning that the entire process depends on one actor for task
execution, coordination, and data protection and Implicit dependencies on trusted
intermediaries (Hoonsopon, 2022). If this central entity is compromised, whether
through technical failure, operational error, or malicious behavior, the whole process
may be disrupted.

This reliance introduces additional vulnerabilities related to scalability, fault tolerance,
and security. As a process complexity increases or the number of participants grows,
centralized control can become a bottleneck. Furthermore, BPM implicitly assumes a
predefined level of trust among participants or the existence of a trusted third party
responsible for enforcing rules and ensuring correct execution These limitations un-
derscore the need for alternative approaches or technologies that can enable secure,
scalable, and autonomous business process management without relying on centralized
architectures (Di Ciccio et al., 2019).

Various technologies and approaches have been proposed developed to address these
trust issues: Public Key Infrastructures (PKIs), digital signatures, secure multiparty
computation (SMPC), and federated identity systems (Cooper et al., 2008; Lindell,

2020). While these tools enhance aspects of security, authentication, or privacy, they
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typically rely on central authorities (i.e. institutional trust) or pre-established trust
relationships (i.e. social trust), thereby reintroducing dependencies that contradict the
goals of decentralization and autonomy. In contrast, Blockchain Technology offers a
different approach (Zheng et al., 2018). It promises to embed trust in the decentralized
protocol itself rather than in an institution.

Blockchain technology has many features that reinforce trust by design. Its features
such as immutability, traceability, process automation, and decentralized execution
through smart contracts make blockchain particularly well-suited to enhancing trust
in IOBPS (Zheng et al., 2018). Smart contracts (5Cs) are self-executing code segments
recorded on the blockchain that automatically enforce predefined rules and agreements.
Smart contracts ensure that agreed-upon logic is executed automatically and verifiably,
without third-party mediation, thereby fostering reliability and reducing the need for
external enforcement mechanisms(Bedin et al., 2021). Blockchain creates environments

where organizations can collaborate without relying on a single trusted party.

However, blockchain is not a magic solution. It comes with challenges of its own:
technical integration with existing information systems, performance and scalability,
compliance with legal frameworks, and the cost of implementation or adoption (Zheng
et al., 2018). Many Organizations hesitate because of uncertainty about return on
investment or a lack of expertise. But despite these challenges, blockchain opens new

perspectives on how trust can be managed or even redefined in IOBPs.

This thesis explores trust as a requirement for collaboration in the digital economy.
It examines why trust is difficult to establish in inter-organizational processes, and
how blockchain might provide new ways to support it. The goal is to understand the
potential role and limitations of blockchain as a foundation for trustworthy collaboration

between autonomous organizations.

1.2 Research Objectives

To structure and guide this research, we establish a clear research goal along with a set

of corresponding Research Objectives (ROs).

“The goal of this thesis is to enhance the trustworthiness of collabora-
tive inter-organizational business processes through a blockchain-based

approach to trust management.”

We use Wieringa’s (Wieringa, 2014) Design Science Research framework to derive the
following Research Objectives (ROs):
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® RO;-Defining Trust: Define and conceptualize trust within collaborative inter-
organizational contexts.

* ROy-Analyzing Trust: We identify and analyze the technical and organizational
challenges in addressing trust within enterprise architecture (EA), with a focus on
collaborative process design.

* ROs-Planning Trust (Design): Develop an artifact that integrates "trust by design",
using blockchain-based features and blockchain design patterns to address the
identified trust issues.

* ROy4-Operationalizing Trust (Design): Develop a decision-support framework that
aligns blockchain design patterns with trust-related requirements and soft goals.

* ROs-Operationalizing Trust (Implementation): Implement a prototype tool to op-
erationalize the framework and facilitate pattern-based design of trustworthy

collaborative processes.

ROy, and RO; focus on defining trust and analyzing trust issues in IOBPs: Most
Organizations do not start from a blank page: they adapt or redesign their existing pro-
cesses to improve efficiency, reduce costs, or take advantage of emerging technologies.
When collaboration extends across organizational boundaries, the processes must work
internally and align with the goals and constraints of external partners (Aalst, 2013). In

such situations, trust becomes the key enabler that makes collaboration possible.

A trust issue arises whenever one party (the trustor) lacks confidence that another party
(the trustee) act as expected. Trust issues can be caused by conflicting interests, lack of
transparency, security vulnerabilities, or miscommunication. The stakes become higher
when trust extends beyond people to include technological systems. Today, trust has to
be established not only between individuals or organizations, but also between humans
and technologies, such as artificial intelligence (Al), or distributed ledgers.

The causes and consequences of trust issues are therefore diverse and interconnected.
For collaboration to succeed, they must first be made explicit. Defining trust and the
conditions under which it deteriorates within enterprise architecture (EA) are therefore
essential steps. EA is defined as the fundamental concepts or properties of a system in its
environment, embodied in its elements, relationships, and in the principles guiding its
design and evolution (ISO/IEC/IEEE 42010). This definition positions EA as a structural
and conceptual lens for understanding how organizations coordinate, interact, and
govern their processes. Within this perspective, identifying trust issues become the
necessary step toward designing collaborative processes that integrate trust by design.
Without this foundation, any attempt to improve collaboration risks being built on
fragile ground.
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ROj; focuses on planning trust (the integration of trust into process design): We
ensure that trust is embedded directly into the design of business processes. We propose
the development of an artifact that integrates “trust by design”. The idea is to treat trust
as a central design principle from the very beginning of process modeling. In practice,
Collaborative processes should be conceived and structured in ways that explicitly
reduce uncertainty and reinforce confidence between partners.

Blockchain provides an important foundation for this approach. Its intrinsic features
such as decentralization, transparency, and immutability make it suitable for situations
where independent organizations must cooperate without relying on central authority.
These features create a technical baseline that helps foster trust, but they are not sufficient
on their own to capture the full complexity of trust-related issues in collaborative

environments.

To bridge this gap, we propose an artifact that integrates blockchain design patterns.
These patterns represent reusable solutions to recurring problems in the design of
blockchain-based systems (Xu et al., 2018). By tailoring patterns to the specific trust
issues identified in earlier phases, we provide stakeholders with structured guidance on
how to embed trust directly into their processes. The use of design patterns is already
a well-established practice in software engineering, valued for promoting robustness,
efficiency, and security (Six, Herbaut, and Salinesi, 2022b). Applied in the context
of blockchain, they can guide practitioners in creating processes that are not only
technically sound, but also trustworthy by design.

The RO4 and ROs are operationalized trust: We provide concrete guidance on how to
translate trust into technical solutions in collaborative processes. We propose a decision-
support framework blockchain features, blockchain design patterns, with trust-related
functional requirements and non-functional requirements. As in complex system design,
decision-making about which blockchain design to apply in which situations require
formal guidance. Without such guidance, it becomes difficult to maintain traceability
between the trust issues identified, the requirements they imply, and the technological

enablers available to address them.

Our framework formalizes the mapping between blockchain design capabilities, trust
requirements, and system-level soft goals through a structured knowledge base and an
evaluation model. This reduces the design complexity with traceable justifications for
pattern selection, which ensures that trust is embedded not only in intention but also in

the final implementation.

In summary, the research objectives outlined above structure the overall trajectory of

this thesis: from defining and conceptualizing trust, to embedding it in the design
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of collaborative processes, and finally operationalizing it through a decision-support
framework and prototype tool. To meet these objectives, we develop a set of research

contributions presented in the next section.

1.3 Thesis Contributions and Publications

Our research makes several contributions, each constituting a distinct component of the

final framework:

[C1:] Definition of Trust: [P1]: Building on the seminal works of (Mayer et al.,
1995; Mcknight and Clay, 2011; Yan and Holtmanns, 2008; Chopra and Wallace, 2003a;
and Pietrzak and Takala, 2021), this phase enabled us to structure the fragmented

literature and distinguish three main forms of trust.

Social trust, which governs human relationships both within and outside of organiza-
tions shaping cooperation, reputation, and credibility between individual actors (Mayer
et al., 1995). Trust in technology describes the confidence placed in technical systems,
for example, a surgeon to rely on a machine during an operation, or a pilot to trust
an autopilot system (Mcknight and Clay, 2011). Digital trust, which when human rela-
tionships are mediated by technology, such as online transactions or digital platforms,
where trust between individuals is reinforced or constrained by technological infras-
tructures (Pietrzak and Takala, 2021). By distinguishing these three forms, we clarify
the multiple dimensions of trust that come into play in inter-organizational settings,
and lays the conceptual groundwork for the subsequent phases of this research.

[Cz:] Analysis of Trust issues: [P1]: We develop a taxonomy of trust issues in Supply
Chain Management Systems (SCMS), a domain characterized by multiple stakeholders,
data exchanges, and operational interdependence. We then adapt established require-
ments engineering (documentation, 2018; Pohl (Pohl, 2010)) to translate trust issues into
functional and non-functional requirements. Finally, we establish a mapping between
trust requirements and blockchain design patterns, thereby providing a structured basis
for selecting trust-enabling technologies.

[C3:] Technology-Aware Enterprise Modeling (TEAEM) [P;, P3]: TEAEM extends
the Model Driven Architecture (MDA) paradigm. MDA is a software development
framework that separates business logic from platform specifics through three primary
abstraction layers: Computation Independent Model (CIM) for domain-level require-
ments, Platform Independent Model (PIM) for system design and functionality, and
Platform Specific Model (PSM) for technical implementation details (Mellor, 2004).
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TEAEM enhances MDA by introducing a bottom-up constraint propagation and analy-
sis mechanism. We depart from the idea that technical properties defined at the lower
MDA abstraction levels can create implicit ‘side effects” in the higher MDA levels.

The core objective of TEAEM is to make trust-enabling capabilities explicit and action-
able at the conceptual design level of enterprise systems. In the TEAEM, we define
trust-related properties at the PSM layer. These properties influence the design of
collaborative processes and requirements at the PIM and CIM levels. Specifically, the
approach enables the reuse of blockchain features and design patterns as modeling
elements within the PSM layer. It supports the tracing of trust issues identified at the

CIM layer downward to technical implementations.

Computation
Independent Model
(CIM)

Platform
Independent Model
(PIM)

MDA
TEAEM

Platform
Specific Model
\ 4 (CIM)

FIGURE 1.1: TEAEM: Extension of the MDA Paradigm

By closing this loop, TEAEM supports design-time validation of trust and align tech-
nical enablers (PSM) with high-level collaborative requirements(CIM). In doing so,
it strengthens the role of MDA as a methodology not only for structuring enterprise
models, but also for embedding trust by design into inter-organizational processes.

[C4:] Blockchain-enabled Technology-Aware Enterprise Modeling (BC-TEAEM) [P4]
: BC-TEAEM is a decision-support framework that assists system designers in selecting
blockchain design patterns based on trust-related requirements and soft goals. This
contribution bridges the gap between high-level models and technical solutions. BC-
TEAEM is built upon an ontology that formalizes the relationships between blockchain
patterns and soft goals. This structured knowledge base facilitates the identification of

trade-offs among patterns and soft goals.
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To make this actionable, we develop a web-based prototype that integrates this ontology

with a multi-criteria decision-making method (MDCM). This prototype enables domain

users to specify preferences and receive recommendations on the blockchain design

patterns best suited to their context.

By combining ontology-based modeling with decision-support techniques, BC-TEAEM

enhances traceability in design choices and provides practitioners with structured

guidance for embedding trust-enabling technologies. It maps user trust issues into a set

of informed, justifiable, and transparent design decisions.

These contributions are published (or in the process of being published ) in the following

peer-reviewed publications:

P12

P5I

Kambilo, E. K., Rychkova, I., Herbaut, N., & Souveyet, C. (2023, May). Addressing
trust issues in supply-chain management systems through blockchain software
patterns. In International Conference on Research Challenges in Information

Science (pp. 275-290). Cham: Springer Nature Switzerland.

: Rychkova, I., Kiomba Kambilo, E., Herbaut, N., Pastor, O., Noel, R., & Souveyet,

C. (2024, May). Technology-aware enterprise modeling: challenging the model-
driven architecture paradigm. In International Conference on Business Process
Modeling, Development and Support (pp. 388-396). Cham: Springer Nature

Switzerland.

: Kiomba Kambilo, E., Herbaut, N., Rychkova, L., & Souveyet, C. (2024, November).

Configuration of Software Product Lines Driven by the Soft goals: The TEAEM
Approach. In IFIP Working Conference on The Practice of Enterprise Modeling
(pp. 262-278). Cham: Springer Nature Switzerland.

: Kiomba Kambilo, E., Herbaut, N., Rychkova, I., & Souveyet, C. (2025, October).

BC-TEAEM: A Decision Support Framework for Blockchain Pattern Selection
Based on Soft Goals.

Kiomba Kambilo, E., Herbaut, N., Rychkova, I., & Souveyet, C. (Under Revision).
Journal PAPER

In parallel, One complementary publications is produced in the broader domain of

blockchain technologies, extending the scope of this research and situating its contribu-

tions within ongoing discussions in the field.

P6Z

Herbaut, N., Kambilo, E. K., & Ding, Y. (2025, June). A blockchain-based model for

fungible assets and secure transformation processes traceability. In International
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Conference on Advanced Information Systems Engineering (pp. 121-128). Cham:

Springer Nature Switzerland.

P7: Kambilo, Eddy Kiomba, et al. “A blockchain-based framework for drug trace-
ability: Chaindrugtrac”. Proceedings of the 37th ACM/SIGAPP symposium on
applied computing. 2022.

1.4 Thesis Organization

The thesis is structured in two parts. The first part, comprising three chapters, establishes

the research background and outlines the methodology guiding this dissertation.

¢ Chapter 2, reviews fundamentals concepts including Trust, Inter-organizational
Systems, Business Process Management, Model-Driven Architecture, Enterprise
Architecture and Blockchain before reviewing the state of the art on trust within
blockchain-based inter-organizational systems. It also examines existing work on
trust in blockchain-based collaborative systems and identifies research gaps.

¢ Chapter 3 presents the research methodology, based on Design Science Research
(DSR), which guides the development, validation, and evaluation of the proposed
artifacts throughout this dissertation.



10

Chapter 1. General Introduction

Chapter I
Introduction

Y

Chapter II
Trust in Enterprise Sys-
tems: The State of the Art

Y
Chapter 111
Research Method,

Approach Overview

Y

Chapter IV
Conceptualization
and Analysis of Trust

Y

Chapter V
Engineering Trust in Sup-
ply Chain Management
through Blockchain Software Patterns

Y

Chapter VI
TEAEM: Technology-
Aware Enterprise
Modeling

Y

Chapter VII
BC-TEAEM Knowledge Base and

Recommendation Engine

Y

Chapter VIII
Conclusion and Future Works

FIGURE 1.2: Structure of the Thesis
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The second part, consisting of three chapters, presents the main contributions of this

research.

¢ Chapter 4 focuses on the conceptualization and analysis of trust issues in inter-
organizational systems. It presents a scoping review that identifies and categorizes
trust issues from existing literature. The chapter culminates in the development of
a taxonomy of trust issues specific to supply chain management systems (SCMS).
The chapter also details the methodology for translating trust issues into func-
tional and non-functional requirements, and establishes a mapping between these
requirements and blockchain design patterns.

¢ Chapter 5 operationalizes the identified trust issues by examining how blockchain
features and patterns can be used to address them in the context of supply chain
management systems Through a structured pattern-based analysis, it illustrates
how design decisions influence trust properties in inter-organizational processes,
thereby bridging the gap between conceptual trust analysis and model-driven
enterprise design.

¢ Chapter 6 presents the Technology-Aware Enterprise Modeling approach, an ex-
tension of the Model-Driven Architecture (MDA) paradigm that integrates bottom-
up constraint propagation and analysis. The chapter presents the conceptual prin-
ciples of TEAEM and explains how it incorporates soft goals—representations of
qualitative trust-related concerns—into enterprise modeling. It also outlined how
TEAEM supports the generation of software artifacts within Software Product
Lines (SPL), highlighting its applicability in the design of enterprise systems.

¢ Chapter 7 presents BC-TEAEM as a unified contribution. The first part introduces
a knowledge base that formalizes the integration of blockchain features and design
patterns with soft goals within a structured ontology. The second part details the
reasoning and decision-support mechanisms that guide the selection of blockchain
patterns according to soft-goal satisfaction built on top of this knowledge base.
The chapter concludes with the demonstration and validation of the proposed

approach.

Finally, Chapter 8 concludes the thesis and outlines avenues for future research. Each
chapter begins with a brief set of bullet points summarizing its objectives and main

contributions.
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Chapter 2

Trust in Enterprise Systems: The State of
the Art

This chapter establishes the theoretical background for architecting trustworthy inter-
organizational systems. Its first introduces Enterprise Architecture as a structured
framework to align strategic, organizational, and technological issues. It then reviews
blockchain technology and its implications for trust in collaborative processes, including

its alignment with the Zero Trust paradigm.

The chapter next examines the concept of trust from multidisciplinary perspectives,
highlighting its social, technological, and digital dimensions, introducing the notion of
Trust by Design. Finally, it analyzes existing approaches to engineering trustworthiness
formal verification and blockchain-based execution frameworks, and discusses why

they remain insufficient for the full lifecycle of IOBPs.
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2.1 Enterprise Architecture

Enterprise architecture (EA) is a description of an enterprise from an integrated business
and IT perspective intended to improve business and IT alignment, and is used in the
majority of large organizations (Kotusev, 2017). EA provides a structural and conceptual
for understanding how trust can be embedded into the design of enterprise systems.
EA is organized into multiple layers whose alignment ensures coherence between
strategic goals and operational execution (McGovern, 2004). Business levels, which
defines the enterprises’ business goals and processes; Data level, which specifies the data
architecture, including data models, storage and management practices; Application
level, which describes the software applications and their interactions that support
business processes; and Infrastructure level, which outlines the underlying technology

infrastructure, including hardware, networks, and platforms.

2.1.1 Business Level

The business level specifies the enterprise’s business goals, the products and services
it produces, what additional products and services its aims to produce in the future,
and the constraints that restrict how these goals can be accomplished, including time,
budget, legal and regulatory restrictions (McGovern, 2004).

At the Business Level, organizations processes are described through Business Process
(BPs) defined as sets of activities carried out within a single organization to achieve a
specific objective (McGovern, 2004); These processes are managed via Business Pro-
cess Management, which is as a body of methods, techniques, and tools to identify,
discover, analyze, redesign, execute, and monitor business processes to optimize their
performance (Dumas et al., 2018). While BPM has traditionally focused on internal opti-
mization, the modern landscape is characterized by a shift towards Inter-Organizational
Business Processes—-distributed workflows that span multiple independent entities
(Alves et al., 2020).

An Inter-Organizational Business Process refers to coordinated sets of activities jointly
executed by two or more independent organizations to achieve shared business goals
(Bouchbout and Alimazighi, 2011). These processes require data exchange, task distri-
bution, and decision-making across organizational boundaries, supported by shared
digital infrastructures and governed by formal or informal agreements.

However, centralized enterprise systems are poorly suited to open IOBPs. Stakehold-
ers are often unwilling to surrender control over their internal workflows to a central
authority, yet successful collaboration depends on mutual trust and reliable data ex-
change (Garcia-Garcia et al., 2020). Consequently, the role of BPM is evolving from



2.1. Enterprise Architecture 15

mere process control towards enabling trustworthy collaboration. This shift places data
privacy, security, and confidentiality—encapsulated in the concept of digital trust—at
the forefront.

New paradigms like blockchain technology respond to this need by embedding features
such as trust, transparency, and compliance directly into the technological architecture
(Mendling et al., 2018). This positions IOBPs at the intersection of process engineer-
ing, governance, and trust management, requiring an interdisciplinary approach to
architect reliable collaboration. Blockchain technology, in particular, offers a promising
foundation for implementing this trust by design.

2.1.2 Data, Application, and Technology Levels

The business vision and processes of an enterprise are operationalized through the data,
application, and technology levels of the enterprise architecture. These layers form the
backbone of Enterprise systems (e.g., The SCM system in our running example) and

directly determine how trust is implemented and managed.

* Data Level: defines the integrity, provenance, and confidentiality of the informa-
tion assets. In this layer, architects define, classify, and manage an organization’s
data, ensuring it is secure, accessible, and compliant with regulations. They align
data management with business goals, support decision-making, and plan for
growth or expansion (Spewak and Hill, 1993).

¢ Application Level: governs the logic, interactions, and services that execute
business processes. In this layer, architects design, deploy, and integrate enterprise
applications, determining their role in business operations, usage policies, and
interoperability with existing tools (Spewak and Hill, 1993).

¢ Technology Level: provides the foundational infrastructure (e.g., cloud platforms,
blockchain networks) that supports distributed operations. In this layer, architects
define and manage the underlying hardware, software, networks, and infrastruc-
ture components that support enterprise applications and data. They optimize
resources, reduce technical diversity, and ensure systems can scale or integrate to

support business goals and new initiatives (Spewak and Hill, 1993).

These architectural design highlight a fundamental insight: trust-related issues or re-
quirements defined at the business level cannot be satisfied in isolation. They propagate
across the organizational and technological layers of the enterprise architecture. The
choice made at these levels, such as selecting an immutable ledger instead of central-
ized database impacts the overall system’s ability to meet expectations of transparency,

integrity, and security.
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This interdependence between layers justifies the need to examine the technological
solutions capable of operationalizing trust at runtime. Among these technologies,
blockchain emerges as a capable solution because it provides features such as decentral-
ization, auditability, and tamper-resistance. Understanding its foundations is therefore
essential before analyzing how it can be integrated into enterprise architecture to sup-
port trustworthy IOBPs.

2.2 Blockchain Technology

2.2.1 Definition and Fundamentals

Blockchain technology has emerged as a promising solution to enhance digital trust in
inter-organisational systems. The first implementation of blockchain technology was
proposed in 2008, when Satoshi Nakamoto released a white paper on Bitcoin white
paper (Nakamoto, 2008), introducing a decentralized cryptocurrency.

Definition 1 - Blockchain: Blockchain is a decentralized system that allows users
to directly interact with each other without the involvement of intermediaries. This
eliminates the need for a third party and reduces the chances of fraud or manipulation
(Dong et al., 2023).

(Belotti et al., 2019) defines a blockchain as an immutable read-only data structure,
where new entries (blocks) get appended onto the end of the ledger by linkage to the
previous block’s hash identifier.

Both definitions highlight the core characteristics of blockchain: decentralization, im-
mutability, and trust without centralized authorities. This foundation enables advanced

features such as automated execution and verifiable interactions.

Data is recorded on a blockchain in the form of authorized transactions that are validated
by the network participants.

Definition 2 - Transaction: A transaction in a blockchain refer to the signed data package
that stores a message to be sent form an externally owned account. Transactions contain
the recipient of the message, a signature identifying the sender, the amount of the ether,
and the data to send (Buterin et al., 2014).

After validation, transactions are grouped into the blocks that contains, among other
fields, hash of the previous block, a timestamp, and are appended to the chain. Once
the block is added, its contents become immutable, any modification would change the
block’s hash and break the chain (Bedin et al., 2021). To ensure that all nodes maintain a

consistent view of the ledger, transactions must be validated and agreed upon by the
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network. The consensus algorithm plays a critical role in maintaining consistency and

trust in this decentralized environment.

Definition 3 - Consensus: A consensus algorithm is a protocol that ensures agreement
among distributed network nodes on the current state of the ledger, even in the presence
of faulty or malicious nodes (Hussein et al., 2023).

To maintain the same state of ledger for all nodes, the consensus algorithm is applied.
Several types of consensus exist, such as Proof of Work (PoW), Proof of Stake (PoS), and
Practical Byzantine Fault Tolerance (PBFT). Proof-of-Work (PoW) is Bitcoin’s consensus
algorithm, in which nodes compete to solve a complex mathematical puzzle based
on the previous block’s hash. The first node to solve the puzzle adds the new block
to the chain and receives a reward (Nakamoto, 2008). Proof of Stake (PoS) was first
implemented in PPCoin, introducing the concept of coin age, calculated as the product of
a coin’s value and the duration it is held. PoS grants more rights and rewards to nodes
with higher coin age, reducing dependence on computational power (Mingxiao et al.,
2017). Practical Byzantine Fault Tolerance (PBFT) is a consensus algorithm designed
to tolerate Byzantine faults, to addresses transmission errors in distributed systems.
PBFT reduces the algorithm’s complexity to a polynomial level, significantly improving
system efficiency (Mingxiao et al., 2017).

Blockchain technology is not limited to cryptocurrency transactions; It also enables the
deployment of decentralized applications through the use of smart contracts.

Definition 4 - Smart Contract: A smart contract is a self-executing piece of code de-
ployed on a blockchain capable of automatically enforcing agreed-upon terms between
parties (Di Ciccio et al., 2019). Once deployed, smart contracts operate transparently

and irreversibly, minimizing the need for intermediaries.

Blockchain has several intrinsic features that make it relevant for decentralized systems
(Viriyasitavat and Martin, 2011).

o Tumper-proof and Immutability Once a block is added to the blockchain, its contents
cannot be altered without detection. Any attempt to do so would change the
block’s hash and disrupt its linkage with the subsequent block.

o Decentralization: No single entity governs the entire network. Consequently,
decentralized applications (DApps) built on smart contracts also inherit this
property, as no third party is responsible for executing logic or returning results.

o Transparency: All participants can access the content of the blockchain (transactions
records, smart contract data, etc.).

o Traceability: Every action or transaction can be tracked across the system, enabling
accountability and auditability.
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o Integrity: Ensures that the data stored or transmitted has not been altered or

tampered with.

While these features strengthen blockchain’s trust model, they also introduce certain

limitations that vary depending on the specific use case:

o Risk of Data Leakage: Transparency and immutability may expose personal or confi-
dential information. Even if encrypted, such data could become vulnerable over
time due to advances in cryptanalysis or the potential compromise of encryption
keys (Hughes et al., 2019).

o [rreversibility of Transactions: The immutable nature of blockchain means that
erroneous or malicious transactions cannot be modified or reversed once vali-
dated. This lack of flexibility can create challenges for error correction, regulatory
compliance, or dispute resolution (Zheng et al., 2018).

e Performance Constraints: Many blockchain networks face scalability issues, in-
cluding limited transaction throughput and high latency due to the consensus
mechanisms and peer-to-peer architecture. These performance bottlenecks can hin-
der scalability and make blockchain unsuitable for time-sensitive or high-volume
applications (Hughes et al., 2019).

In response of these limitations, blockchain design patterns are often used in practice.
These patterns encapsulate best practices for addressing known trade-offs, such as
improving scalability through off-chain computation, enhancing privacy with zero-
knowledge proofs in smart contracts. The use of blockchain patterns is essential to
build robust, context-aware solutions that go beyond the default behavior of blockchain
platforms.

2.2.2 Blockchain Software Patterns

Pattern-based design has been widely adopted by the software engineering community
since the mid-1990s. Software patterns describe recurring designs structures used in
software development (Buschmann et al., 1996).

Definition 5: A software pattern is considered as “a function-form relation that occurs in
a context, where the function is described in problem domain terms as a group of unresolved
trade-offs or forces, and the form is a structure described in solution domain terms that achieve a
good and acceptable equilibrium among those forces” (Buschmann et al., 1996).

According to (Xu et al., 2018), software patterns play a vital role in addressing trust
issues. Blockchain software pattern is a repeatable design solution to a recurring
problem in blockchain development. In Dapps, blockchain patterns can provide a

systematic way of tackling trust-related issues, such as ensuring data authenticity and
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integrity, promoting transparency and accountability, and maintaining the privacy and
security of the system.

Blockchain patterns have been studied in the literature as reusable solutions to recurring
challenges (trust, security, scalability, etc.). Several works have explored how these pat-
terns can address issues in Dapps. To support their organizations and reuse, ontologies
have also proposed to formally structure blockchain patterns, such as those (Besancon
et al., 2022; Six, Herbaut, and Salinesi, 2022b).

Blockchain’s core features combined with blockchain patterns can provide effective
solutions for building trust in inter-organisational systems. This combination enables
secure and transparent collaboration without centralized control, addressing trust
issues.

Blockchain patterns refine how system architects can harness decentralization and
immutability to address trust issues. Yet, blockchain remains only one component of
the broader enterprise architecture. To fully realize trust by design, blockchain must be
integrated with organizational processes, governance structures, and cultural norms.
Another major concept influencing modern architectures is the Zero Trust paradigm,
which reframes trust not as an inherited property but as a continuously verified one.
The following section outlines the principles of Zero Trust and discusses its conceptual

alignment with blockchain-based collaboration.

2.2.3 Zero Trust Paradigm

Zero Trust (ZT) is the term of an evolving cybersecurity paradigm that shift protection
from fixed, network-based perimeters toward continuous verification of users, assets,
and resources (Stafford, 2020). A Zero Trust Architecture (ZTA) applies these principles
to the design of Industrial and enterprise infrastructures and workflows. ZT Zero trust
assumes there is no implicit trust granted to assets or user accounts based solely on

their physical or network location or based on asset ownership (enterprise or personally
owned) (Stafford, 2020).

While ZT paradigm means "never trust, always verify", it assumes no actor, devices
or network is trusted by default, and access to resources must be continuously veri-
tied. Blockchain with it intrinsic features aligns well with ZT principles. It guarantees
immutability, decentralization nature that eliminates single points of failure, and cryp-
tographic verification of transactions, but it doesn’t automatically enforce ZT principles
across Organizations (Aleisa, 2025). This perspective aligns with authors who argue
that blockchain is more about enabling control and verifiability than creating trust itself,

shifting the focus from trusting parties to trusting the system and its mechanisms.
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By implementing a ZT Architecture, blockchain can redefine trust in IOBPs. Whereas tra-
ditional IOBPS depend on mix of organizational controls (contracts, laws) and technical
platforms, blockchain introduces a paradigm of cryptographic verification. It provides
a technical substrates for enforcing “trustless” collaboration. A critical consequence of
this model is the potential substitution of technical verifiability for interpersonal trust,
suggesting that while blockchain can manage distrust among parties, it may not fully

replace the need for trust in human.

To understand the implications of blockchain-enabled ZT architectures for IOBPs, it
is essential to recognized that trust is multi-faceted, encompassing not only technical
aspects but also social, organizational, and relational dimensions. While blockchain
strengthens the technical trustworthiness of systems, social and relational trust—built
through reputation, past interactions, and shared norms, remain essential for effective
collaboration. This perspective provides the conceptual basis for analyzing trust issues
in inter-organizational systems in Chapter 4, where technical mechanisms and social

dimensions must continuously interact to achieve common goals.

Taken together, blockchain and Zero Trust highlight a fundamental shift in how or-
ganizations approach trust: rather than assuming trustworthy behavior, systems are
designed to verify it continuously. However, technical mechanisms alone cannot fully
capture the social and organizational dimensions of trust that arise in collaborative
settings. To understand how trust is formed, maintained, or undermined in enterprise

systems, we next examine its conceptual basis across disciplines.

2.3 Trust in Enterprise Systems

Trust is often understood as a relation between two parties (agent), an agent (the trustor)
and another agent (the trustee). The relation is supposed to be grounded on the trustor’s
beliefs about the trustee’s capabilities and about the context in which the relation occurs
(Taddeo, 2009).

Trust underpins relationships between individuals, businesses, or organizations. With-
out mutual and positive trust, these relationships cannot thrive. However, trust is a
complex and multifaceted concept. Discussing trust involves addressing related aspects
such as reputation, risk, vulnerabilities, and other factors that influence cooperation

between organizations.
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2.3.1 Definitions of Trust

Trust is multidimensional and lacks a single, universally accepted definition. It is
perceived differently depending on the context or domain in which it is applied (Chopra
and Wallace, 2003b).

In philosophy, trust is often seen a social concept, a willingness to rely on others under
conditions of uncertainty. This requires an analysis of intentions, motivations, and
mutual expectations (Seidl and Mormann, 2014). The philosopher Niklas Luhmann,
views trust as a mechanism for reducing social complexity, allowing individuals and

institutions to act without constantly verifying every detail.

In law, trust plays a key role in the formation and execution of contracts, the function-
ing of legal institutions, and the management of evidence. Legal institutions provide
institutional guarantees of trust, through responsibility, transparency, and disclosure
obligations. They also a certain degree of reliability in human or organizational interac-
tions. Modern legal frameworks increasingly address trust in digital contexts. (Chopra
and Wallace, 2003a) argue that institutional guarantees now intersect with the EU’s
Digital Services Act (2022), which mandates algorithmic transparency (Art. 13)

In economics, trust reduces uncertainty in exchanges and lowers transaction costs. It
lowers transaction costs (Chopra and Wallace, 2003a), facilitates contractual agreements,
and encourages investment in long-term partnerships. Economists often distinguish
between institutional trust, oriented toward rules, norms, and institutions; and interper-
sonal trust, which is based on experiences and rational expectations regarding economic

partners.

In Information Systems (IS) and computer science, trust plays a key role in the context
of service-oriented architectures and decentralized systems, such as blockchain and
peer-to-peer networks. Trust is often formalized through scores, reputation metrics, or
access control policies (Helo and Ajmal, 2015). This “computable trust” is the subject
of dedicated engineering efforts aimed at modeling, quantifying, and in some cases

automating trust mechanisms within digital environments.

The table 2.1 is not to provide an exhaustive or systematic review of definitions of
trust. Instead, it aims to illustrate the multidisciplinary nature of the concept and show
how trust is understood differently depending on the domain in which it is studied or
applied.
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TABLE 2.1: Key Trust Concepts across Disciplines

Discipline Author(s) Key Concept

Philosophy (Seidl and Mormann, 2014) Trust as reduction of social complexity

Economics (Williamson, 1985) Reduction of transaction costs through
trust

Information (Helo and Ajmal, 2015) Technical classification of trust in systems

Systems

Cross- (Chopra and Wallace, Synthesis of trust concepts across do-

disciplinary 2003a) mains

These definitions highlight several key aspects of trust:

* Relational Nature: Trust inherently involves a relationship between two parties,
where one party (the trustor) places confidence in the actions or intentions of
another party (the trustee).

* Vulnerability: Trust entails a willingness to be vulnerable to the actions of the
trustee, acknowledging that there is a risk involved in relying on another party.

o Expectation: Trust is based on the expectation that the trustee will act in a manner
that is beneficial or at least not harmful to the trustor.

* Contextual Factors: Trust is influenced by the specific context in which the relation-
ship occurs, including the capabilities and characteristics of the trustee.

2.3.2 Conceptualization of Trust

Trust can be conceptualized across multiple dimensions, each capturing different aspects
of the trust relationship. Three main form of trust are recognized in the literature : Social

(or interpersonal) trust, Trust in technology, and Digital trust.

Social Trust: Social trust reflects (subjective) trustor’s beliefs that the trustee has suitable
attributes for performing as expected in a specific situation. Social trust constitutes
the foundation of any human relationship. (Mayer et al., 1995) defines trust “as the
willingness of one party to be vulnerable to the actions of another party, based on the expectation
that the other party will perform the expected action”. In human relationships, trustor accepts
a state of vulnerability, and his dependability from the actions of the trustee. Social trust
is often based on psychological or practical criteria. The person can choose to trust not

on factual or objective criteria but rather on subjective criteria.

The formation of social trust typically rests on several assumptions (Mayer et al., 1995):
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e Perceived Ability: The belief that a partner organization possesses the technical
skills and competencies required to fulfill its role in process. (i.e., We assume
Partner B has the technical capability to securely handle our shared data.)

¢ Perceived Integrity: The belief that the participants will adhere to the agreed-upon
rules and protocols when they could benefit from deviating. (i.e., We assume
Partner B will not use our shared data for unauthorized purposes).

® Perceived Benevolence: The belief that partners will act goodwill and consider
mutual interests, not just their own, even when dealing with unforeseen circum-
stances. (i.e., We assume Partner B will prioritize our shared goals over its own
interests).

Trust in Technology: Trust in technology refers to the confidence that users or organi-
zations place in technological systems to perform reliably, securely, and in accordance
with expectations. This category of trust encompasses perceptions of system attributes
such as functionality, reliability, and helpfulness (Mcknight and Clay, 2011). Trust in
technology is particularly relevant in contexts where technology mediates interactions

or decisions, such as in information systems, automated processes, or digital platforms.

With the rapid advances of emerging technologies, such as Artificial Intelligence (AI),
robotics, and blockchain, organizations increasingly face the challenge of establishing
mechanisms to regulate and sustain trust in technology. (Mcknight and Clay, 2011)
conceptualize trust in technology as distinct from social trust. While interpersonal or
inter-organizational trust facilitates risk-taking and cooperation between actors, it does
not fully explain behaviors in technology- mediated contexts, where reliance is placed
not on people but on the performance and integrity of systems.

The formation of trust in technology typically rests on several assumptions (Mcknight
and Clay, 2011, Meeflen et al., 2020 Viriyasitavat and Martin, 2011):

* Functionality: The belief that the system possesses the capabilities required to fulfill
its intended purpose (Mcknight and Clay, 2011).
* Reliability: refers to the user’s belief that the system will operate consistently,

correctly, and without unexpected failures (Meeflen et al., 2020).

* Helpfulness (or Benevolence of Technology): is the perception that the system is
oriented toward supporting the user’s goals, providing features that align with
user’s interests (Mcknight and Clay, 2011).

o User Satisfaction: refer to the extent to which a system meets or exceeds the user’s
perceptions in terms of performance, usability, and overall experience (Viriyasita-
vat and Martin, 2011).
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Digital Trust: Digital trust emerges in IOBPs, where technology plays a role of mediator.
Authors in (Ritter, 2020) defines digital trust “as the confidence users have in the ability of
people, technology, and processes to create a secure digital world”. Digital trust implies that
technology can be relied upon to act in accordance with expected standards of integrity,
confidentiality, and availability in IOBPs.

This definition underscores that trust in digital environments is multidimensional:
it relies not only on the performance of technology but also on the integrity and ac-
countability of the organizations and individuals operating within that environment.
In IOBPs, this translates into the expectation that technological systems will uphold
integrity, confidentiality, and availability—the core principles of information assurance.

TABLE 2.2: Synthesis of “Trust as...” Concepts

Category Definition / Description =~ Key Characteristics References

Trust as a Social Interpersonal trust based Mayer et al

Concept on a subjective perception ® /cceptance of vul- (1995), Kari &
from one individual to- nerability Chopra (2023)
ward another (trustor vs ® TSychological
trustee). factors

* Subjective criteria
(integrity, benevo-
lence, competence)

Trust as a Tech- Trust in a technological McKnight

nological Con- system, especially in Reliability (2011), Meeben

cept technology-mediated Functionality (2020)
interactions. Helpfulness

¢ User Satisfaction

Trust as a Digi- Digital trust in inter- Jeffrey  (2020),

tal Concept organizational trans- © Based on security, yap et al. (2008)
actions mediated by privacy, traceability,
technology. ¢ Trust in people, pro-

cesses, and tech-
nologies

Table 2.2 summarizes the different definitions and key characteristics collected from the
literature.

In summary, establishing trust in inter-organisational business processes requires a
multi-dimensional approach that encompasses a mix of social, technological, and dig-
ital trust. Each dimension addresses specific aspects of the trust relationship, and
together they form a comprehensive framework for understanding and managing trust

in complex, technology-mediated collaborations.
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FIGURE 2.1: Categorization of Trust

¢ Social trust between participating organizations (A-B in Fig. 2.1);

¢ Trust in technology: to communicate with the other partners or to execute an
activity within a process, each party becomes a user of some technological in-
frastructure and/or information systems and thus needs to establish trust in this
technology (A-C in Fig. 2.1);

¢ Digital trust over the interaction process itself, where technology ensures trans-
parency, reliability, and traceability. (C-B in Fig 2.1).

While the three forms of trust clarify how trust manifests in IOBPs, they do not yet
explain how trust can be embedded into system design. Moving from conceptual under-
standing to engineering practice requires a framework that translates trust expectations
into design principles and technical mechanisms. This motivates the notion of Trust by

Design, introduced in the next subsection.

2.3.3 Trust by Design: The Engineering Approach

The concept of "Trust by Design" refers to the proactive integration of trust- enhancing
features and principles into the design and development of systems, processes, or
technologies from the outset. This approach aims to create systems that inherently
foster trust among users, stakeholders, and participants by addressing trust-related
concerns throughout the entire lifecycle of the system.

The three forms of trust t—social trust, trust in technology, and digital trust, explain
how trust is perceived and formed in the contexts. Yet none of them fully address how

trust can be engineered into enterprise systems. This limitation has led to the emergence
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of the “The Trust by Design” paradigm to embed trust-supporting mechanisms directly

within the architecture or design process of enterprise.

Social trust is grounded in expectations about the trustee’s ability, integrity, and benev-
olence (Mayer et al., 1995). Building on Luhmann’s view of trust as a mechanism for
reducing social complexity through institutionalized expectations and system trust (Luh-
mann, 2017). Trust by design operationalizes these expectations via explicit structural

mechanisms (e.g., transparency, auditability, and rule enforcement) in IOBPs.

Trust in technology derives from perceptions of system functionality, reliability, and
helpfulness (Mcknight and Clay, 2011). Building on this view, Trust by Design op-
erationalizes these criteria through verifiable technical guarantees as cryptographic
integrity, resilience, and fault-tolerance. Unlike psychological perceptions, these guaran-
tees can be demonstrated through formal models and automated verification procedures,

making trust a provable property of the underlying system (Blanchet, 2016).

Digital trust emerges in sociotechnical ecosystems where interactions rely on digital
identities, algorithmic decision-making, and platform governance (Janssen et al., 2020).
Trust by Design provides the methodological basis for linking technical safeguards (e.g.,
confidentiality, integrity, accountability) with institutional expectations (e.g., compli-
ance, oversight, auditability). This alignment is increasingly reinforced by regulatory
instruments such as the GDPR and NIS2, which require digital infrastructures to provide

demonstrable guarantees of trustworthiness (security, transparency, and accountability)

Trust by Design serves as unifying engineering that integrates social, technological
and digital dimensions of trust shifting it from an implicit expectation to an explicit
design requirement that can be modeled, implemented, and validated within enterprise
systems. This perspective is particularly relevant for IOBPs, where stakeholders lack
complete mutual trust, and technological mediation plays a central role-——while also
providing the conceptual foundation for introducing blockchain as a technology that
exemplifies and operationalizes Trust by Design. In offering high-level principles for
embedding trust into organizational and technical systems, Trust by Design requires
a modeling and architectural methodology capable of expressing trust-related issues
across abstraction layers. Model-Driven Architecture (MDA) offers such a framework,
and we now examine its role and limitations in engineering trustworthy enterprise

systems.

2.4 Architecting Trustworthy Systems

Designing or engineering trustworthy IOBPs requires methodological support capable

of modeling, analyzing, verifying, and validating trust-related requirements across
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organizational and technical layers. Before motivating the choice of model-driven
approach for this thesis, it is important to acknowledge that trustworthy systems can
be-and-historically have been engineered without relying on emerging technologies

such as blockchain.

Two broad traditions dominates this landscape currently: (i) the formal verification
methods, which focus on mathematically proving that a system adheres to specified trust
properties; and (ii) blockchain-based approaches, which leverage the intrinsic features of
blockchain technology to enhance trustworthiness in decentralized systems. Although
other approaches exist in the literature, such as, simulation-based analysis, knowledge-
based models, ontology-driven approaches, Game-theoretic and Economic models,
this section focuses on the two dominant traditions mentioned above because they
remain the most mature and influential for verifying distributed, cross-organizational

collaborations.

2.4.1 Trustworthiness by Formal Verification

There exist many studies in the literature that demonstrate that trustworthy systems
can be constructed through formal verification. Formal verification relies on math-
ematically models and automated solvers to prove the correctness of a system with
respect to a formal specification (Clarke et al., 1999). This paradigm has been applied to
embedded and distributed systems, cryptographic protocols, and large-scale networked

infrastructures.

Many works confirm the central role of formal reasoning in engineering of trustworthy
systems. Authors in (Blanchet, 2016) present ProVerif, an automated symbolic verifier
designed to analyze security protocols. ProVerif can prove properties such as confiden-
tiality and authentication, which are essential for establishing trust in communication
systems. (Kim, 2024) proposes VConMC, an automated verification framework enabling
consistency checking for distributed key-value stores, demonstrating that distributed

systems can be validated and make trustworthy using formal invariants.

These methods provide rigorous guarantees for trust properties under specific technical
assumptions. However, the show some limitations in real IOBPs: they operate at a low
abstraction level; they fail to capture high-level business goals and cross-organizational
requirements; and they offer no mechanism to align business goals with technical design
choices or to trace trust properties back to higher-level organizational models (Clarke
et al., 1999).
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2.4.2 Blockchain for Trustworthy Systems

Parallel to formal verification, a second dominant approach aims to ensure trustwor-
thy collaboration by relying on blockchain-based frameworks. The tools focusing on

generating or enforcing process rules through smart contracts.

Lorikeet (Tran et al., 2018) is illustrative of this paradigm. It provides a model-driven
tool capable of transforming business process models into smart contracts, ensuring
that process execution adheres to predefined rules on the Ethereum blockchain. Sim-
ilarly, Caterpillar (Lépez-Pintado et al., 2019) provides a business process execution
engine on Ethereum, enabling correct execution and tamper-proof auditability of inter-

organisational workflows.

These tools operationalize trust by embedding process logic directly into blockchain
smart contracts. Nevertheless, their focus remains to the execution layer, following the
top-down design process. They lack mechanisms to analyze how architectural choices
impact trust-related qualities at the high-level organizational models. They also lack
capacity to reason about trade-offs between different trust dimensions (e.g., privacy
vs transparency) during the design phase, and offer no mechanisms to propagate
architectural decisions upward to strategic or organizational models. Thus, while
valuable for trustworthy execution, these tools do not support the full architectural

reasoning required in inter-organizational systems.

2.4.3 Limitations of Existing Approaches

Both formal verification and blockchain-based approaches provide valuable tools for
engineering trustworthy systems. However, they exhibit limitations when applied
to the full lifecycle of inter-organizational business processes. Formal verification
operates at a low abstraction level, failing to capture high-level business goals and
cross-organizational requirements. Blockchain-based tools focus on execution, lacking
mechanisms to analyze how architectural choices impact trust-related qualities at higher
organizational levels. Neither approach offers mechanisms to align business goals with
technical design choices or to trace trust properties back to higher-level organizational
models. These limitations motivate the need for a model-driven methodology capable
of bridging organizational and technical layers while embedding trust considerations

throughout the design process.

2.4.4 Bridging the Gap: The Case for a Model-Driven Methodology

Despite the reason evoked above (2.4.3), IOBPs introduce challenges that neither formal

verification nor blockchain-based approaches fully address. In IOBPs, trust issues and



2.4. Architecting Trustworthy Systems 29

requirements emerge in the same time at multiple layers of the EA: organizational
policies, business processes, information systems, and technological infrastructures.
Modelling such systems therefore requires a multi-level abstraction, traceability (top et
bottom-up), and alignment mechanisms that formal verification and blockchain-based

tools alone do not provide.

The Model-Driven Architecture (MDA) provides a fundamental framework for the
design and development of enterprise information systems, prioritizing the top-down
design process that separates business logic from technological implementation. MDA
aligns business goals (CIM layer: represents the system’s requirements and business
context without detailing the structure or processing;), system design functionality (PIM
layer: specifies the system’s structure and functionality but abstracts away the details
of any specific implementation platform), and technological implementation (PSM
layer that provides the technical details on system implementation using a particular

technology or platform.) (Mellor, 2004).

This separation of issues is particularly valuable across organizational boundaries,
where partners must collaboratively articulate requirements at the business level before
deciding how such requirements should be instantiated technologically. Unlike formal
verification and blockchain-based approaches, MDA offers a holistic framework capable
of capturing trust-related issues across abstraction layers while ensuring traceability

and alignment between organizational goals and technical design choices.

Furthermore, IOBPs involve a high degree of technological heterogeneity, with part-
ners employing diverse platforms, protocols, and standards. By enabling platform-
independent modeling, MDA facilitates interoperability and integration across disparate
systems. Also, it prevents premature technological choices from constraining architec-
tural analysis and ensures trust-related requirements can be evaluated independently
of specific platforms. This is crucial when technologies such as blockchain have a
side effect on organizational strategy and processes. Recent studies highlight how
architectural decisions—especially regarding distributed ledgers—shape organizational
strategy and may introduce rigidity or unexpected trade-offs if not analyzed at design
time (Morkunas et al., 2019; Rajnak and Puschmann, 2021).

For these reasons, MDA constitutes an appropriate methodological foundation for
modelling trust in inter-organizational business processes. It supports multi-layer,
enabling alignment between business goals and technical design choices, and provides
the representational structure necessary for embedding trust issues or requirements into
system design. Nevertheless, classical MDA remains insufficient for capturing multi-

dimensional notions of trust, managing trade-offs between trust attributes, or analyzing
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bottom-up impacts of technical choices (e.g., consensus algorithms, data) on business-
level goals. These limitations motivate the need for an extended, technology-aware

modelling approach.

2.4.5 Towards Trust-Driven Model-Driven Architecture

The above analysis reveals a methodological gap. Existing trustworthy-system methods
either operate at too low a level (formal verification), or focus narrowly on execution
(blockchain frameworks), or provide architectural alignment without explicit trust
modelling (classical MDA). None of these approaches fully address the requirements of
Trust by Design in inter-organizational contexts, where trust must be represented as a

multi-dimensional, cross-cutting concern.

This thesis therefore proposes an extended model-driven methodology, TEAEM, which
integrates trust modelling into architectural analysis and incorporates technology aware-
ness into MDA. TEAEM enables both top-down propagation of trust requirements and
bottom-up evaluation of technological impacts, thereby providing a unified foundation

to engineer trustworthy inter-organizational systems.
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2.5 Conclusion

This Chapter establishes the multidisciplinary foundation for addressing the core re-
search problem: architecting for trust in blockchain-based inter-organizational systems.
We start by defining the concepts such as Enterprise Architecture and its layered struc-
ture, framing how trust can be embedded into system design. We discuss also on IOBPS
that highlight the critical demand for digital trust in cross-boundary workflows.

Then, we review the blockchain technology, its foundational principles such as decen-
tralization and immutability, its enabling feature—-the smart contract, and its inherent
limitations. This analysis underscores the necessity of blockchain patterns to address
design trade-offs and positions blockchain as a technical substrate of “trustless” col-
laboration aligned with Zero-Trust principles. The review of trust notions reveals it
tripartite nature, social, technological, and digital, demonstrating that trust in IOBPs
is a complex interplay between confidence in partners, reliance on technology, and

assurance in mediating processes.

We identify some limitations in the current MDA approaches: while for functional
alignment, they lack the mechanisms to model and trace the long-term strategic impact
of architectural choices (i.e., bottom-up traceability), especially those involving tech-
nologies such as blockchain, on non-functional qualities such as trustworthiness. This

limitation manifests in three core challenges:

* Conceptual Gap: the absence of a unified, operationalizable model to integrate the
multiple dimensions of trust into the design process.

® The Methodological Gap: the inability of existing approaches to account the side
effects of technological choice in the low levels (PSM) on the higher-levels (PIM-
CIM).

® The Practical Gap: The lack of guided methodologies for practitioners to navigate
trade-offs between competing trust issues (e.g., transparency vs. confidentiality)
in blockchain-based IOBPs.

This synthesis, illustrated through a pharmaceutical supply chain example, clarifies the
research imperative. A novel approach or framework is necessary to bridge this gap.
It must facilitate the explicit modeling, analysis, and traceability of trust issues from
business strategy to technological instantiation, enabling architects to make informed

decisions that sustain trustworthiness over the system’s lifecycle.
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Chapter 3

Research Method, Approach Overview

The chapter adopts the Design Science Research (DSR) methodology, which provides a
rigorous process for addressing complex socio-technical problems through the creation

and evaluation of artifacts.

We introduce this framework as a structured response to trust-related issues in IOBPs.
The framework integrates blockchain features, patterns and model-driven engineering
to support modeling, analysis, and operationalizing trust through three core objectives:

defining, planning, and operationalizing trust.

To anchor the discussion and support progressive illustration of this thesis contributions,
we introduce a running example drawn from the Supply Chain Management (SCM)

domain. This example is used to illustrate Chapters (4, 6 and 7).

This chapter is organized as follows:
e Section 3.1 presents introduces the Design Science Research framework and the
research questions that guide this thesis.
e Section 3.2 presents the developed artifact in the context of DSR.

e Section 3.3 describes the running example used to illustrate the framework through-
out the thesis.

e Section 3.4 concludes the chapter.



34 Chapter 3. Research Method, Approach Overview

3.1 Research Method

3.1.1 Design Science Research Methodology

Design Science Research (DSR) is a research methodology that focuses on the design
and evaluation of artifacts to solve practical problems. In Information Systems (IS), DSR
is distinguished from behavioral science by its emphasis on creating solutions (meth-
ods, models, processes, algorithms, or tools) that extend human and organizational
capabilities (Hevner et al., 2004).

Design science is the design and investigation of artifacts in context. The artifacts we
study are designed to interact with a problem context in order to improve something
in that context. According to (Wieringa, 2014), DSR in Information Systems involves
two core activities: designing an artifact that improves something for stakeholders,
and empirically investigating a performance of the artifact in a specific context. The
designed artifact can be methods, models, techniques, algorithms, constructs used in

Information Systems.

In this Thesis, we adopt the (Wieringa, 2014) DSR approach. The Figure 3.1 illustrates
the DSR process as described by Wieringa and adapted to this thesis structure.
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The social context contains stakeholders who may affect the project or may be affected
by it. Stakeholders include users, operators, maintainers, instructors, etc., of the artifact
to be designed. Sponsors provide the budget for the project and set goals to be achieved
by the project (Wieringa, 2014).

The Knowledge context consists of existing theories from science and engineering, spec-
ifications of currently known designs, useful facts about currently available products,
lessons learned from the experience of researchers in earlier design science projects, and

plain common sense.

The Design Science Research Cycle follows the framework illustrated in Figure 3.1 and

consists of multiple interconnected cycles:

1. Problem investigation: Consists of identifying the problem context: including
stakeholders, goals, the conceptual problem framework, involved phenomena,

their causes and consequences, as well the knowledge context and existing gaps.

* C;: Scoping Review on Trust in IOBPs (Chapter 4): The initial problem in-
vestigation addresses the research questions by examining conceptualizations
of trust, identifying trust challenges in IOBPs, and establishing limitations
and research gaps.

* Cjp: Analysis of Trust (Chapter 4): This cycle further investigates the artifact
and context, focusing on trust requirements in Supply Chain Management.
A running SCM example grounds this analysis.

2. Treatment design: Consists of designing one or more artifacts that could treat the

problem identified. Requirements contribute to Goals? Available treatments.

* C,: Addressing Trust through Blockchain Patterns (Chapter 5): This cycle
focuses on using blockchain software patterns to address identified trust
issues in supply chain management systems. It establishes a mapping be-
tween trust requirements and blockchain patterns from a Trust by Design
perspective.

* C3: TEAEM Approach (Chapter 6): This cycle focuses on designing the
TEAEM approach, which integrates trust requirements into enterprise archi-
tecture modeling. It extends Model-Driven Architecture with trust-oriented
modeling and bottom-up constraint propagation.

¢ C4: BC-TEAEM Framework (Chapter 7): This cycle extends the TEAEM
design with blockchain capabilities and produces BC-TEAEM framework,
which operationalizes trust through a blockchain ontology and decision-
support system. It includes multi-criteria evaluation and pattern recommen-
dations.
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3. Treatment validation: The produced artifacts are evaluated to assess whether
they treat (satisfy) the problem. Each cycle incorporates validation activities that
generate new knowledge and identify new design problems:

¢ Validation of C;: Through use case scenarios of pharmaceutical supply
chains process by using Blockchain Software Patterns and features to address
trust issues.

¢ Validation of C3: Implemented through the generation of products in a
Software Product Line (SPL).

¢ Validation of C4: Conducted through expert-based scenario evaluation, em-
pirical validation via questionnaire, and analysis using nomological networks
and Structural Equation Modeling (SEM).

3.1.2 Research Questions

The goals of researchers are to contribute to the body of knowledge in a specific field,
while the goals of external stakeholders are to solve a problem or improve a situation in

a specific context (Wieringa, 2014).

In this thesis, we focus on the goals of external stakeholders, which are introduced in
Chapter 1. To address these goals, we formulate five research questions RQ;_5 each

aligned with a stage of the DSR cycle and mapped to the corresponding chapters.

e RQ;: How can trust issues defined and conceptualized in collaborative inter-
organizational business processes (Problem identification - Chapter 4)

e RQ,: How can blockchain technology contribute to addressing trust issues in
these processes? (Problem identification - Chapter 4 and Chapter 5)

e RQj3: How can an artifact be designed to embed “trust by design” principles to
address identified trust issues in collaborative processes? (Treatment design -
Chapter 6)

e RQ4: How can a decision-support framework be developed to align design solu-
tions with trust-related requirements and non-requirements? (Treatment valida-
tion - Chapter 7)

e RQs: How can this framework be operationalized through a tool that supports the

design of trustworthy collaborative processes? (Treatment validation - Chapter 7)

The research questions highlight the problem space and the knowledge gaps to this
thesis aims to address, leading us to the development of the proposed artifact. The
Table 3.1 summarizes how these research questions map to the chapters and artifact

components.
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TABLE 3.1: Research Questions and Corresponding Chapters

Research Question Addressed in Artifact Component Used
RQ4 Chapter 4 Taxonomy of trust issues
RQ, Chapter 4, 5 Trust issues analysis
RQ; Chapter 6 TEAM
RQy Chapter 7 BC-TEAEM ontology
RQs Chapter7  BC-TEAEM Recommendation engine

3.2 Proposed Artifact Overview

Our proposed artifact is the Blockchain Technology-Aware Enterprise Architecture
Modeling (BC-TEAEM) framework. He is designed to address this need by integrating
blockchain technology with the Technology-Aware Enterprise Architecture Modeling
approach. The framework is structured around three main objectives: defining trust,

planning trust, and operationalizing trust.
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FIGURE 3.2: Artifact Global Overview

As show in Figure 3.2, the framework is composed of two main components that work

together to achieve these objectives:

1. TEAEM: a modeling and analysis approach extending Model-Driven Architecture
(MDA) with trust-related soft goals and bottom-up constraint propagation;
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2. BC-TEAEM.: a reasoning-enabled decision-support system integrating a blockchain

ontology, multi-criteria evaluation, and pattern recommendations.

TEAEM Component: The TEAEM supports the planning of trust in collaborative pro-
cesses. It is designed to bridge the gap between business goals and technical choices
in JOBPs by integrating trust issues and requirements into the modeling phase. It
extends the Model-Driven Architecture-which separates business logic from technical
implementation through model-to-code transformations—with a trust-oriented model-
ing framework. This addresses a key weakness in MDA: the frequent inconsistencies
between business objectives and technical decisions, which can lead to misaligned trust
requirements, financial losses, and eroded partnerships. To overcome this, TEAEM
introduces a bottom-up constraint analysis that systematically detects and refines these
inconsistencies, ensuring that business goals and technical choices are aligned with trust
requirements before any code or product generation. The tools enabling this iterative,
trust-driven process are detailed in Chapter 6.

BC-TEAEM Component: BC-TEAEM operationalizes trust through a domain-specific
ontology that formalizes relationships between blockchain features, design patterns,
and soft goals. This ontology serves as a knowledge base for automated reasoning,
allowing the system to detect potential conflicts between patterns and soft goals (trust di-
mensions), thus providing a transparent and justifiable basis for architectural decisions.
Additionally, the framework incorporates a dynamic Multi-Criteria Decision-Making
(MCDM) module. This module processes user-defined preferences to generate ranked
pattern recommendations, enabling structured trade-off analysis. Decision-makers can
explore alternative design choices and assess their implications on trust through an
interactive user interface that visualizes reasoning outcomes and recommendations.
The complete BC-TEAEM tool, including its ontology, knowledge base, and interface is
detailed in Chapter 7.

3.3 Running Example

Our example addresses the problem of traceability in pharmaceutical supply chains. The
medical supply chain handles life-critical products such as vaccines, surgical implants,
and prescription drugs. In this context, any breach of trust, including counterfeit
products, improper storage conditions, or missing provenance information, can have

serious fatal consequences.

Drawing on the example from the literature (Di Ciccio et al., 2018), we consider a

network of actors involved in delivering a high-value, temperature-sensitive cancer
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medication from its manufacturer to a hospital pharmacy. The process begins at the
manufacturing site, where the medication is produced under strict regulatory insight.
The products are then transferred to a logistics provider responsible for preserving cold-
chain conditions throughout transport. Along the way, the shipment passes through
several points of interaction, including regional warehouses, customs checkpoints, and
hospital receiving area, where different stakeholders handle and monitor the drugs.
The process concludes at the hospital pharmacy, which dispenses the medication to the
oncology department for patient treatment.

In such a chain, traceability plays a central role. The hospital must be able to verify that
the medication its receives is authentic, has been stored within the required temperature
range, and originates from an authorized manufacturer. The logistics provider must be
able to demonstrate that cold-chain conditions were continuously maintained during
transportation. Regulatory bodies must have confidence in the completeness and
accuracy of the audit trail to certify compliance. And in the event of a product recall,
every participant must be able to identify, quickly and precisely, which batches are
affected and where they are located.

Several challenges emerge at different points along the supply chain:

¢ The hospital worries about counterfeit products entering the chain through inter-
mediaries.

* The logistics provider fears disputes over cold chain failures if temperature read-
ings are challenged.

* Regulators need auditable and tamper-proof records for certification and post-
market surveillance.

¢ The manufacturer wants to ensure that sensitive production data remains confi-

dential while still providing necessary provenance information.
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3.4 Conclusion

This chapter introduces the methodological foundation that guide the research pre-
sented in this thesis. The DSR methodology provides a structured framework that
links problem investigation, artifact design, and artifact validation. By adopting this
approach, the research ensures rigor and relevance, addressing both theoretical contri-
butions and practical applications.

The five research questions (RQ;-RQs) formulated within this framework structure
the contributions developed in the subsequent chapters. These questions span from
identifying trust challenges in inter-organizational business processes to designing
and validating blockchain-enhanced artifacts for trust management in supply chain
contexts. Each research question corresponds to specific cycles of the DSR process,
ensuring a coherent progression from problem understanding to solution development

and evaluation.

As illustrated in the research design, this work progresses through multiple intercon-
nected cycles, beginning with a scoping review to establish the knowledge base and
research gaps, followed by the design of trust-enhancing artifacts, and culminating in
comprehensive validation through multiple methods. This methodological approach
not only supports the development of novel contributions but also facilitates the gener-

ation of actionable insights for both academia and practice.

The following chapters implement this methodology, detailing each cycle of the research
process and demonstrating how the DSR framework enables the systematic creation
and evaluation of artifacts that address challenges in blockchain-enabled supply chain

management.
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Chapter 4

Conceptualization and Analysis of Trust
in SCM

The purpose of this chapter is to establish the theoretical foundation required to un-
derstand trust issues inherent in inter-organizational business processes. The chapter
proceeds in two main parts. First, drawing from multidisciplinary perspectives, it
synthesizes how trust is defined and conceptualized in Supply Chain management do-
mains. Second, its adopts a structured scoping review methodology to identify, classify,
and interpret issues reported in the literature, and to examine how blockchain technolo-
gies and blockchain software patterns can address them. This chapter focuses on the
conceptual and methodological definition of a mapping approach between trust-related
concerns and blockchain patterns, supported by an illustrative running example.
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4.1 Scoping Review Methodology

This chapter adopts the scoping review methodology (Arksey and O’malley, 2005)
to systematically explore how trust is defined, conceptualized and addressed in the
literature on inter-organizational business processes. A scoping review is particularly
appropriate for this research because the notion of trust spans multiple disciplines, lacks
unified conceptualization, and is characterized by heterogeneous terminologies. Rather
than aiming at theory testing or effect measurement, the objective is to map existing
knowledge, identify dominant conceptual patterns, and reveal gaps that motivate

further conceptual and design-oriented research.

The results of the scoping review constitute the first contribution of this thesis (Cy),
which offers a taxonomy of trust issues and a mapping between these issues and
blockchain features and software patterns.

4.1.1 Research Questions

We answer to the first two research questions of the thesis:

* RQ;: How can trust defined and conceptualized within inter-organizational
business processes?
* RQ,: How can blockchain technology contribute to addressing trust-related issues

in such processes?

4.1.2 Search Strategy

Given the interdisciplinary nature of trust, we design the search strategy to ensure
boarder coverage across multiple academic domains, including management, informa-
tion systems, organization theory, blockchain, supply chain management, and informa-
tion technology. Searches were conducted in the following electronic databases: Scopus,
SpringerLink, IEEE Xplore, ScienceDirect, ACM Digital Library, and Google Scholar.

Search queries combined terms related to trust (e.g., trust, trustworthiness, digital
trust), inter-organizational contexts (e.g., inter-organizational processes, collaborative
processes, supply chain), and enabling technologies (e.g., blockchain, distributed ledger,
digital platforms). The search was not restricted to a single domain in order to capture

conceptual diversity.

To mitigate limitations related to database indexing and keyword variability, we com-
plement the databases search with backward snowballing: screening reference lists of
key papers, forward citation searching: identifying studies citing on seminal works, and

manual searches: in specific journals and conference proceedings.
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4.1.3 Study Selection

The selection process was conducted in two phases: (1) an initial screening based on
titles and abstracts, and (2) a full-text assessment of the remaining studies. At each step,
decisions were guided by relevance to inter-organizational contexts, conceptual engage-
ment with trust, and consideration of technological or organizational mechanisms used

to address trust challenges.

Inclusion Criteria: During the first screening phase, studies were included in the review

if they satisfy the following criteria:

* (I1) They explicitly or implicitly discussed issues related to trust (social trust,
digital trust, institutional trust, or trust in technology) within inter-organizational
contexts, particularly in supply chain management.

¢ (I;) They provide a conceptual, analytical, or empirical mechanisms, approaches,
or frameworks aimed at addressing trust-related issues or improving trust within
supply chain management.

* (I3) They examined, proposed, or discussed the use of blockchain as a potential
enabler or mediator for addressing trust issues in SCMS

Exclusion Criteria: During full-text screening, studies were excluded when they met at
least one of the following criteria:

* (E1) They focused exclusively on intra-organizational processes, without consider-
ing interactions among independent organizations, or external stakeholders.

* (Ey) They presented purely technical or engineering-oriented blockchain imple-
mentations that lacked consideration of trust-related concepts or social dimen-
sions.

¢ (E3) They lacked sufficient conceptual or theoretical depth, offering limited analyt-
ical insight into the nature, dimensions, or dynamics of trust.

Refining Ambiguous Cases: During the screening process, some studies presented

aw

ambiguous terminology, for example, using “trust,” “reliability,” or “confidence” inter-
changeably. To address this, we followed (Arksey and O’'malley, 2005) recommendation

of applying interpretive judgment while ensuring consistency:

When ambiguity arose, we discussed within the research team (as recommended in
scoping review methodology) to assess whether the authors addressed trust as:

* relational construct (e.g., vulnerability, expectation, credibility), or

¢ technical property (e.g., uptime, reliability of a system)
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Only studies engaging with the relational or socio-technical dimensions of trust were
retained. This interpretive step was necessary due to the inconsistent use of terminology

across disciplines.

4.1.4 Data Extraction and Charting

Data extraction was conducted using a structured coding scheme aligned with the
research questions:
For RQy, the extraction focused on:

* explicit definitions of trust,

¢ conceptual dimensions, forms, and levels of trust,

¢ underlying assumptions and conceptual boundaries.
For RQ;, the extraction targeted:

e trust-related issues identified in SCMS,
¢ technological mechanisms proposed to address these issues,

¢ the role attributed to blockchain and related technologies.

The extracted data were organized through a thematic synthesis approach, allowing

patterns to emerge across domains while preserving contextual nuances.

4.2 Results: Data Collection and Analysis

This section presents the results of the scoping review based on the corpus of selected
studies. The objective is to report how trust and trust-related issues are addressed in
the literature on inter-organizational business processes, particularly when blockchain
technologies are involved in accordance with the data extraction strategy defined in the
previous section. The results are organized around the two research questions, without

interpretative or evaluative claims.

421 Overview of the Reviewed Literature

The selected studies span multiple academic domains, including supply chain man-
agement, information systems, organizational studies, healthcare, finance, and digital
platforms. The corpus reflects the interdisciplinary nature of trust research, with contri-
butions ranging from conceptual and theoretical works to applied studies examining

technology-mediated collaboration.
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4.2.2 Results for RQ;: Definition of Trust in the Literature

This subsection reports how trust is defined and conceptualized across the reviewed
studies.

Definition of Trust across different domains

The reviewed studies indicate that trust does not have a single, universal meaning
and that its definition varies across disciplines and application domains. For example,
in supply chain management, trust is often associated with predictability and the
quality of information shared by partners (J. Wang et al., 2022). In digital systems,
trust increasingly shifts toward the perceived reliability, security, and robustness of the
technological infrastructures (J. Wang et al., 2022).

This diversity of perspectives highlights that trust cannot be analyzed in uniformly
across contexts. Depending on whether the focus is social, organizational, or tech-
nological, different challenges emerge. Clarifying how trust is defined within inter-
organizational processes is therefore a prerequisite for any systematic analysis or design-
oriented.

Table 4.1 provides an overview of representative trust definitions across multiple do-

mains relevant to inter-organizational collaboration.
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TABLE 4.1: Different definitions of trust across various domains

Trust Definition

Study

Trust Definition Example

Positive Expectation

Social Expectation

Individual Percep-

tion

Belief in Conduct

Trustworthiness

System-based Trust

Algorithmic Trust

Digital Trust

[Mayer et al., 1995],
[Patrick et al., 2005]

[Mattila, Seppald, et
al., 2016]

[Chopra and Wal-
lace, 2003b]

[Y. D. Wang and
Emurian, 2005]

[Grédbner et al., 2021]

[Miihlbock, 2022]

[Morley, 2020], [Mit-
telstadt, 2022]

[Voloch et al., 2019]

The willingness of one party (trustor) to be vul-
nerable to the actions of another party (trustee),
based on the expectation that the other party
will perform the expected action.

a social interaction where one party’s subjective
probability about whether the other party will
perform a particular action that benefits the the
trustor.

is an attitude held by an individual. It is influ-
enced by the personality of the trustor and by
the attributes of the recipient, and it in turn in-
fluences the behaviour of the trustor, but it is
equivalent to none of them.

An actor’s confidence that another will manage
resources, achieve goals, or execute tasks with-
out misuse.

refers to the confidence that organizations place
in another’s reliability and integrity.

Trust grounded in institutional structures, rules,
and technological systems rather than interper-
sonal familiarity.

Confidence placed in automated systems to act
reliably and ethically in decision-making pro-
cesses, based on transparency, accountability,
and explainability.

refers to the confidence that individuals or or-
ganizations have in the reliability, security, and
ethical use of technology as a mediator in inter-

actions, transactions, or data exchange.

Despite their diversity, these definitions share common recurring elements:

* Trust involves an acceptance of vulnerability.

¢ Trust reflects expectations about how partners will behave.

¢ Trust functions as a mechanism to reduce uncertainty in collaborative environ-

ments.

Presenting trust in this way clarifies why a single definition is insufficient for complex,
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technology-mediated environments. This observation also justifies the need to distin-
guish between social trust, trust in technology, and digital trust in the remainder of this
thesis.

Forms of Trust in Inter-Organizational Relationships

The diverse definitions of trust synthesized on the previous sub-section 4.2.2 reveal
that trust is not a monolithic concept but a multifaceted construct. To answer this
sub-question, we consolidate these perspectives into different categories that captures
the multifaceted nature of trust that emerge in inter-organisational contexts.

The literature identifies several types of trust, reflecting whether it is grounded in social
relationships, institutional arrangements, technological systems, or digital interactions.
Common classifications include Interpersonal Trust, Organizational Trust, Institutional
Trust, Technological or System-based Trust, and Digital Trust (Mayer et al., 1995; Mcknight
and Clay, 2011; Ritter, 2020).

Interpersonal Trust refers to confidence between individuals and is often grounded in
perceived integrity, competence, and benevolence (Lauster et al., 2020). Interpersonal
trust is critical in collaborative networks where long-term relationships support infor-
mation sharing and coordination. Organizational Trust extends this notion of confidence
in organizational policies, processes; and decision-making practices (Rusu and Babos,
2015). Institutional Trust relies on formal rules, regulations, or industry standards to
reduce uncertainty (Rusu and Babos, 2015).

Technological or System-based Trust emerges when systems or platforms mediate interac-
tions between stakeholders. In these cases, trust is placed in the correct functioning of
systems rather than in specific human actors (Mcknight and Clay, 2011). Digital Trust fur-
ther extends this perspective by emphasizing transparency, traceability, accountability,
and data integrity in digitally mediated interactions (Ritter, 2020)

For analytical clarity and to align with the socio-technical nature of modern Inter-
Organizational Business Processes (IOBPs), we synthesize these perspectives into three
types, interrelated categories: Social Trust, Trust in Technology,andDigital Trust.
This typology provides a foundation for analyzing trust issues in IOBPs.

Social Trust: reflects (subjective) trustor’s beliefs that the trustee has suitable attributes
for performing as expected in a specific situation. This category encompasses the inter-
personal and organizational forms of trust that arise from social interactions between
individuals or organizations. It involves beliefs about the integrity, benevolence, and

competence of others (Mayer et al., 1995), as well as the willingness to be vulnerable
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based on these beliefs. Social trust is often built through repeated interactions, shared

experiences, and established reputations (Chopra and Wallace, 2003a).

Trust in Technology: refers to the confidence that users or organizations place in tech-
nological systems to perform reliably, securely, and in accordance with expectations. It
emerges when confidence is placed in software, platforms, or technical infrastructures to
perform reliably, securely, and according to specification. Examples include blockchain
platforms, access control systems, and IoT networks. It involves beliefs about reliability,
functionality, and helpfulness (Mcknight and Clay, 2011).

Across various domains, empirical studies confirm that trust in technology is a pre-
requisite for successful collaboration in socio-technical environments. When systems
are perceived as reliable, functional, and helpful, they foster a sense of control and
predictability that encourages organizational actors to delegate tasks, share informa-
tion, and coordinate decisions through digital infrastructures. Conversely, when such
trust is absent, even highly advanced technologies may fail to achieve their intended
collaborative or efficiency benefits.

Digital Trust: emerges in inter-organizational processes where technology plays a role
of mediator (Ritter, 2020). It is closely related to algorithmic and technology-mediated
trust (e.g., blockchain). It captures trust in digital systems that facilitates interaction
and transactions between stakeholders, emphasizing transparency, accountability, data

integrity and ethical decision-making.

In IOBPS, digital trust involves a belief that interactions and transactions are secure, that
all parties are identified, and that commitments can be traced and enforced. Digital trust
builds upon trust in technology, as users must first rely on the underlying technological
systems before engaging in collaborative processes. Specifically, it encompasses three
key factors: security, ensuring data and transactions are protected from malicious
interference; identifiability, confirming that participants are who they claim to be; and
traceability, allowing contractual obligations and actions to be effectively monitored and
enforced (Yan and Holtmanns, 2008). In practice, achieving digital trust is challenging
due to limited transparency regarding platform assurance, making these factors critical

to the design and evaluation of blockchain-based solutions in IOBPS.
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Conceptual Ambiguities and Fragmentation

The literature also reveals conceptual ambiguities related to trust. Definitions are
frequently domain-specific, and similar phenomena are described using different termi-
nologies. Several studies implicitly conflate trust with related notions such as trustwor-

thiness, confidence, or security, without clearly delineating conceptual boundaries.

Moreover, trust is often introduced as a contextual assumption rather than an explicitly
defined construct. In such cases, trust is inferred from the presence or absence of
mechanisms addressing uncertainty, risk, or opportunistic behavior. These observations
indicate a fragmented conceptual landscape in which trust is conceptualized indirectly
through associated concerns and challenges.

4.2.3 Results for RQ,: Trust-Related Issues and Technological Ap-
proaches

This subsection reports the recurring trust-related issues identified of SCMS, and the

technological mechanisms proposed to address them.

Recurring Trust Issues identified in SCMS

To identify trust issues, we focused on SCMS as a representative domain of IOBPs.
SCMS aims to ensure that goods and services are delivered to consumers promptly, cost
effectively, and efficiently (Giannakis et al., 2004). In SCMS, trust plays an important
role. Tradelens (Jensen et al., 2019) is one example of blockchain in SCMS. It provides
transparency, efficiency, and accountability in global trade by digitizing and streamlin-
ing the flow of information and documents among supply chain participants. Another
example of practical applications is traceability of drugs that can be provided through a
blockchain solution(Kambilo et al., 2022).

A Trust issue refers to a challenge, problem, or disagreement that affects the level of
trust between individuals or parties (Kamble et al., 2020). They can be grounded on
explicit evidence (frauds, contract violations, bad user experience) or on implicit beliefs.

They are subjective and hard to grasp.

The reviewed studies identify a wide range of trust-related issues that undermine
IOBPs. These issues frequently arise from limited transparency, lack of accountability,
data integrity concerns, privacy vulnerabilities, and difficulties in tracing actions or

transactions across multiple stakeholders.

Additional issues relate to organizational and human factors, including reluctance to

share information, fragile stakeholder confidence, communication gaps, and resistance
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to technological adoption. Economic and technical constraints, such as scalability

limitations, interoperability challenges, and high implementation or transaction costs,

are also reported as barriers affecting trust.

Taxonomy of Trust Issues in SCM

Based on the scoping review, and in order to provide a systematic overview of the

recurring trust-related issues undermining trust in supply chain systems, we consoli-
y Yy

dated the findings of twenty peer-reviewed studies addressing blockchain and digital
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FIGURE 4.1: Taxonomy of trust issues in IOBPs

Security groups cover all trust issues related to the protection of digital assets, and

system integrity. Item such as, unauthorized access, general security risks, transaction



4.2. Results: Data Collection and Analysis 51

security, identity management, and privacy issues all point to vulnerabilities in how
information and actors are authenticated, protected, and controlled. These are essential
to trust because breaches in confidentiality, integrity, or authentication undermine

system reliability.

Data-related issues concern the intrinsic properties of information itself. This includes,
lack of transparency, data integrity issues, and unverified or fake data all highlight
risks in the accuracy, availability, and quality of Information. Trust in supply chains
depends on if data is timely, reliable, and resistant to manipulation, making these issues

fundamentally data-centric.

Cost issues are economic barriers that influence the feasibility of adoption. High
implementation costs, high transaction fees, scalability challenges, and the pressure
for cost reduction all represent financial or resource constraints that organizations
face. These costs not only limit technological deployment but also affect the long-term

sustainability of blockchain-based solutions.

User acceptance issues reflects the human and organizational dimension of trust. Fragile
consumer trust, lack of confidence, and competitive disadvantages linked to information
sharing highlight how stakeholders perceive and accept technological changes. Even if
the systems are technically robust, adoption will fail without stakeholder willingness

and confidence in their fairness and benefits.

Traceability issues are tied to the ability to follow products throughout their life-cycle.
Lack of traceability, real-time identification, and the persistence of counterfeiting or
fraud demonstrate that without reliable tracking, products can be substituted or falsified.
Strengthening traceability is therefore important to ensure authenticity and maintaining

trust across supply chain transactions.

Data Governance issues relates to how information is managed, shared, and structured
between actors. Information asymmetry, communication gaps, reluctance to share data,
interoperability problems, and centralization risks all indicate weaknesses in collective
data management. Without clear rules and distributed access, trust collapses due to
unequal visibility, siloed systems, or dependence on a single authority.

Auditability focuses on the ability to monitor, verify, and explain system operations.
Insufficient accountability and the lack of explainability or interpretability limit the
capacity to assign responsibility and to provide transparency to oversight bodies. Effec-
tive auditability mechanisms are crucial for ensuring compliance, building trust, and

enabling corrective actions when failures occur.
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Table 4.2 summarizes the conceptual resolutions of trust issues in SCMS with and the

corresponding terms used in the reviewed papers (P1-P20).

These trust issues not only reveal the complexity of collaborative environments but
also set the stage for RQ, by highlighting where technological mechanisms—such as
blockchain—may offer structured, transparent, and reliable means to mitigate these

vulnerabilities.

Technological Approaches to Address Trust Issues

Trust issues in IOBPs can be addressed through a combination of organizational, tech-
nical, and procedural strategies. The literature reviewed highlights a wide range of
approaches at mitigating trust-related issues in collaborative settings, particularly within
supply chain management. These approaches differ in their underlying assumptions
about how trust is established, maintained, and enforced across multiple stakeholders.

Overall, the literature reveals two distinct conceptual paradigms for addressing trust
issues in IOBPs. The first paradigm relies on traditional (non-blockchain) approaches,
which emphasize relational, procedural, and centralized mechanisms. Within this
paradigm, trust is fostered through relational governance mechanisms such as commu-
nication, shared values, and cultural alignment among partners (Pournader et al., 2020).
Trust is also supported by centralized systems including shared databases, enterprise
resource planning (ERP) platforms, and monitoring tools, which aim to improve infor-
mation visibility and coordination (Lambert and Cooper, 2000). In addition, third-party
assurance mechanisms such as audits, certifications (ISO standards), and legally bind-
ing contracts are employed to enforce compliance and reduce opportunistic behavior
(Durugbo and Al-Balushi, 2023).

Despite their widespread use, these traditional approaches share important limitations.
They depend heavily on partners” willingness to disclose the accurate information and
on periodic validation by trusted intermediaries. They remain vulnerable to human
error, fraud, information asymmetry, and intentional data manipulation. The reliance
on centralized authorities and subjective assessments limits their ability to provide
real-time, verifiable records (data integrity), and process compliance across distributed

networks of stakeholders.

The second paradigm identify in the literature is formed by blockchain-based ap-
proaches, which propose a different conceptualization of trust. Rather than relying
on trust in individual partners or intermediaries, blockchain shifts trust toward the
system itself by leveraging decentralization, cryptographic verification, and consensus

mechanisms. In this paradigm, periodic audits are replaced by continuous, real-time
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transparency enabled through immutable and shared ledgers (Kamble et al., 2020). Fur-
thermore, smart contracts allow for the automated enforcement of rules and agreements,

reducing subjective interpretations, human errors and intermediaries.

By addressing the technical vulnerabilities and coordination limitations inherent in
traditional trust mechanisms, blockchain-based approaches aim to complement and
in some cases substitute for organizational and relational forms of trust. This shift
highlights blockchain’s potential contribution to improving accountability, data integrity,

traceability, and transparency, and trustworthiness in IOBPs.

4.3 Discussion: Answering RQ; and RQ;

This section synthesizes and interprets the results presented in the previous section
to answer the two main research questions (RQs). Rather than reiterating descriptive
tindings, the discussion integrates insights across domains to clarify how trust is con-
ceptualized in the literature and how blockchain-based mechanisms are positioned in

relation to trust-related issues in inter-organizational business processes.

4.3.1 Answering RQ;: How Is Trust Conceptualized in the IOBPs?

The scoping review indicates that trust is not conceptualized as a single, stable construct
in the literature on IOBPs. Instead, trust is framed through multiple, overlapping

perspectives that reflect the socio-technical complexity of collaborative environments.

Across domains, trust is associated with the management of uncertainty and vulner-
ability; however, its object varies. In social and organizational perspectives, trust is
primarily conceptualized as a relational expectation regarding the behavior, integrity,
or competence of partners. From institutional perspective, trust shifts toward formal
structures, rules, and governance mechanisms that constrain opportunistic behavior. In
technology-oriented perspectives, trust refers to confidence in systems, infrastructures,

and automated processes.

These perspectives are rarely unified within a single conceptual model. Instead, the
literature tends to conceptualize trust implicitly through the dimensions it emphasizes,
such as reliability, transparency, accountability, or predictability, rather than through ex-
plicit theoretical integration. As a result, trust appears as a layered construct combining
social, technological, and digital elements, whose relative importance varies depending

on context.

A key observation is that trust is often inferred from the presence or absence of mecha-

nisms designed to mitigate risk and uncertainty. In this sense, trust is not only defined
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directly, but also indirectly conceptualized through the issues it seeks to address. This
explains the prevalence of fragmented definitions and the frequent conflation of trust
with related notions such as trustworthiness, security, or confidence. Overall, the litera-
ture portrays trust as a multi-dimensional and context-dependent construct, lacking a

unified conceptual foundation in IOBPs.

4.3.2 Answering RQ,: How can blockchain technology contribute to

addressing trust issues?

In response to trust-related issues identified in IOBPs, the literature increasingly posi-
tions blockchain-based technologies as trust-enabling mechanisms. These technologies
are not presented as substitutes for trust, but rather as infrastructures that reconfigure

how trust is established, distributed, and maintained among collaborating actors.

Blockchain technology are primarily associated with addressing issues related to trans-
parency, data integrity, accountability, and traceability. By providing immutable and
shared ledgers, blockchain systems are described as reducing information asymmetry
and limiting the need for bilateral trust between partners. In this sense, trust is par-
tially transferred from organizational actors to technical and institutional mechanisms

embedded in the system.

However, the review also indicates that blockchain-based approaches address only a
subset of trust-related issues. While they can strengthen trust in technology and support
digital trust, they do not eliminate the need for social and organizational trust. Issues
related to user acceptance, governance, cost, scalability, and interoperability remain

largely unresolved or are shifted to other layers of the system.

Moreover, the literature often assumes that technical properties such as immutability or
decentralization automatically generate trust, without sufficiently examining the condi-
tions under which these properties are perceived as trustworthy by stakeholders. This
argument highlights a critical conflation: it assumes that blockchain’s technical guaran-
tees automatically produce trust, thereby overlooking the essential socio-organizational

dimensions of partnership.

From Trust Issues to Design Requirements

The scoping review reveals that trust issues identified in inter-organizational business
processes are inherently subjective and closely tied to stakeholder intentions, expec-
tations, and perceptions. Addressing such issues through blockchain-based solutions

therefore requires their translation into explicit and actionable system requirements.
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Requirements Engineering provides a well-established foundation for this translation
by enabling the systematic elicitation and formalization of stakeholder needs and
concerns. In particular, ISO/IEC standards emphasize the importance of grounding

system requirements in stakeholder goals and organizational contexts.

These observations motivate the need for a structured process that transforms trust-
related issues, as identified in the literature, into trust requirements that can guide
blockchain design decisions. The definition of such a process, together with its ap-
plication and validation through a running example, constitutes the focus of the next

chapter.

Limits of Blockchain Features and the Role of Blockchain Patterns

Although blockchain platforms provide core features such as immutability, distributed
consensus, and cryptographic mechanisms, the literature shows that these features
alone do not address all the trust issues identified in RQ,. In inter-organizational
business processes, trust issues often relate not only to data integrity, but also to how
actors behave, share information, and coordinate their actions. Even when transactions
are recorded on a blockchain, the reliability of the system still depends on how data are
produced, who is responsible for submitting them, and how exceptions are handled.
As a result, blockchain features mainly support technical aspects of trust, such as
traceability and auditability, while other trust concerns remain outside their direct
scope.

In practice, blockchain features are therefore combined with blockchain patterns that
define how these features are used within concrete organizational settings. Blockchain
patterns capture recurring ways of organizing interactions between actors, managing
data flows, and defining responsibilities across organizational boundaries. Rather
than focusing on technology alone, patterns make explicit the assumptions, rules, and
coordination mechanisms required for collaboration. In the running example, trust is not
achieved simply by storing events on a distributed ledger, but by applying appropriate
patterns that determine who can write data, who can verify them, and how information
is shared across the supply chain. This confirms that trust emerges from the joint use of

blockchain features, design patterns, and organizational arrangements.
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4.3.3 Cross-Analysis and Implications

Taken together, the answers to RQ; and RQ; highlight a misalignment how trust is
conceptualized and how it is operationalized in existing research. While trust is acknowl-
edged as a socio-technical construct, technological solutions, particularly blockchain-

based ones tend to focus narrowly on technical dimensions of trust.

This gap suggests that effective trust support in inter-organizational business processes
requires an integrated perspective that accounts for social, organizational, and tech-
nological dimensions simultaneously. The absence of such integration explains why
trust-related issues persist despite the adoption of advanced digital infrastructures.

From a research perspective, these findings justify the need for a structured framework
that explicitly links trust conceptualizations to technological mechanisms and design
decisions. Rather than treating trust as an implicit outcome of technology adoption, trust
should be addressed as a design concern grounded in clearly articulated conceptual

foundations.

The discussion establishes that trust in inter-organizational business processes is multi-
dimensional and only partially addressed by existing blockchain-based approaches.
To illustrate how these insights can be operationalized and to assess their explanatory
coherence, the next section introduces a running example that instantiates the identified

trust dimensions and issues within a concrete inter-organizational scenario.

4.4 Running Example and Validation

This section introduces a running example to illustrate how the conceptual findings
derived from the scoping review can be instantiated in a concrete inter-organizational
business process. The objective is not to evaluate performance or to validate a tech-
nological implementation, but to assess the conceptual consistency, plausibility, and
explanatory power of the results presented in Sections 4.2 and 4.3.

4.4.1 Running Example: Supply Chain Collaboration

We rely on the pharmaceutical on supply chain traceability running example introduced
in Chapter 3. This example focuses on the delivery of a high-value, temperature-
sensitive cancer medication from its manufacturer to a hospital pharmacy, involving
multiple autonomous actors, including logistics providers, intermediaries, and regula-

tory authorities
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4.4.2 Instantiating Trust Conceptualizations

Based on the synthesis of RQy, trust in the running example can be instantiated along

three complementary dimensions.

Social Trust: manifests through long-term partnerships, reputational considerations,
and expectations regarding partners’ integrity and competence. For instance, manufac-
turers rely on logistics providers to handle goods responsibly, while distributors expect

accurate and timely information from upstream actors.

Trust in technology arises from reliance on shared digital systems used to record and ex-
change operational data. Actors must trust that these systems function reliably, preserve
data integrity, and enforce access control policies consistently across organizational

boundaries.

Digital Trust: emerges at the intersection of organizational collaboration and digital
mediation. It reflects confidence that transactions and process executions are transparent,
traceable, and auditable, and that digital records can be relied upon for compliance

verification or dispute resolution.

This instantiation illustrates how trust in inter-organizational business processes is

inherently multi-dimensional and cannot be reduced to a single referent.

4.4.3 Mapping Trust Issues to Blockchain Mechanisms

The trust-related issues identified in RQ, can be directly mapped onto the running
example. Common challenges include limited transparency across supply chain stages,
information asymmetry between actors, difficulties in tracing product provenance, and

concerns regarding data manipulation or accountability.

Blockchain-based mechanisms discussed in the literature are frequently proposed to
address these issues by providing shared, immutable records of transactions and events.
In the running example, such mechanisms can support traceability by recording product
movements, enhance transparency by granting controlled visibility to authorized actors,

and improve auditability by enabling verifiable process histories.

However, consistent with the discussion in Section 4.3, these mechanisms primarily
address technological and digital dimensions of trust. Social trust remains dependent
on organizational behavior, governance arrangements, and stakeholder acceptance. The
running example thus confirms that blockchain technologies can support trust, but do

not replace the need for social and institutional coordination.
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4.4.4 Validation Through Conceptual Consistency

The running example serves as a form of conceptual validation by demonstrating that
the trust dimensions, issues, and mechanisms identified in the scoping review can be
coherently instantiated within a realistic inter-organizational scenario. The example
shows that the proposed categorization of trust forms and issues aligns with observed
collaborative practices and that the role attributed to blockchain-based mechanisms is

consistent with their representation in the literature.

Rather than validating effectiveness, this section validates conceptual alignment be-
tween theory, observed challenges, and proposed technological responses. This align-
ment supports the relevance of the findings and provides a credible foundation for the

design-oriented contributions developed in subsequent chapters.
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4,5 Conclusion

This chapter set out to clarify how trustis addressed in the literature on inter-organizational
business processes, with a particular focus on the Supply Chain Management domain.
Through a scoping review, it systematically analyzed how trust is defined, operational-
ized, and supported by existing approaches, including but not limited to blockchain-
based solutions. Rather that assuming a unified understanding of trust, the reviewed
revealed a landscape characterized by heterogeneous conceptualizations, implicit as-

sumptions, and fragmented analytical perspectives.

A first outcome of this chapter is the observation that trust is rarely treated as an
explicit, first-class construct. Instead, it is often approached indirectly through related
issues such as transparency, traceability, data integrity. While these dimensions capture
important aspects of trust, their isolated treatment obscures the broader IOBPs. As
a result, trust tends to emerge as an implicit outcome of technical or organizational

mechanisms rather than as a design objective in its own right.

The review also highlighted a recurring set of trust-related issues that persist across
domains and technological choices. These include limited visibility across organiza-
tional boundaries, information asymmetry between actors, difficulties in establishing
reliable product provenance, and concerns regarding opportunistic behavior or data
manipulation. Although blockchain technologies are frequently proposed as a response
to these issues, the literature often adopts a solution-driven stance, emphasizing techni-
cal capabilities without sufficiently analyzing how and under which conditions these

capabilities contribute to trust at the process level.

Overall, this chapter motivates the central thesis of this work: addressing trust in inter-
organizational business processes requires structured design frameworks that make
trust explicit, model its dependencies, and support trade-off analysis among compet-
ing soft goals. These findings provide the conceptual foundation for the subsequent
chapters, which introduce a design-oriented approach that integrates trust modeling,
knowledge representation, and multi-criteria decision support to guide the selection

and configuration of blockchain-based patterns.
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Chapter 5

Addressing Trust in Supply Chain
Management through Blockchain

Software Patterns

The previous chapter established that trust in IOBPs is a multifaceted concept, expressed
through heterogeneous trust issues across domains and application contexts. While
blockchain technologies are frequently proposed in the literature of as trust-enabling
solutions, Chapter 4 indicates that trust-related issues are rarely translated into explicit,
actionable design decision.

This Chapter addresses this gap by proposing a systematic, requirements-driven ap-
proach for addressing trust issues in blockchain-based systems. Building on the trust
issues identified through the scoping review, the chapter introduces a structured process
that transforms trust issues into trust requirements and maps these requirements to

concrete blockchain design solutions in the form of software patterns.

The objectives of this chapter are threefold. First, it provides a method for translating
subjective and implicit trust issues into explicit system-level requirements. Second, it
establishes a mapping between requirements and blockchain mechanisms, highlighting
both the capabilities and limitations of intrinsic blockchain features. Third, it demon-
strates the applicability of the proposed approach through a running example drawn
from a pharmaceutical supply chain traceability scenario, ensuring continuity with the
running example introduced in Chapter 3.

This chapter constitutes a core contribution of the thesis by moving from conceptual
analysis toward design-oriented knowledge that supports the construction of trustwor-
thy inter-organizational systems.
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5.1 Introduction

5.2 From Trust Issues to Trust Requirements in SCM

Trust issues are subjective and sometimes stem from stakeholders’ intentions. Using
Blockchain-based technologies implies to define clear requirements that address these
issues. Defining requirements starts with understanding the stakeholders” intentions,

needs, goals, or objectives, as outlined in ISO (documentation, 2018).

Requirements Engineering (RE) serves as a bridge between stakeholders and system
developers (Pohl, 2010). In the context of trust, RE enables the transformation of subjec-
tive trust issues into explicit, actionable system requirements by analyzing stakeholder
expectations, examining existing processes, and formalizing trust-related concerns at

the system level.

In the context of this thesis, operationalizing trust means making trust-related expecta-
tions explicit in the form of (trust) requirements that can guide architectural and design
decisions. These requirements act as an intermediary layer between abstract trust issues

and concrete technical mechanisms, such as blockchain features or software patterns.

5.2.1 Taxonomy of Trust Requirements in SMCS

By applying the process described above to the trust issues identified in Chapter 4
results in a structured set of trust requirements. To provide analytical clarity and design
support, these requirements are organized into a taxonomy reflecting recurring trust
issues in SCMS.

The taxonomy groups trust requirements into seven categories: Security, Data Gover-
nance, Data-related, Traceability, Cost Control, Auditability, and User Acceptance. Each
category captures a distinct dimension of trust expressed as soft goal, while remaining

interrelated with others.

Security-related requirements address confidentiality, integrity, privacy, and protection
against unauthorized access. Data governance requirements concern how data is shared,
controlled, and interoperable across organizational boundaries. Data-related require-
ments focus on data quality, authenticity, and reliability. Traceability requirements
ensure the ability to track products, transactions, and events across the process lifecycle.
Cost control requirements reflect economic constraints associated with system operation.
Auditability requirements support monitoring, accountability, and compliance. Finally,
user acceptance requirements capture stakeholders’ confidence and willingness to rely

on the system.
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This taxonomy serves as a design abstraction that bridges trust issues and technical
solutions. Rather than prescribing specific technologies, it structures trust concerns in a
way that supports systematic design reasoning.

5.2.2 Translating Trust Issues Into Trust Requirements

Following ISO/IEC guidelines (documentation, 2018) and established RE practices
(Pohl, 2010), transforming trust issues into trust requirements involves systematically
analyzing stakeholder expectations and current organizational practices. Subjective
trust concerns are progressively refined into objective requirements that can guide

system design.

To this end, the present study adopts a Requirements Engineering-based approach and
proposes a systematic process for translating identified trust issues into trust-related
requirements, ensuring traceability between stakeholder concerns and technical design
decisions. We propose a systematic process to transform trust issues into requirements

through the following steps:

(1) Elicitation of user trust issues: In this step, the evidences of trust issues has to be
gathered. Various techniques defined in the fields of requirements engineering and
knowledge management can be used to collect the empirical data, including interviews,
case studies, workshops, action research, etc. The outcome is a collection of trust issues
expressed by end users or stakeholders. In this work, the data about trust issues has

been collected through the literature review.

Trust issues are elicited through the scoping review of the literature. Different stud-
ies often describe similar issues using heterogeneous formulations. For example,
accountability-related concerns are expressed in (Hasan et al., 2020) through the need
to clarify responsibilities and interactions between supply chain actors to ensure trans-
parency, while (Jayashri et al., 2023) frames the same issue in terms of accountability and
incentive mechanisms designed to promote trustworthy behavior. Despite differences

in wording, both sources highlight accountability as a central trust issue.

(2) Analysis: The purpose of this step is to analyze each expressed trust issue in order
to identify a subject of trust (actor, system, process, technological component), an object
of trust (e.g., data, activity, function, etc.) and an expected relationship that must
be established between the former and the latter in order to mitigate the issue. For
example: Lack of accountability issue addresses a business partner in the supply chain
(the subject) and the transaction data (the object). The issue expresses a trustor’s belief

that, in case of dispute, the partner can avoid responsibility for his actions unless the
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formal proof of such actions is provided. To mitigate the issue, the transaction has
to be non-reputable (the relationship). In the field, such analysis has to be conducted

iteratively, confirming and validating the results with users.

(3) Specification of requirements: In this step, the requirements are documented
based on the analysis from the previous step and following the recommendations
from (documentation, 2018). The outcome of this step is a formalized requirement
specification. Example: For the Lack of accountability (I1) issue, we formalize the
corresponding trust requirement as follows: “System must guarantee non-repudiation
of data”.

Table 5.1 presents the mapping between the trust issues identified in the literature, the

corresponding references, and the formalized trust requirements.
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5.3 Use of Blockchain Software Patterns for Meeting Trust
Requirements in SCM.

Blockchain is often considered a de facto trust enabler. We argue that, while offering a
number of key features, stock blockchain may not provide a complete solution for the
specific trust requirements in a given context. In this section, we discuss the current
limitations of stock blockchain solutions and propose the use of blockchain software

patterns to efficiently address the specific trust requirements in SCM.

According to the literature, intrinsic features of blockchain(public) technology address a
number of requirements in SCM including trustworthiness. However, this technology
also has limitations that can overshadow the benefits and have a negative impact on
trust. These limitations have to be taken into account when making design decisions.
Challenges related to privacy, scalability, trust and interoperability are some examples
relevant to the SCM domain. These challenges can be efficiently addressed using specific

blockchain software patterns. Here are some examples.

Blockchain is not suitable for storing and managing large amounts of data. Keeping
images and other large data sets in blockchain can be expensive due to the high cost
of transaction fees. This undermines the performance and credibility of the solution
and negatively impacts user’s trust in this technology. To overcome this, off-chain data
storage (patterns) such as the Interplanetary File System (IPFS) can be implemented in
conjunction with blockchain. Using blockchain to store hashes of the data and off-chain
storage to store extensive data can reduce transaction costs and add scalability to the

system.

Along the same lines, if a blockchain solution is not designed with security in mind, it
can be vulnerable to cyberattacks or other forms of malicious activity. This can result
in the loss of funds or the compromise of sensitive information. Additionally, if the
consensus mechanism used in the blockchain is not well adapted, it could lead to issues
with trust in the network. For privacy, if a blockchain is not designed with privacy in
mind, it can lead to the exposure of sensitive information because ledger is public for all
stakeholders. The use of encryption-on chain(patterns) data is recommended to address
these challenges.

Table 5.2 presents the mapping between the trust requirements in SCM, the key blockchain
features discussed in Section 2.2.1 that are recurrently used to meet these requirements,
and the blockchain software patterns from Six, Herbaut, and Salinesi, 2022b, which we

identify to complement the features. We consider three cases:
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CASE 1 blockchain features provide a complete solution for specific requirements.
For example: transparency, as the transparent ledger offered by blockchain inherently
meets this requirement without the need for additional patterns (indicated with a

symbol in BC features column in the table).

CASE 2
software patterns are proposed. For example, a public blockchain’s (transparency)

: blockchain features are insufficient to meet a requirement and blockchain

cannot ensure data privacy. In this case, a private blockchain or encryption on-chain
data patterns can encrypt data during transit to maintain privacy on the blockchain

(indicated with a == symbol in BC software patterns column in the table).

TABLE 5.2: Mapping of Trust requirements on Blockchain features and
patterns
satisfied, ! partially satisfied, == unsatisfied

Requirement | Blockchain Features | Blockchain Software Patterns Six,
Herbaut, and Salinesi, 2022b

Accountability Accountability Identifier Registry

Audit Audit -

Interoperability | = Contract Observer

Transparency Transparency -

Cost control Automating Minimize on-chain data, Fly-
weight, Off-chain storage

Reliability Immutability -

Privacy - On-chain encryption

Responsibility | = Identifier Registry

Traceability Traceability -

Scalability - State channel (50%), off-chain
storage (50%)

CASE 3 : blockchain features offer only a partial solution and can be complemented

by using software patterns to meet a requirement. For example, the automation of
information systems in blockchain can lead to increased costs if the data transit is
extensive in terms of storage. To address this issue, minimize On-chain data or using
Flyweight patterns can limit the data size in each transaction and reduce costs (indicated
with a  symbol in the table).

Implementing blockchain solutions by using software patterns can help to improve
scalability, good storage, privacy and trust in the supply chain management environ-

ment. In Table 5.2, we present the mapping of 16 out of 21 trust requirements in SCM .
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According to our analysis, Security, Confidence, Confidentiality, Fake data, and User
acceptance requirements are not fully met by the current blockchain solutions (features
and/or patterns). These complex problems require more research and development
and need to be addressed by the blockchain community in the future.

5.4 Illustrative Example and Discussion

To illustrate the proposed mapping between trust-related issues and blockchain software
patterns, and to provide an initial validation of the approach, this chapter relies on
an illustrative example drawn from the food supply chain domain. The example
focuses on the use of blockchain technology to support traceability for food safety risk
management and regulatory compliance. It serves as a concrete instantiation of the

concepts, mappings, and reasoning mechanisms introduced in this work.

5.4.1 Application of the Mapping Process to the Illustrative Example

By applying the process defined in sub-section 5.2.2, this chapter identifies a set of
recurrent trust-related issues arising in the illustrative example and maps them onto the

proposed taxonomy, as summarized in Table 5.1. These issues are discussed below.

* Lack of Interoperability (14): The illustrative example highlights the need to support
collaboration among heterogeneous stakeholders operating autonomous infor-
mation systems. The objective is to enable interoperability across organizational
boundaries while preserving stakeholder autonomy, which constitutes a key trust
challenge in inter-organizational environments.

* High Transaction Costs (I6): Transaction costs emerge as a major concern due to the
large volume of data generated and exchanged along the supply chain. To mitigate
this issue, the example emphasizes the separation of on-chain and off-chain data
management, where decentralized storage solutions are used to reduce on-chain
transaction overhead.

* Lack of Scalability (I19): Scalability issues stem from the continuous growth of
traceability data that must be securely stored and accessed. The example illustrates
the necessity of decentralized storage mechanisms to ensure that the system can
scale while preserving data integrity and availability.

* Lack of Traceability (I12): The example reveals that traceability information is typi-
cally fragmented, as each participant maintains its own traceability mechanisms
and records. This fragmentation limits end-to-end visibility and undermines trust
among stakeholders, particularly in the context of compliance verification and

risk management.
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e Lack of Data Integrity and Privacy (115, I10): Finally, the illustrative example under-
lines the dual requirement of ensuring data integrity and preserving the privacy
of transactions and involved actors. Smart contracts and cryptographic mecha-
nisms are introduced as key enablers to guarantee trustworthy data sharing while

protecting sensitive business information.

5.4.2 Results

In this example, we were able to identify the trust issues from the case text and to
map them on our taxonomy. Though the patterns indicated by the case authors are
not expressed explicitly, we were able to match them with the patterns provided by
(Six, Herbaut, and Salinesi, 2022b). The authors in the case use IPFS to store vast
amounts of data, which generates a hash secret on a smart contract address to reduce
transaction costs and enable 0Off-chain data storage. The authors are also concerned
with ensuring the privacy and traceability of data through encryption and the use of
hash (Encryption On-chain & Hash secret).

The patterns used in the case correspond to our recommended blockchain software
patterns for the following four requirements: Privacy, Integrity, Storage and Cost control.
For the storage and Cost ¢ requirement, we propose the Limit storage pattern to set a
gas limit for transactions in addition to the 0ff-chain data Storage, already identified

by the case authors.

The Traceability requirement does not require a specific pattern as it is directly provided
by blockchain. This corresponds to our mapping in Table 5.2. The Interoperability
requirement is not addressed in the paper. We propose the following blockchain soft-
ware patterns to meet these requirements: the Contract observer pattern to guarantee
interoperability and confirm that data written to the blockchain comes from a trust-
worthy source, and the Identifier registry pattern to track transactions and hold

stakeholders accountable in the event of any problems.

In this example, we used a mapping proposed in the previous section to extend the
solution proposed by the authors with two specific blockchain software patterns. This

proposal completes the solution by addressing more trust requirements.

5.5 Discussion and Limitations

Software patterns provide developers with technical best practices. However the trust
implications of the patterns are not explicit. Our literature analysis shows that trust
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TABLE 5.3: Blockchain features and Patterns resolving trust issues
: Satisfied Req., :: partially satisfied Req.,=: Unsatisfied Req.

Requirements | BC intrinsic | Patterns  (ex-| BC software patterns
(extracted from | features tracted from | (our proposal)
the case) the case)
Interoperability Contract Observer
Cost control Off-chain data | Limit Storage
storage
Privacy Encryption On- | Encryption On-chain
- chain
Traceability
Integrity Hash Secret Hash Secret
Storage Off-chain data | Off-chain data storage,
- storage Limit storage

issues are not explicitly addressed in the design of the SCM solutions. Trustworthiness
is often taken for granted by the mere use of a blockchain and cannot by validated.

The blockchain often meets trust requirements through a goal-oriented approach, which
many researchers have explored. For example, authors in (Khalifa et al., 2019) focused
on studying and identifying trust requirements in blockchain systems and created a
trust engineering taxonomy to meet blockchain systems’ trust requirements and goals.
However, they did not provide evidence of how their taxonomy can be used or how to
meet trust requirements using goals. In (Johng et al., 2020), a goal-oriented approach
for business process reengineering is discussed. Here trustworthiness concerns are
explicitly represented as (soft) goals and mapped to the relevant trust-enhancing fea-
tures of blockchain, supporting business process reengineering. These works use a
goal-oriented approach to focus on requirements and how specific blockchain features

meet trust requirements.

The uniqueness of our approach resides in combining specific blockchain patterns
from (Six, Herbaut, and Salinesi, 2022b) and intrinsic blockchain features to address
trust issues and to create trustworthy solutions in the field of SCM. We make a first
attempt to create a taxonomy of trust issues and trust requirements and define their design
implications for blockchain solutions. This taxonomy will guide organizations to create
trustworthy solutions in SCM.

Despite the promising results obtained from our study;, it is important to note that there
are several limitations and opportunities for improvement that should be addressed.
These include:
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e We identified trust issues using a sample of 18 research articles on SCM. We plan
to conduct Systematic Literature Review to validate our findings and to extend
our taxonomy:.

* We limited our study to SCM, and more work is required to generalize this
approach to other domains.

* Both trust issues and pattern were often not explicit in the literature, we had to
rely on our expertise and interpretation to extract them. Our main effort is to
promote standardization and the use of a common language (taxonomy of trust

issues and requirements) to alleviate the interpretation bias in the future.

For the practical and effective use of the proposed taxonomy and mapping, we plan to
establish a recommendation system application where developers can select the issues
encountered as input and have access to the blockchain software patterns they can

leverage to ensure a design that inspires trust for collaboration.

5.6 Threats to Validity

As with any design-oriented and illustrative research, this chapter is subject to several
threats to validity. These threats are discussed according to internal, external, and
construct validity.

5.6.1 Internal Validity

Internal validity concerns the soundness of the reasoning linking trust issues, blockchain
features, and pattern selection. A first threat lies in the subjective interpretation involved
in mapping trust requirements to blockchain mechanisms. Although these mappings are
informed by prior literature and domain knowledge, they remain partially dependent
on expert judgment.

Another potential threat is related to the illustrative nature of the running example. The
observed alignment between trust issues and selected patterns may be influenced by
the way the case is framed, rather than by intrinsic causal relations. To mitigate this risk,
the chapter relies on explicit mapping tables and makes trade-offs and assumptions
visible rather than implicit.

5.6.2 [External Validity

External validity refers to the generalizability of the results beyond the considered
use case. The chapter focuses on a food supply chain traceability scenario, which

represents a common but specific class of inter-organizational systems. Consequently,
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the identified trust issues and recommended blockchain patterns may not fully apply to

other domains with different regulatory, organizational, or technical constraints.

However, the objective of this chapter is not statistical generalization but analytical
generalization. The contribution lies in demonstrating how the proposed approach
can be instantiated in a realistic setting. Replicating the analysis in other supply chain
contexts or inter-organizational domains would strengthen external validity and is left

for future work.

5.6.3 Construct Validity

Construct validity concerns the extent to which trust and its related soft goals are
adequately captured and operationalized. Trust is a multidimensional and abstract
concept, and its decomposition into security, performance, and transparency-related
soft goals may not cover all possible interpretations found in the literature.

Moreover, the impact of blockchain patterns on these soft goals is represented using
qualitative or ordinal assessments rather than quantitative metrics. While this choice
is consistent with early-stage design decision support, it may introduce ambiguity
in the interpretation of results. To reduce this threat, the chapter maintains a clear
separation between conceptual constructs and their operational representations and

ensures consistency across the evaluation process.
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5.7 Conclusion

While blockchain technology is often considered as the de facto trust enabler, some
limitations persist. These limitations have to be systematically addressed by improved
design practices. In this article we consider blockchain software design patterns to

address the trust issues in SCM domain.

First, we provided an overview and developed a taxonomy of trust issues based on
literature in the supply chain. Following the recommendations from requirement engi-
neering, we translated the trust issues into explicit trust requirements. We examined the
existing solutions that address these trust requirements in the literature and identified
their limitations: We argue that the use of intrinsic features of blockchain often provides
only a partial solution for trust issues in SCM. To complete this solution, we propose
the use of blockchain software patterns.

We identified 12 patterns from the blockchain software pattern literature that can
support the trust requirements in SCM and evaluated our proposal on one example
from the literature. This preliminary evaluation shows the relevance of the trust issues
taxonomy defined in this work. The proposed blockchain software patterns extend the
solution from the case, demonstrating the potential interest and added value of our

mapping.
This work aims at helping enterprises to better understand their trust-related require-
ments and to improve the design of their SCM systems.
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Chapter 6

Technology-Aware Enterprise Modeling
(TEAEM)

This chapter proposes a holistic design approach for aligning organizational objectives
with blockchain-based technical decisions. The approach extends the traditional Model-
Driven Architecture paradigm by incorporating bottom-up constraint analysis and

constraint propagation mechanisms.

The chapter introduces a Unified Feature Model that captures both organizational goals
and technical properties of the target solution. This model serves as a formal represen-
tation of design choices and their interdependencies. Model-checking techniques are
then applied to verify consistency and to reason about the constraints emerging from
the interaction between organizational and technical concerns.

Using a supply chain management running example, the chapter demonstrates how
technical decisions specified at the feature level can be formalized, validated, and
propagated as strategic constraints within a Goal Model. This process enables the
systematic reconsideration and redesign of both business-level and technical enterprise
models based on validated design limitations.
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6.1 Challenging the Model-Driven Architecture
Paradigm

6.1.1 Motivation and Positioning

The Model-Driven Architecture (MDA) provides a fundamental framework for the
design and development of enterprise information systems, prioritizing the top-down
design process. It introduces three levels of model abstraction and a model transfor-
mation process, ensuring a traceability and alignment between the high-level business
goals and developed technological components (Mellor, 2004). In this methodology,
the selection of technological platforms and components is deferred to lower levels
of the MDA design hierarchy. This approach is justifiable under the assumption that

technological choices have primarily local effects.

However, the emergence of disruptive technologies, such as blockchain challenges the
established principles of MDA by exerting a broader influence on processes and goals
of the enterprise as a whole (Marques and Pereira, 2023). MDA shows limitations when
dealing with technology-specific constraints that directly impact organizational goals.
Technical decisions are often introduced late in the design process, while their impli-
cations on business goals, governance, and trust-related issues remain insufficiently

anticipated.

This chapter address this limitation by challenging the strictly top-down nature of
traditional MDA and by introducing a design approach that explicitly accounts for

technological constraints early in the enterprise modeling process.

6.1.2 From Model-Driven Architecture to TEAEM

Model Driven Architecture is a software design approach that provides a set of guide-
lines for structuring specifications expressed as models, supporting traceability and
business-IT alignment (Mellor, 2004). MDA defines three primary types of models:

* Computation Independent Model (CIM) represents the system’s requirements and
business context without detailing the structure or processing;

¢ Dlatform Independent Model (PIM) specifies the system’s structure and functionality
but abstracts away the details of any specific implementation platform;

* Platform Specific Model (PSM) provides the technical details on system implementa-
tion using a particular technology or platform.

This layered organization has long provided a robust foundation for enterprise informa-

tion system design. By linking conceptual business views to technical models through
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systematic transformations, MDA enables a structured reasoning across abstraction
levels. Early contributions, such as (Wegmann and Preiss, 2003), proposed hierarchical
design principles that connected systems engineering with enterprise architecture and

influenced subsequent enterprise modeling approaches.

As research evolved, ensuring alignment between models across these layers became a
central concern. Misalignment risks distorting business intent during its translation into
technical implementations. To address this issue, numerous approaches have proposed
method and tools to validate consistency between enterprise goals, business processes,
and system designs (Cortes-Cornax et al., 2015; de la Vara et al., 2013; Groner et al.,
2014; R. Guizzardi and Reis, 2015; Horita et al., 2014; Ruiz et al., 2015; Wegmann et al.,
2007). Formal verification technique further strengthened this line of work by enabling
detection of inconsistencies (Rychkova, Irina, 2008).

More recently, researchers have sought to integrate organizational strategy and structure
into the MDA lifecycle. (Pastor et al., 2021), introduced a semi-automated strategy-
to-code approach, grounded in the LiteStrat Noel et al., 2021, emphasize traceability
from strategic decisions to technical artifacts, supporting consistency and accountability

across design levels.

However, modern enterprise systems increasingly rely on emerging technologies such as
Artificial Intelligence, the Internet of Things, and blockchain. While these technologies
offer new capabilities aligned with specific business objectives, they also introduce
trade-offs related to scalability, cost, privacy, or governance (Marques and Pereira,
2023; Morkunas et al., 2019; Rajnak and Puschmann, 2021). Traditional MDA-based
approaches remain largely technology-neutral and therefore offer limited support for
reasoning about such trade-offs during early design stages.

The Technology-Aware Enterprise Modeling approach proposed in this thesis directly
addresses this gap. TEAEM builds on the principles of MDA but extends them to
explicitly incorporate the technical characteristics, constraints, and side effects of emerg-
ing technologies into the enterprise modeling process. By doing so, TEAEM ensures
that strategic goals (trust or not) remain feasible in practice, even as they pass through
the multiple layers of abstraction that separate business goals from their technical
realization.

6.2 TEAEM: Technology-Aware Enterprise Modeling

TEAEM is a holistic design approach that extends the MDA paradigm. Where MDA
follows a primarily top-down logic—flowing from business Goals to technical imple-
mentation, TEAEM adds a bottom-up constraints analysis and propagation. This means
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that technical realities and constraints identified at later design stages can feed back

into earlier models, ensuring that strategic goals remain achievable in practice.

6.2.1 TEAEM Design and Modeling Principles

Figure 6.1 illustrates the TEAEM approach. We use goal modeling (Van Lamsweerde,
2001), feature modeling (Yu et al., 2008) and component modeling (Trinidad et al., 2007)
to represent an enterprise solution at the three MDA

/ Model Design \ / Constraint Analysis \

{Top-Down) (Bottom-up)

A

Goal Modeling |

(CIM)
~ < [ Impact Checking/ ]

Impact Analysis

Feature Modeling
(PIM)

L J
)[ Model Unification ]

Component Modeling ]
(PSM)

- / . /

FIGURE 6.1: TEAEM Steps

Goal Modelling (CIM): A goal model representing the high-level business goals, re-
quirements, and domain concepts is created in this step. This model corresponding
to CIM - the highest level of abstraction within MDA. It outlines the dependencies
between goals and intended outcomes ensuring alignment with broader organizational

context. These dependencies are explored in the further constraint analysis.

Feature Modelling (PIM): A feature model is defined in this step. This model specifies
the hierarchical structure of abstract technical functionalities (features) of the prospec-
tive solution and corresponds to PIM. The dependencies and constraints between the

features define alternative configurations for the technical solution.

Component Modelling (PSM): A component model is created in this step. This model
specifies technological components and platform-specific details necessary for imple-
mentation of the features defined in PIM. Technical constraints between the components

provide the information about alternative implementations of the designed solution.
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Unified Feature Model (UFM): In this step, business goals, technical features, and
components are specified within a single Unified Feature Model. For further impact
analysis, we use logical expressions to formalize the mappings between the model

elements defined at different MDA abstraction levels. We define the following Mapping:

* Goal to Feature Mapping associates the business goals with the technical features
satisfying these goals. This mapping reflects technical assumptions made by
system engineers.

e Feature to Goal Mapping associates the technical features with the goals that can be
possibly compromised or inhibited by implementation of these features.

 Feature to Component Mapping associates the features with the specific technological
components implementing these features.

* Component to Feature Mapping explicitly defines possible restrictions or incompati-
bilities between the features and the components.

* Component to Goal Mapping indicates possible restrictions between the (soft) goals
and the components such as quality, feasibility, performance issues etc. We com-
bine these mappings with the constraints defined in the previous TEAEM steps to
form the UFM.

Model Checking & Impact Analysis: We use model-checking to validate the Unified
Feature Model (UFM) and to identify inconsistencies (if any) in its specification. A
solver finds possible configurations of a solution and/or shows the conflicts between
the elements of the unified model. We propose a domain-specific interpretation of these
conflicts and recommendations for their resolution.

The Constraint Analysis can be performed at different stages of Model design and serve
to:

¢ Identify and propagate the effect of design decisions specified in PIM on CIM;

¢ Identify and propagate the effect of design decisions specified in PSM on PIM
and/or on CIM.

6.2.2 TEAEM in Practice: Implementation

To bring the TEAEM approach to practice, we developed a semi-automated tool that
demonstrates the feasibility of the proposed steps. This includes the model unification
and constraint analysis, can be performed between the CIM and PIM levels of MDA.
This practical implementation moves TEAEM from theory to application, allowing us
to test it against real-world-inspired scenarios—such as our running example (medical
supply chain traceability) case where trust, compliance, and technical feasibility must
be balanced.
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The implementation is structured into three modules, each playing a distinct role in
moving from separate business and technical models to a unified, analyzable system

model’:

1. Generating the Unified Feature Model: For goal modeling, we use the istar (*)
language (Franch et al., 2016), and PiStar tool (Pimentel and Castro, 2018) to
represent the business goals, dependencies, and high-level trust requirements.
For feature modeling, we use FeaturelDE (Kastner et al., 2009), which captures
abstract technical functionalities. The mapping between the two levels—linking
business goals to technical features is defined manually in an external file using
logical expressions. A dedicated Python script, transform.py, reads the goal model,
the feature model, and the constraint mappings, and automatically transforms

them into a single unified model that captures all dependencies and trade-offs.

2. Extraction of the constraints from the UFM: We use FeaturelDE and its bundled
Satdj solver Le Berre and Parrain, 2010 to retrieve the constraints from the UFM.

We generate an output in JSON that is further used for the constraint analysis step.

3. Interpretation of the solution constraints violation and their implication bottom-
up: We develop a Python module [interpretation.py] that uses the .json list of
constraint violations extracted from the UFM in FeaturelDE as an input and
produces the domain-specific interpretations of these violations that can be further

used for enterprise models redesign.

For example, in the medical traceability scenario, the solver might detect that enabling
“tull blockchain transparency” conflicts with the goal “Protect sensitive manufacturing
data”. The interpretation module would then translate this into a plain-language

explanation:

“This configuration increases auditability but compromises confidentiality. Consider
using selective data encryption to balance both goals.

This translation step is crucial: it bridges the gap between technical analysis and
actionable business decisions, allowing enterprise architects and decision-makers to

redesign models with a clear understanding of the trade-offs involved.

6.2.3 Illustrative Use Case

This use case presents a practical example demonstrating the application of the TEAEM
Approach. The scenario involves Organizations that seeks to enhance transparency and

Ihttps:/ / github.com /Eddykams/TEAEM_develop
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auditability of its processes by using blockchain technology as a platform for its enter-
prise solutions. In particular, the Organization needs to choose between two blockchain
platforms Public Blockchain (PublicBC_X), and Private blockchain (PrivateBC_Y). Fur-
ther, in the design, it will configure the selected blockchain platform and its components.
Since the Organization is also concerned with the GDPR compliance, more detailed anal-
ysis of the abstract capabilities and technical functionality of the prospective blockchain
solution is required. We illustrate how TEAEM can support the analysis of technical
constraints and their impact on the defined business goals of the organization.

Step 1: Goal Modeling (CIM): The organization’s high-level business objectives are
modeled. The goal model illustrated in Fig. 6.2.(a) defines the two goals of the Organiza-
tion: ‘GDPR Compliance” and “Auditability” that have to be achieved. Their satisfaction
is expressed through an i* AND-refinement, indicating that both must hold for the
overarching business objective to be achieved. The logical conjunction:

Business Goals => GDPR Compliance AND Auditability

Step 2: Feature Modeling (PIM): The abstract technical capabilities of prospective
blockchain solutions are modeled in the feature model illustrated in Fig 6.2.(b). Here,
the organization must choose between the two alternatives platforms: Public or Private
blockchain. This exclusive choice is represented as a logical XOR (exclusive OR) in the
feature model (PublicBC_X XOR PrivateBC_Y).

Technical Solution => PublicBC_X XOR PrivateBC_Y

Step 3: Component Modeling: On the first version of the implementation of TEAEM,
we do not take account the integration of the component modeling (PSM). We limited
the tool with the mapping of CIM-PIM to create a unified model (UFM).

Once the goal model and solution proposition are formalized, we proceed with the

(bottom-up) constraint propagation and analysis.

Step 4: Unified Feature Model (UFM) We create a unified feature model that specifies
the ‘Enterprise System’ of the Organization (Fig. 6.2.(c)). Our UFM represents the goals
(from CIM) and the features (from PIM) using the feature modeling formalism. Here we
model “Technical Solution” and ‘Business Goals” as mandatory features of the ‘Enterprise

System’ root feature.

To formalize the mapping between the created MDA models, We assume the follow-
ing assumptions: we consider generic properties of Publicblockchain X and Private
blockchain Y. The Private blockchain Y limits the auditability of the blockchain because
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FIGURE 6.2: (a): Goal Model of the Organization; (b): Feature Model with a
proposition of alternative blockchain solutions; (c): Unified Feature Model
that merges (a) and (b).

their nodes are controlled by a single (private) entity and the immutability is contingent
upon the trustworthiness of this entity.

The Public blockchain X does not face this immutability issue because any node can
participate in the consensus and validation processes, ensuring that operations are con-
ducted fairly and transparently. Nevertheless, this immutability of public blockchains
prevents from implementation of a fundamental GDPR's ‘right to be forgotten” - an
alteration/deletion of data on demand. We map the technical features defined in PIM
to the goals that can be compromised by implementation of these features using the

following logical expressions:

PublicBC_X => NOT GDPR Compliance;
PrivateBC_Y => NOT Audit

Step 5: Model checking/ Impact analysis: The FeatureIDE automatically executes the
model-checking on the generated UFM. In our example, the UFM is invalid (i.e., the
model is void), meaning that no Enterprise System satisfying actual constraints can be
configured. We identify and trace the sources of conflicting constraints to the model
elements defined at different MDA levels (PIM and CIM in our example). Using our
developed Extraction and Solution Interpretation modules, we provide the domain-

specific constraint interpretation, aiming to assist business users in redesign.
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Logical constraints:

['Enterprise System = Technical Solution', 'Enterprise System = Businesss Goals', 'Techni
cal Solution = PrivateBC_Y v PublicBC_X', 'Businesss Goals = GDPR Compliance', 'Businesss
Goals = Auditability']
skokskokokokskokokkkokokakokokokskokok sk oKk skokokskokok ok ok

Domain-specific constraint analysis & interpretation:

To correct your UFM, you have the following options:

Make constraint 'GDPR Compliance' non-mandatory, OR Remove constraint 'GDPR Compliance'.
Make constraint 'Auditability' non-mandatory, OR Remove constraint 'Auditability’.

FIGURE 6.3: Domain-specific constraint analysis & interpretation.

In this example, the business expert faces the problem where any choice of blockchain
solution compromises one of the business goals defined by the organization. Along
with modification or refinement of the prospective Technical Solution, this analysis calls
for redefinition or re-prioritization of the Business Goals in response of the bottom-up
constraint propagation.

6.2.4 Discussion

The illustrative use case provides a preliminary validation of the first of TEAEM and
highlights its current limitations. The use case provides concrete evidence that the core
TEAEM approach is viable and valuable. It successfully demonstrates the framework

capacity to:

1. Unify Models: TEAEM operationally unify models originating from the MDA levels
namely, goal models at the CIM level and feature models at the PIM level—into
a single coherent representation (the Unified Feature Model). This integration
enables technical constraints defined at lower levels to propagate upward toward
business objectives.

2. Propagate and Reveal Latent Conflicts: The framework’s primary contribution,
bottom-up constraint propagation, is validated. The model-checking reveals
a structural inconsistency in the UFM: neither PublicBC_X nor PrivateBC_Y can
simultaneously satisfy both GDPR compliance and auditability. This configuration
exemplifies TEAEM’s capacity to detect incompatibilities that emerge from the
interplay between technical design choices and high-level organizational goals.
By tracing these conflicts back to their originating model elements, the frame-
work provides domain-specific interpretation that can guide business experts in

reconsidering goal definitions or exploring alternative technical solutions.

3. Support Informed Redesign: By automatically detecting the conflict and tracing its

source to specific model elements, TEAEM moves beyond mere identification
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to provide actionable insight. The domain-specific interpretation of constraints
(e.g., explaining why a public blockchain violates GDPR'’s "right to be forgotten")
shifts the output from a technical error log to a business-reasoning aid, directly

informing potential redesigns of either the technical solution or the business goals.

6.2.5 Limitations

The first version of TEAEM provided as structured way to unify into a single model
business goals, technical features and implementation components, and to analyze how
design decisions at one level might affect higher levels of abstraction. However, this

initial implementation came with important limitations.

A first limitation is that TEAEM (v1) did not explicitly integrate soft goals (as dimension
of trust). While hard goals could be represented and mapped to features and compo-
nents, qualitative trade-offs, such as balancing transparency with privacy—were only
indirectly captured. This meant that conflicts between competing soft goals were not

reasoned about in the first version of the framework.

The second limitation concerned automation. The first version was Semi-automated.
Although the generation of the Unified Feature Model and constraint checking were
automated, the mapping between goals and features still had to be provided manually
with external file. This increased the effort required from designers and introduced the

risk of human error.

6.3 TEAEM-Extension: Why TEAEM Matters for Trust

In practice, many (trust) requirements are soft goals. For example, in our running
example, goals can be “maximize transparency”, “minimize cost”, or “protect confiden-
tiality”. These are qualitative, not absolute, and they often interact in complex ways (e.g:

increasing transparency for regulators might reduce confidentiality for manufacturers.)

TEAEM make these soft goals explicit at the CIM and PIM levels, so they can be sys-
tematically evaluated against technical options at the PSM level. In our case, selecting
full ledger transparency would score high for auditability but low for data confiden-
tiality. By making these trade-offs visible early, TEAEM enables stakeholders to adjust

priorities before committing to an implementation path.

The limitations of TEAEM(v1) highlighted two main gaps: the absence of support for
the Platform-Specific Model (PSM) and the lack of mechanisms to incorporate soft goals

into the configuration process. In practice, this restricted the ability of business users
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and system engineers to reason about qualitative attributes such as cost, security, and

performance.

To overcome these limitations, we introduce TEAEM Extension (TEAEM-Ext). This

version provides three main enhancements:

¢ Integration of the PSM: Technological decisions are captured through SysML
component modeling, ensuring that platform-level design choices are reflected
consistently across all abstraction layers.

¢ Explicit modeling of soft goals: Unlike TEAEM(v1), which focused mainly on
functional goals, TEAEM Extension incorporates qualitative attributes into the
modeling process. These soft goals considered as dimension of trust are quantified
through utility functions to support systematic evaluation.

¢ Configuration generation guided by soft goals: Using Multiple-Criteria Decision-
Making (MCDM) methods, such as TOPSIS, TEAEM Extension generates and
ranks alternative configurations, enabling business users to select the one that best

aligns with their preferences.

These extensions strengthen TEAEM by combining top-down design with bottom-up
traceability, while enabling the evaluation and optimization of soft goals during product
configuration. The following sections detail the conceptual foundations of TEAEM
Extension and illustrate its application to Software Product Lines.

6.3.1 Software Product Lines

MDA and SPL are complementary approaches that greatly benefit from the integration
of soft goals. Software Product Line Engineering (SPLE) serves as a methodological
framework for developing software families, characterized by significant overlap in

functional and non-functional attributes (Boskovi¢ et al., 2011).

A primary focus of SPLE is to identify and codify the common features of a cluster of
software-intensive applications within a specific domain (Bagheri et al., 2011). An SPL
is generally composed of three main types of artifacts:
* Problem Space: this describes the features and functionalities desired by users
across all potential products in the family.
* Solution Space: This includes the design and implementation specifics for all
components across different products within the SPL.
* The Mappings: These establish the connections between features in the problem

space and their respective components in the solution space.

In this work, we choose SPL like application domain of TEAEM.



88 Chapter 6. Technology-Aware Enterprise Modeling (TEAEM)

6.3.2 Soft goals and Utility Functions for Evaluating Soft goals

Soft goals serve as quality criteria that software systems or their components must meet
during development. They are subjective, relative, diverse, and interactive, making

them crucial yet challenging to model due to their qualitative nature (Hu et al., 2015).

The literature highlights the significance of soft goals in determining the success of
software projects. For instance, consider the soft goals for a software system such as
performance ("The system should respond quickly to user inputs") and security ("The
system should protect user data from unauthorized access"). These qualitative goals

pose the question: how can we effectively evaluate them?

Significant research has been conducted on identifying soft goals within Information
Systems (IS). For example, one study presented a comprehensive list of 114 soft goals
identified in information Systems (Mairiza et al., 2010), while another proposed a
taxonomy categorizing these soft goals into four groups: Real and Web-based Systems,
Web-based Systems, Real-time Systems, and Information Systems (Gazi et al., 2015). We
aim to adapt some of these identified soft goals and quantify them.

To quantify soft goals, we propose writing a utility function for each soft goal, facili-
tating the evaluation of how well a system meets these goals. Soft goals like usability,
reliability, and performance are inherently qualitative. By converting these into quan-
tifiable metrics through a utility function, we enable more objective assessments and

comparisons.

6.3.3 TEAEM Extension: Design and Modeling Principles

Building on the conceptual improvements introduced above, TEAEM Extension op-
erationalizes these ideas through a unified modeling process. Figure 6.4 illustrates
the overall workflow, which combines the top-down MDA design layers (CIM, PIM,
PSM) with bottom-up validation, constraint propagation, and configuration generation

guided by soft goals.

¢ Integration of PSM to illustrate technological choices using component modeling
(SysML).

¢ Integration of soft goals to guide business users in generating configurations
within the SPL.

This integration ensures that technological choices made at the PSM level are con-
sistently reflected across all abstraction levels, enhancing the overall coherence and
bottom-up traceability within the enterprise modeling process. Second, we extend
TEAEM by integrating soft goals into the CIM. By including soft goals in the early

stages of modeling, we can better address qualitative attributes throughout the system
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development life-cycle. This approach allows for the generation of code (configuration)
guided by the satisfaction of these soft goals, thereby optimizing the system for user

satisfaction and strategic business goals.

. Constraint Analysis
/ Model Design \ (Bottom-up)
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N
Goal Modeling Product Generation
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FIGURE 6.4: TEAEM approach to meet Soft goals. Hashed blocks show
TEAEM extension proposed in this paper

On the left-hand side represents the top-down MDA design approach with three
abstraction levels: CIM, PIM, and PSM.

* CIM Layer: We start by creating the goal model using the i* frameworkFranch et al.,
2016 with the PiStar tool(Pimentel and Castro, 2018). This model includes both
hard goals (functional requirements) and soft goals (non-functional requirements).

¢ PIM Layer: We design the Feature Model using the FeaturelDE tool (Kastner et al.,
2009).

e PSM Layer: We create component models with SysML, which include technical

metadata about alternative implementations of the designed solution.

On the right-hand side, we extend TEAEM by unifying the PIM, CIM, and PSM layers of
MDA into a single model called the “Unified Feature Model (UFM)”. This unification is

crucial for several reasons:

* Model checking and validation help validate the UFM to confirm it meets require-
ments, identify inconsistencies in the specification, and show conflicts between
elements of the unified feature models.

¢ Impact Analysis: Helps identify how changes in one part of the model affect
others by reporting constraint violations from low-level to high-level.

* Configuration Generation in SPL: Facilitates the generation of configurations that
satisfy soft goals.
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To achieve this unification, we define the following mapping:

* Goal to Feature Mapping (TEAEM): This mapping associates business goals with
the technical features that fulfill those goals. It reflects the technical assumptions
made by system engineers.

* Feature to Goal Mapping (TEAEM): This mapping associates technical features with
the goals that could potentially be compromised or hindered by their implementa-
tion.

¢ Feature to Component Mapping (TEAEM Extension): This new mapping associates

features with the specific technological components that implement them.

The mappings are formalized using a symbolic mathematics library to structure the
logical expressions. This library also develops utility functions to optimize the soft

goals.

After unifying the model, we use model-checking with a boolean solver to validate
the UFM and identify inconsistencies causing conflicts between goals, features, and
components.

If model checking returns false, indicating no feasible configuration, we provide a
domain-specific interpretation of these conflicts and recommend solutions. If model
checking returns true, indicating multiple feasible configurations, we integrate soft
goals into the decision-making process. We use a utility function to quantify each soft
goal and apply a Multiple-Criteria Decision-Making (MCDM) algorithm to optimize

soft goal satisfaction, determining the best configuration for the business user.

The main distinction between TEAEM and other frameworks like MDA or ArchiMate is
its integration and analysis of inconsistencies across different abstract level (goal, feature,
component) within the MDA. While ArchiMate offers a holistic view of enterprise
architectures, it does not specifically focus on detecting and managing inconsistencies

between different model types or guiding product generation by soft goals.

6.3.4 Modeling Soft goals with the Utility Function

As discussed in Section 6.3.3, TEAEM-Ext integrates soft goals (dimensions of trust)
directly into the Unified Feature Model (UFM). To operationalize this, each soft goal is
associated with a utility function that quantifies how well a given configuration satisfies
the corresponding qualitative attribute.

Soft goals are inherently subjective (e.g., cost, response time, throughput), making them
difficult to evaluate through traditional Key Performance Indicators (KPIs). While KPIs
offer isolated measurements, they do not capture trade-offs across competing criteria.



6.3. TEAEM-Extension: Why TEAEM Matters for Trust 91

Utility functions, in contrast, provide a single quantitative measure that integrates

multiple dimensions, enabling systematic comparison of configurations.

The utility function quantifies values derived from component modeling (value of each
component) and serves as input for the MCDM algorithm to generate configurations

that maximize user satisfaction. We focus on the following sof tgoals

Table 6.1 summarizes the soft goals selected for our implementation and the component

properties they are refined into.

Soft goal Description Refined into Notation
Cost System should be Deployment and C
cost-efficient. maintenance expenses.
Response Time  System should be Transaction, block creation, R
fast. and contract execution
times.
Throughput System should Block size, block time, and T
support high network bandwidth.
throughput.

TABLE 6.1: Description of soft goals and their refinement in blockchain
systems

The global objective is to optimize configurations by minimizing cost (C) and response

time (R) while maximizing throughput (T). This is expressed as:

min F = w1C 4+ wpR — w3T

Where F is the combined objective function, and w1, w;, w3 are weights representing the

relative importance of each soft goal according to business user preferences.

This formulation provides a direct input to the TOPSIS algorithm during configuration
selection, enabling TEAEM-EXxt to balance trade-offs between competing soft goals in a

systematic and transparent manner.

6.3.5 TEAEM-Extension in Practice: Implementation

We implemented TEAEM Extension as an automated process that unifies models across
MDA abstraction levels, validates consistency, performs impact analysis, and generates

configurations guided by soft goals. The implementation is available as open source’.

The workflow is organized into the following modules:

2ht’cps: / /github.com/Eddykams/TEAEM_develop
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1. Unified Feature Model (UFM) Generation: This module consolidates the goal
model (CIM), feature model (PIM), and component models (PSM) into a single
UEFM. Goals are modeled with PiStar, features with FeatureIDE, and components
with SysML. Logical mappings across levels are expressed with SymPy to ensure

automation and formal consistency.

2. Constraint Extraction and Validation: Using the Sat4j solver embedded in Fea-
turelDE Le Berre and Parrain, 2010, constraints are extracted from the UFM and
checked for satisfiability. Inconsistent specifications are reported as JSON files for
further analysis.

3. Interpretation of Violations: When inconsistencies occur, the system interprets
the solver’s output in domain-specific terms (e.g., conflicting goals, incompatible

components), providing business users with actionable feedback for refinement.

4. Soft goal Evaluation with Utility Functions: Component metadata from the
SysML models (e.g., cost, block size, transaction times) are used as parameters for
the utility functions introduced in Section 6.3.4. These functions quantify soft goal
satisfaction for each candidate configuration.

5. Optimization with TOPSIS: Multiple-Criteria Decision-Making (MCDM) is per-
formed using the TOPSIS method. By combining utility scores with user-defined
weights, this module ranks candidate configurations and identifies the one(s) best

aligned with business user preferences.

This modular implementation ensures separation of concerns: unification, validation,
interpretation, and optimization are handled independently, yet integrated into a single
workflow. The result is an automated pipeline that allows business users to generate
and evaluate SPL configurations with explicit consideration of both hard goals and soft
goals.

6.4 Configuration of Software Product Lines Driven by
the Soft goals: the TEAEM Approach (Running Exam-
ple)

6.4.1 Overview of the Use Case

The market of counterfeit drugs has become a 200-billion-dollar business annually,
according to the World Health Organization (WHO). According to a WHO report, up to
10% of all sold drugs globally are fake, with significantly higher rates in parts of Africa
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and Asia. This business is very dangerous because of life-and-death implications for
patients (thousands of deaths every year) and also for the pharmaceutical industry’s
reputation, which can lose a lot of money. The complexity of pharmaceutical supply
chain operations is the primary reason for this issue. With many handovers to different
supply chain partners before drugs reach hospitals and pharmacies, there is a significant
lack of traceability. Manufacturing is vulnerable to counterfeit raw materials or ingredi-
ents from unknown sources. Moreover, illicit producers can relabel fake products to
infiltrate legitimate distribution channels. For the pharmaceutical sector, the European
Union (EU) and the Drug Supply Chain Security Act (DSCSA) in the United States
provide a deadline of 2023 for the industry to implement a traceability system.

Based on the work (Kambilo et al., 2022; Hastig and Sodhi, 2020), we present the
following illustrative example drawn in Chapter 3. The organization has many branches
in different countries that require a system to manage transactions recorded across
multiple locations. Additionally, there is a need for a system that enhances trust among

various stakeholders.

The system must address the following needs:

* Reduce drug counterfeiting (fraud detection) by ensuring traceability and transparency

at every step of the product transfer.

¢ Ensure secure data management by enhancing privacy through access controls and
encryption, and by maintaining the integrity and immutability of data.

* Manage recalls of defective products; conditions of transporting drugs must be veri-
tied through real-time audits using IoT, sensors, or RFID tags. The authenticity of
products must be checked by log-audit.

6.4.2 Applying and Validating TEAEM-Ext

The main goal of the organization is to determine if, with their goals, features, and com-
ponents, they can generate a product or if there are any inconsistencies between them
before generating the product. The organization proposes to integrate the following soft
goals: maximal performance, minimal cost for blockchain components, better response
time, and minimal cost for the electronic solutions (RFIDs, IoT sensors, or NFC tags).

We demonstrate how TEAEM-Ext supports the configuration of Software Product Lines
(SPLs) to meet soft goals in this context. The process unfolds in six steps:

Goal Modeling: A partial goal model (Figure 6.5) is created using the i* framework,
capturing both hard goals (e.g., “Fraud Detection”) and soft goals (e.g., “Minimal Cost”,

“High Performance”).
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Feature Modeling To build the feature model, we made a literature review to identify
different solutions proposed for combating drug counterfeiting in the supply chain
illustrated in Table 6.2. According to some findings in the literature, (Bapatla et al.,
2023; Rajora, 2023) assert, for example, that the ideal anti-counterfeit technology in
an enterprise system should have a high level of safety, faster product application,
established standards, simple to check, have automatic authentication, be accessible to

consumers, and comply with industry regulations.

We built the feature model based on the technologies identified in Table6.2. Three
prominent technologies were proposed: blockchain technology, for its features such as
traceability, trust, and immutability; Cloud Computing (Vijayaraj et al., 2024), known
for its flexibility and faster application production; and Machine Learning, which can
identify counterfeit drugs through algorithmic data analysis. Additionally, associ-
ated electronic equipment for traceability is proposed, such as RFID tags, IoT sensors

(pressure, geolocation), and NFC tags.

Goal / Requirement Blockchain Cloud Machine Learning

Transparency - -
Traceability -

Reliability

High Level of Safety - -
Fast Product Application - -
Ease of Auditing - -
Automated Processes -
Regulatory Compliance -

Accountability - —
Trust - -
Decentralization - -
High Security - -
Flexibility - -

TABLE 6.2: Mapping of Requirements to Enabling Technologies

Component Modeling: Based on the analysis presented in Table 6.2, we decided to
use blockchain technology as a component to illustrate our example. Blockchain is
a novel technology that has not yet been widely adopted by enterprises due to the
lack of standardization and scarcity of engineers skilled in its implementation. The
literature identifies two principal types of blockchains: public blockchain and private
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FIGURE 6.7: Component Model of Enterprise Safri-Import
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blockchain. Using SysML, we illustrate the component model for blockchain technology
and other technologies. However, for the evaluation phase, we focus on the value of the

blockchain component.

Model Unification: The unified model, as depicted in Fig. 6.8, put within a single
model the three abstract level of the MDA. In our study, the model checking results were
positive, indicating that the unified model is valid. However, the next step involves

generating configurations that satisfy the soft goals defined in the previous section.

Enterprise System

Technical Solutions Business Goals
(1]
| DB_Solutions | Electronic_solutions Reduce Counterfeiting Secure Data Management Recall Management
L1
o
L1 )
L1 )

FIGURE 6.8: Model Unification

Model Checking/Impact Analysis: After model unification, we use model check-
ing/validation to determine if a valid configuration exists for this unified model or if
there are any inconsistencies. The unified feature model generates 4 possible configurations,
indicating that there are no inconsistencies or constraint violations. Therefore, refining
the model is unnecessary. In 6.2.2, we presented an example where constraint violations
were detected. The question then arises: how do business users choose the "best"

configuration that meets their soft goals?

Optimization with TOPSIS algorithm: As outlined in the previous section, to generate
configurations guided by the satisfaction of soft goals, we detail the soft goals discussed
in subsection 6.3.4, including their associated utility functions and the blockchain com-
ponents employed. The values of component properties are inputted as parameters into
the utility functions to select the optimal configuration. We use blockchain configura-

tions and utilize the TOPSIS method for multi-objective optimization.

In the absence of a generalizable throughput/response time formula for all possible

cases, we have chosen to formulate the following assumptions: Response Time is the
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minimal time for the detection of counterfeiting drugs and depends on the component
properties: Transaction Processing Time, Block Creation Time, and Smart Contract
Execution Time. The throughput is a function of block size, block execution time, and
network bandwidth for the blockchain.

Soft Goal Utility Function Component Properties

Deployment cost

Blockchain Cost C=min) ! ; G(D, M) Maintenance cost

Block size
Throughput T = T(Bs, Bt, Ny) Block time
Network bandwidth

Transaction processing time
Response Time R = R(Tx;, B, SCe) Block creation time
Smart contract execution

Deployment cost
Electronic Cost Ec =min})} , Ci(D., E., M:)  Execution cost
Maintenance cost

TABLE 6.3: Utility functions and blockchain component properties of soft
goals

6.4.3 Results

After integrating the blockchain component values as parameters in the utility function

to generate products, we made the following tests:

Guiding Configurations for a Single Soft Goal

When an organization prioritizes a single objective, such as minimizing blockchain
costs, the system successfully identifies the optimal configuration. The implemented
module maps the component value across configurations, calculates its utility via a

SymPy function, and selects the configuration with the minimal cost.

Guiding Configurations for Multiple Soft Goals

Real-world scenarios often require balancing multiple, often conflicting, criteria, leading
to a multi-objective optimization problem. We implement the TOPSIS method for
Multiple-Criteria Decision-Making (MCDM) to handle this.

These values do not result from the utility function; they serve solely to demonstrate
the application of MCDM using TOPSIS. The four configurations correspond to those
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FIGURE 6.9: Configuration guiding by the Minimal Blockchain Cost

Attributes Blockchain Cost Response_Time Throughput  Electronic Cost

Conf0 300 15 seconds/bloc 18 Tx/seconds 140
Confl 350 15 seconds/bloc 16 Tx/seconds 120
Conf2 200 2 seconds/bloc 100 Tx/seconds 200
Conf3 250 3 seconds/bloc 200 Tx/seconds 180

TABLE 6.4: Soft goals Criteria with Height

identified after model checking, and their associated values were provided as input to

evaluate trade-offs across criteria.

The table 6.4 illustrates the four configurations found after the model checking/valida-
tion. Different values (Blockchain Cost, Response Time, Throughput, and Electronic
Cost) were passed as inputs to our component model. In this case, we have a multi-
objective optimization where we need to choose the best configuration guided by
multiple soft goal criteria. Many optimization algorithms exist in the literature, and we
implemented the TOPSIS method for Multiple-Criteria Decision-Making.

6.5 Evaluation

The validation phase consists in applying the TOPSIS method to the data in Table 6.4.
Two scenarios were considered to assess how variations in decision-maker preferences

influence the recommended configuration.

6.5.1 Scenario 1: Equal Weights

We defined the same weight for all parameters [0.25,0.25,0.25,0.25] and identified Re-
sponse Time, Blockchain Cost, and Electronic Cost as non-benefit parameters (functions
to minimize) and Throughput as a benefit parameter (function to maximize). We have

the following outcomes:



6.5. Evaluation 99

Attributes BC_Cost R _Time Throughput E_Cost S_POS S_NEG Score Rank

Conf0 300 15 18 140 0.2215 0.0862 0.2801 3
Confl 350 15 16 120 0.2349 0.0613 0.2069 4
Conf2 200 2 100 200 0.0689 0.2139 0.7561 2
Conf3 250 3 200 180 0.0532  0.2215 0.8061 1

TABLE 6.5: Scenario 1 Outcomes Overview

6.5.2 Scenario 2: Priority on Response Time

Business users place significant emphasis on Response_Time compared to other criteria.
We adjust the weight according to preferences, for example, 0.6 for Response Time and
0.13 Blockchain Cost, 0.13 Throughput and 0.13 Electronic Cost ([0.13, 0.61, 0.13, 0.13]).

Attributes BC_Cost R _Time Throughput E_Cost S_POS S _NEG Score Rank

Conf0 300 15 18 140 0.3682  0.0344 0.0856 3
Confl 350 15 16 120 0.3695 0.0245 0.0622 4
Conf2 200 2 100 200 0.0275 0.3675 0.9301 1
Conf3 250 3 200 180 0.0347 0.3416 0.9075 2

TABLE 6.6: Outcomes for Scenario 2

6.5.3 Results

For the first scenario, to reduce the blockchain cost, the cost of the electronic equipment,
and the response time, while increasing performance with throughput, the best config-
uration is Configuration 3 (Conf3), which achieves 80% satisfaction among business
users. The worst configuration is Configuration 1 (Conf1), with only 20% satisfaction
among business users. This is clearly specified with different constraints and the values
of blockchain components as parameters. The configuration that meets the specified
soft goals is Configuration 3.

For the second scenario, the best configuration has changed and is now Configuration 2
(Conf2), with 92% satisfaction among business users. The worst configuration is still
Configuration 1 (Confl), with only 6% satisfaction among business users. We can clearly

see that a different soft goal weight will lead to different configurations.

This example demonstrates how TEAEM Extension systematically guides configuration
in Software Product Lines (SPLs). By combining top-down modeling with bottom-up
evaluation, the approach:

* Detects inconsistencies early through model checking.

¢ Quantifies trade-offs between cost, performance, and other soft goals.

¢ Provides ranked configuration alternatives tailored to business user preferences.
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6.5.4 Discussion

The TEAEM approach by integrating soft goals ensures that qualitative attributes such
as user satisfaction, security, and performance are prioritized, resulting in configurations
that align more closely with business goals. The unified CIM-PIM-PSM model enhances
coherence and traceability across abstraction levels, leading to fewer errors and more
complete configurations. This integration ensures that technological choices made at the
PSM level are consistently reflected across all levels, reducing the risk of inconsistencies.
TEAEM generated configurations exhibit fewer errors and higher completeness, as

validated by model checking.
The use of the TOPSIS method for MCDM in TEAEM facilitates the selection of optimal

configurations based on multiple soft goal criteria. This approach allows business users
to make informed decisions quickly, balancing trade-offs between competing goals.
Empirical data show that TEAEM reduces the time required for configuration generation
and decision-making compared to manual methods and other SPL approaches.

Compared to other approaches, TEAEM adds value in model-checking validation
and constraints analysis propagation for bottom-up traceability. MDA focuses on
top-down design, traceability, and alignment of goals from business goals to code
generation. ArchiMate is designed to provide a comprehensive, integrated view of
enterprise architecture, focusing on the relationships between different domains (such as
business, application, and technology). However, it does not inherently include specific
mechanisms for detecting and managing inconsistencies between different model types.
Additionally, while ArchiMate can represent various goals and requirements, it does

not explicitly focus on guiding product generation through soft goals.

The implementation of TEAEM and the various evaluations carried out have allowed

us to learn the following lesson:

* Business users have the ability to express their preferences on the different soft goals, and
expressing these preferences will have a technical impact. The weight or importance that a
business user assigns to a soft goal during the configuration of a product in a Software
Product Line (SPL) significantly influences the best configuration that can be proposed to
them.

6.6 Threats to Validity

Although the proposed TEAEM Extension approach demonstrates promising results,

several threats to validity must be acknowledged.
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6.6.1 Internal Validity

The illustrative example was based on assumptions regarding component properties
(e.g., block size, processing time, costs). These assumptions may not fully reflect real-
world conditions and could bias the outcomes of the optimization. Furthermore, the
evaluation relied on the correctness of the implemented utility functions. Inaccuracies

in their formulation would directly affect the ranking of configurations.

6.6.2 External Validity

The evaluation was conducted in a single application domain (counterfeit drug detection
in the pharmaceutical supply chain). While this domain is representative of trust-critical
scenarios, the generalizability of the results to other domains (e.g., finance, logistics,

e-government) has not yet been empirically validated.

6.6.3 Construct Validity

The evaluation was conducted in a single application domain (counterfeit drug detection
in the pharmaceutical supply chain). While this domain is representative of trust-critical
scenarios, the generalizability of the results to other domains (e.g., finance, logistics,

e-government) has not yet been empirically validated.

6.6.4 Conclusion Validity

The evaluation was conducted in a single application domain (counterfeit drug detection
in the pharmaceutical supply chain). While this domain is representative of trust-critical
scenarios, the generalizability of the results to other domains (e.g., finance, logistics,

e-government) has not yet been empirically validated.

Recognizing these threats helps delimit the scope of our current contributions and

provides guidance for future empirical work.
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6.7 Conclusion

In this chapter, we presented TEAEM approach that contributes to design of enterprise
systems within the MDA paradigm. While existing approaches support traceability
and alignment between goals and technical solutions top-down, they often fall short
in guiding stakeholders through the decision-making process and analysis of incon-
sistencies bottom-up. Our approach enables reconciliation between business goals,
technical capabilities and specific solutions through formal analysis and propagation of

constraints.

Our primary contribution is the unification of the CIM-PIM-PSM into a single model,
ensuring a traceable design process that connects business goals with technical imple-
mentations. We also integrate model checking and impact analysis to detect inconsis-
tencies early, aiding decision-making and minimizing errors. The second contribution
integrates soft goals as dimension of trust into the TEAEM process, enabling SPL config-
urations to meet both goals and soft goals, ensuring the final products align with both

user needs and business goals.

The feasibility of the proposed approach was illustrated through examples drawn from
the supply chain domain, including a counterfeit drug detection scenario leveraging
blockchain technology. These examples demonstrated how technical properties of
specific solutions can be propagated to higher-level organizational models and how
stakeholder preferences can guide configuration choices in the presence of competing
goals and soft goals. While some illustrations remain conceptual, they provide initial ev-
idence of the potential of TEAEM to support informed and transparent design decisions

in inter-organizational settings.

While the results are promising, the work also revealed several challenges. The for-
malization of utility functions for complex soft goals, the scalability of feature models,
and the generalizability of the approach across domains remain open issues. These
challenges define an agenda for future research. In particular, we envision extending
TEAEM-Ext with more expressive modeling of non-linear utility functions, exploring
modularity techniques to reduce feature model complexity, and conducting empirical

evaluations in diverse industrial domains.

Overall, this chapter positions TEAEM as a step toward more informed and trust-
aware enterprise system design, by bridging business goals, qualitative concerns, and
technological choices within a unified model-driven framework. In doing so, it lays
the foundation for the subsequent chapters, which focus on the operationalization and
evaluation of trust-related concerns in blockchain-enabled inter-organizational business

processes.
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Chapter 7

BC-TEAEM Knowledge Base and

Recommendation Engine

This chapter present BC-TEAEM Knowledge Base, an ontology-driven framework that
formalizes blockchain features and patterns, and trust-related soft goals together with
their interdependencies. The proposed knowledge base provides a structured represen-
tation of how blockchain patterns influence key trust dimensions such as performance,
security, and transparency, and how these dimensions interact through neutral, posi-
tive and negative dependencies. By integrating this formal knowledge-base with the
TEAEM approach and a multi-criteria analysis mechanism, the framework supports
systematic trade-off analysis, preference elicitation, and reasoned pattern selection to
meet trust. The chapter further demonstrates how this knowledge base can be oper-
ationalized to guide configuration generation and design decisions in trust-sensitive

inter-organizational contexts, with a particular focus on supply chain management.
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7.1 Introduction

Blockchain technology is increasingly adopted in inter-organizational and distributed
systems to ensure trust, transparency, traceability, and immutability. Its integration is
particularly relevant in domains where collaboration occurs without full mutual trust,

such as supply chain management.

The design of blockchain-based applications has led to a rich set of architectural and soft-
ware patterns that offer reusable solutions to recurrent design challenges (Six, Herbaut,
and Salinesi, 2022a). These patterns help developers address soft goals-including secu-
rity, scalability, transparency, and performance—while mitigating inherent limitations of

blockchain systems, such as latency, scalability bottlenecks, and governance constraints.

Selecting appropriate patterns in blockchain-based applications remains a challenging
and often ad hoc process. The growing number of available patterns, each exerting
multiple and sometimes conflicting influences on soft goals (e.g., performance, secu-
rity, or cost), complicates systematic decision-making. Unlike functional requirements,
which can be verified against clear achievement criteria, soft goals are inherently sub-
jective, relative, and trade-off-driven. This makes their evaluation and prioritization

particularly difficult.

Currently, pattern selection often relies on the architect’s experience rather than a
structured methodology. This can lead to misalignment between business strategies and
technical decisions, resulting in suboptimal system designs and unforeseen negative
issues such as increased cost or reduced performance. These challenges highlight the

need for a more rigorous, goal-oriented approach to pattern selection.

To bridge this gap, we propose BC-TEAEM-Blockchain-Technology-Aware Enterprise

Modeling, a decision support framework that combines:

¢ an ontology modeling the relationships between blockchain patterns and trust-
related soft goals.

* A knowledge-based reasoning engine capturing positive and negative influences
of patterns on soft goals.

e amulti-criteria decision-making mechanism, implemented using TOPSIS ensuring

recommendations align with user preferences.

The framework focuses on the interplay between a domain expert and a technical
expert to ensure alignment and traceability. By iteratively capturing and refining
preferences, BC-TEAEM supports systematic selection of blockchain patterns. We

develop a prototype decision support tool implementing our method and validate it



7.2. Problem Investigation & Research Gap 105

through a case study of a pharmaceutical company’s supply chain traceability system,

demonstrating the framework’s applicability.

BC-TEAEM examines how business-level soft goals can be systematically connected to
blockchain design patterns, with the aim of enhancing the transparency, traceability, and
justifiability of architectural decisions. In this context, the following research questions

(RQs) guide our investigation:

* RQ_BCy: How can business-level soft goals be explicitly aligned with blockchain
design patterns at the technical level?

* RQ_BCy: How can the effects of specific technical decisions such as the selec-
tion of a blockchain pattern—be evaluated and systematically traced back to the
originating business goals?

* RQ_BCj3: How can domain experts and technical experts effectively collaborate
to ensure that solution design remains simultaneously business goal-driven and

technology-aware?

The construction of the BC-TEAEM Knowledge followed a design science research
methodology. The objective was to build a reusable artifact that is both theoretically
grounded and practically useful for guiding trust-aware blockchain configurations. By
following Wieringa’s perspective on DSR (Wieringa, 2014), we ensure both practical
relevance and scientific rigor. Our approach follows stages of the DSR cycle, from

problem identification to Evaluation.

7.2 Problem Investigation & Research Gap

Unlike functional requirements, soft goals are subjective, context-dependent, and sat-
isfied to varying degrees (Hu et al., 2015). The process of selecting patterns based on
soft goals is further complicated by the fact that a single pattern can impact multiple
soft goals differently. A pattern may positively impact some soft goals while negatively
impacting others. For example, the On-Chain Encryption pattern improves security (by
increasing confidentiality) but degrades performance (due to increased latency). The
Off-Chain Data Storage pattern improves performance by reducing the amount of data
that needs to be stored and processed on the blockchain, but decreases confidentiality

because there is no security guarantee for external systems. This results in a trade-off.

A number of works have documented blockchain patterns. Authors in (Xu et al., 2018;
Xu et al., 2025) present extensive catalogs organized into categories such as interaction,
data management, security, and structural patterns. (Six, Correa-Restrepo, et al., 2022)

extend this work by proposing a blockchain pattern ontology that formalizes structural
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relationships between patterns. (Besancon et al., 2022) propose a blockchain ontology for
decentralized application (DApps) development, focusing on functional components
rather than on non-functional trade-offs. While these resources are valuable, they
primarily serve as descriptive references and do not connect patterns to soft goals in a

way that supports automated reasoning.

Addressing this gap requires bridging structural representations with decision-making
capabilities. From a requirements engineering perspective, soft goal modeling has been
widely studied (Hu et al., 2015; Sumesh and Krishna, 2022), often using frameworks
such as the NFR (Non-Functional Requirements) Framework to capture qualitative
attributes and interdependencies. However, few works explicitly integrate these models
into blockchain-specific architectural decision-making. The importance of managing
trade-offs in blockchain ecosystems is highlighted by (Jovanovic et al., 2022), but without
providing a formalized link between soft goals and patterns.

Decision-support tools for blockchain-related design have also emerged. Multi-Criteria
Decision-Making (MCDM) techniques are applied to platform or configuration selection
(Bahar et al., 2023; Soundararajan and Shenbagaraman, 2023), while TOPSIS is explored
for blockchain sharding strategies (Liu et al., 2022). These approaches demonstrate the
utility of quantitative trade-off analysis but typically rely on static attributes, lack inte-
gration with ontologies, and do not model inter-pattern or inter-soft goal relationships.

Overall, existing approaches tend to address either:

1. Pattern representation — focusing on cataloging or structural ontologies without

modeling impacts on soft goals,

2. Soft goal modeling — emphasizing qualitative attributes and interdependencies

without linking to specific patterns.

3. Decision-making — applying MCDM methods without leveraging an ontology

to capture complex interdependencies.

7.3 Artifact Design Methodology: Knowledge Base Con-

struction

The first step was to gather information about existing blockchain patterns and the
trust-related soft goals that they influence. At this stage the key decision was whether
to rely on academic sources or to also include practical knowledge from industry. We
opted for a combination pf both because academic literature provides conceptual clarity
and systematic classifications, while industrial case studies reveal how patterns behave

in real-world settings trade-offs are critical.
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We use scientific literature as our primary source, relying on taxonomies, surveys,
and studies on blockchain architectures, design patterns, and enterprise modeling.
These works provide formal definitions, structured classifications, and comparative

frameworks that offer a rigorous and coherent foundation for constructing ontology.

7.3.1 Selection of Blockchain Patterns

To identify relevant patterns, we began with catalogs proposed by (Xu et al., 2018; Xu
et al., 2025) which provides a list of 15 blockchain patterns divided into four categories.
These categories are widely recognized in the literature and provide a systematic starting
point for modeling the design space::

¢ Interaction between blockchain and external world: patterns that describe how
blockchain communicate with external systems. Examples include Oracle, Reverse
Oracle, and the integration of Legal Contracts with Smart Contracts.

* Data Management Patterns: patterns that deal with the storage and organization
of data, either on-chain or off-chain. Examples are Encrypting On-Chain Data,
Tokenization, Off-Chain Data Storage, and State Channel.

¢ Security Patterns: patterns that enhance the protection of blockchain-based appli-
cations. Examples include Multiple Authorization, Off-Chain Secret Enabled Dynamic

Authorization, and X-Confirmation.

 Structural Patterns of Contract: patterns that define dependencies and behav-
iors between smart contracts, such as Contract Registry, Data Contract, Embedded
Permission, Factory Contract, and Incentive Execution.

While this catalog provides a strong foundation, it does not fully capture the breadth pf
blockchain design patterns options available today. To address this gap, We extended
this set with variants of patterns reported in more recent studies (Rajasekar et al., 2020;
Henry and Tucci-Piergiovanni, 2024) and industrial practice. For example, patterns
such as Centralized Oracle or privacy-preserving mechanisms based on Zero-Knowledge

Proofs have gained practical relevance but were not covered in earlier catalogs.

A representative subset of these patterns is shown in Table 7.2, while the complete list
and detailed descriptions can be found in (Xu et al., 2018). This extended collection
forms the basis for the BC-TEAEM ontology, ensuring that our knowledge base reflects
both established research and current industrial practice.

7.3.2 Selection of Soft Goals

In requirements engineering, a distinction is often made between hard goals and soft

goals. Hard goals represent functional requirements that a system must satisfy in clear
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and verifiable manner (e.g., “record every shipment in the blockchain”). Soft goals, by
contrast, represent non-functional requirements or qualitative properties that influence
a system’s quality and trustworthiness but cannot be fulfilled in binary way (Hu et al.,
2015). Statements such as “the system should be secure” or “transactions should be fast”
guide design decisions even though their satisfaction is inherently gradual rather than

absolute.

Soft goals function as quality criteria that systems and their components are expected to
meet. They are subjective (context-dependent), relative (improving one may degrade
another), diverse (systems emphasize different qualities), and interdependent (trade-offs
are common). These characteristics make soft goals essential yet challenging to model,
particularly in blockchain-based applications where design tensions are pervasive (Hu
et al., 2015).

We provide a contextualized definition of soft goals tailored to blockchain applications,
and more concretely to our running example of drug traceability in the pharmaceu-
tical supply chain. The soft goals considered in our framework draw on established
requirements engineering approaches such as the NFR Framework, the ISO/IEC 25010
quality model, as well as blockchain-specific literature (Kambilo et al., 2023). From these
sources, we selected soft goals that are both frequently cited in research and commonly

encountered in practice when designing blockchain systems:

* Cost: referring to both transaction fees and infrastructure expenses, including
deployment and ongoing maintenance. Cost is a critical determinant of adoption
in enterprise contexts.

¢ Integrity: ensuring data consistency, immutability, and verifiability across the
distributed ledger. Integrity is at the heart of blockchain’s value proposition.

¢ Performance: the ability to process transactions efficiently at scale. Performance in-
cludes transaction throughput, latency, and the system’s ability to handle network
congestion.

¢ Interoperability: the capacity of the blockchain system to interact seamlessly with
external systems such as IoT devices, traditional databases, or other blockchains.
This is especially relevant in supply chain ecosystems that involve multiple het-
erogeneous actors.

* Privacy: the ability to restrict access to sensitive data while allowing transparency
where appropriate. Privacy mechanisms must balance confidentiality with regula-
tory requirements for traceability.

¢ Security: encompassing protection against a broad spectrum of threats, including
cyberattacks, cryptographic vulnerabilities, and unauthorized access. Security
ensures trust in the reliability of the blockchain network.
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¢ Transparency: providing visibility and auditability of transactions for all autho-
rized stakeholders. Transparency is a cornerstone of trust in inter-organizational

processes.

Taken together, these soft goals represent the dimensions of trust that guide the selection
and evaluation of blockchain patterns in our framework. They serve as the criteria
against which different design alternatives can be compared and balanced, ensuring

that final configurations align with both technical feasibility and business priorities.

7.3.3 Modeling the Relationships between Soft goals and Patterns

Several approaches could have been considered, such as taxonomies, knowledge graphs,
or ontologies to model this relationship. We choose to build an ontology for two main
reasons: First, an ontology allows us to explicitly represent not only concepts (patterns
and soft goals) but also the relationships between them (positive, negative, or neutral
influence). Second, ontologies can be queried and reasoned upon by software agents,

making them more powerful than a simple taxonomy.

To capture the relationship between blockchain patterns and soft goals, we conducted
an engineering analysis grounded in the foundational works of (Xu et al., 2018; Xu et al.,
2025). Their studies provide valuable contextual insights and taxonomic classifications,

but they do not include formal representation suitable for automated reasoning.

The key challenge lies in representing how a given pattern influences one or more
soft goals, and in doing so, capturing both its benefits and potential drawbacks. To
achieve this, we adopted a scoring process based on a five-point ordinal scale (Table 7.1).
Each pattern—soft goal relationship is assigned a score reflecting whether the influence
is strongly positive, moderately positive, neutral, moderately negative, or strongly
negative. This allows us to quantify otherwise qualitative insights in a manner suitable

for systematic comparison and decision support.

The scoring process follows a structured sequence:

1. Review literature descriptions (e.g., Xu et al., 2018; Xu et al., 2025) of each pattern’s

motivating forces and consequences.
2. Identify both direct and indirect effects on each selected soft goal.
3. Assign influence scores according to the criteria in Table 7.1.

4. Where the evidence is ambiguous, validate the assessment through expert consul-

tation or workshop discussions.
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Symbol Influence Type Definition

++ Strong Positive The pattern significantly improves the
soft goal under typical usage scenarios.

+ Moderate Positive ~ The pattern improves the soft goal, but
the gains are limited or highly context-
dependent.

0 Neutral / None The pattern has negligible or no mea-

surable impact on the soft goal.

- Moderate Negative The pattern somewhat hinders the soft
goal, with limited severity.

- Strong Negative The pattern significantly worsens the
soft goal.

TABLE 7.1: Scoring Process: Influence of Patterns on Soft Goals

To ensure clarity and reproducibility, each influence category is grounded in explicit

semantic rules:

¢ Improves: A pattern positively contributes to achieving a soft goal by enhancing
its properties or facilitating its implementation. (For i.e: The Oracle Pattern
improves Interoperability by allowing blockchain systems to communicate with
external systems).

* Worsens: A pattern negatively impacts a soft goal, making it harder to achieve or
introducing trade-offs.

* Neutral: A pattern has no significant impact on a soft goal, meaning it neither

improves nor worsens it.

These soft goal are encoded by using the scoring scheme defined in Table 7.2, enabling
systematic comparison across patterns. The outcome of this procedure is a structured

knowledge base describing how each blockchain pattern influences each soft goal.

Unlike descriptive catalogs, this representation is engineered for computational reason-
ing: it can be directly integrated with multi-criteria decision-making techniques—particularly

TOPSIS—to quantify trade-offs and guide architectural choices.

Table 7.2 summarizes the encoded relationships between selected patterns and soft
goals. For example, Oracle patterns strongly improve interoperability but moderately
worsen security due to external data dependencies. In contrast, Encrypting On-Chain
Data strongly improves privacy but moderately worsens performance. Notably, some
patterns (e.g., Factory Contract) have largely neutral effects on most soft goals, suggest-
ing they may be selected with minimal trade-offs. These observations highlight both
expected and counter-intuitive relationships; e.g., Off-Chain Data Storage improves

performance but can weaken integrity, a trade-off often overlooked in practice. Such
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Patterns Soft Goals

Cost Interop. Privacy Security Integrity Trans. Perf.
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Off-chain Data Storage
State channel
Multiple
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Data Contract
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Factory Contract
Incentive Execution
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TABLE 7.2: Relationships Between Patterns and soft goals

Legend: I = Strong and Moderately Improves; W = Strong and Moderately Worsens; N = Neutral.
The abbreviations: Interop. (Interoperability), Trans. (Transparency), Perf. (Performance).

insights motivate the need for systematic reasoning in pattern selection.

7.3.4 Modeling Trade-offs Between Patterns and Soft Goals

Patterns may be mutually supportive or conflicting, making it essential to capture both
inter-pattern and inter—soft goal relationships. Building on (Six, Herbaut, and Salinesi,

2022a), we extend existing relationship types with:

* Benefits from: one pattern may reinforce or complement another. For example,
the Decentralized Oracle pattern can benefit the Off-Chain Data Storage pattern
by providing a secure and reliable way to fetch external data, thereby enhancing
the system’s interoperability and performance.

¢ Conflicts with: certain patterns may constrain the use of others. Their combi-
nation can lead to contradictory systems or design inconsistencies. This type
of relationship is useful for identifying potential design trade-offs, which are
important in pattern recommendation. For example, Encrypting On-Chain Data

improves privacy, while Reverse Oracle reduces it by exposing data externally.
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7.3.5 MCDM Selection

To support trade-off resolution and pattern ranking, we opt for the Technique for
Order of Preference by Similarity to Ideal Solution (TOPSIS) (Papathanasiou et al., 2018)
as the Multi-Criteria Decision-Making method due to its simplicity, robustness, and
relevance in goal-oriented trade-off analysis. TOPSIS is a well-established multi-criteria
decision-making (MCDM) method designed to rank alternatives that exhibit attributes
of different scales and types (Six, Herbaut, and Salinesi, 2022a).

From a decision matrix and a set of weights representing user preferences, TOPSIS
computes for each alternative a score ranging between 0 and 1. This score reflects the
relative closeness of the alternative to the ideal solution, which is composed of the best
possible values for each criterion. Conversely, the algorithm also considers the negative
ideal solution, which aggregates the least desirable values. The outcome is a ranking of
alternatives based on their distance from these two poles.

Step 1: Construction of the Decision Matrix: The decision process begins with the

formulation of the decision matrix:

X11 X122 ... X1in
X221 X22 ... Xopn

D= |~ _ _ (7.1)
xml xmz oo an

Where:
¢ m denotes the number of alternatives (blockchain patterns);
* n denotes the number of criteria (soft goals);

* x;j represents the performance of alternative i with respect to softgoal j.

Step 2: Normalization and Weight Application: Since the criteria may be expressed
on different scales, the matrix is normalized and weighted according to user preferences:

xi]'

i=1%jj

Uij:w]'XTij:w]'X

Here, w; corresponds to the weight assigned to soft goal j, reflecting the user’s subjective

prioritization and perception of trust in how patterns influence soft goals.
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Step 3: Determination of Ideal and Negative-Ideal Solutions: For each soft goal, the

algorithm identifies the best and worst performances across alternatives:

U;‘ = max(vij), Z)]._ = min(vl-]-) (7.3)

The distance of each alternative from these two reference points is then calculated

as:

n 2 n

si= X (o—or),  sT=% (vij—v].—>2 (7.4)

j:l j:l

Step 4: Calculation of the Relative Closeness: Finally, the relative closeness of each
alternative to the ideal solution is computed as:
S

Cr = L 7.5
: ST +S; 7.5

A higher C7 indicates that the corresponding pattern better satisfies the weighted set of
soft goals.

Interpretation: The resulting scores provide a ranking of blockchain patterns aligned
with user-defined priorities. For instance, if scalability and security are weighted more
heavily, the algorithm may recommend combining Off-Chain Data Storage with On-Chain
Encryption, while making explicit potential trade-offs such as reduced performance. In
this way, TOPSIS operationalizes the trade-off analysis between soft goals and provides
architects with a systematic decision-support tool for selecting blockchain patterns.

Unlike qualitative ranking methods, TOPSIS quantitatively evaluates each pattern by
calculating its geometric distance from both an ideal and an anti-ideal solution, based
on user-defined soft goal weights. This makes it particularly suitable for scenarios

involving conflicting non-functional requirements.

TOPSIS is especially adapted in our context for the following reasons: (a) It supports
dynamic user input and real-time re-ranking of patterns as stakeholder preferences
evolve. (b) It aligns with the concept of soft goal trade-offs by capturing closeness to an
ideal solution. (c) It also produces a continuous score that facilitates the ranking and

visualization of multiple pattern alternatives.
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7.4 Artifact Conception:
Design of the Knowledge Base

BC-TEAEM consists of two interrelated artifacts: (1) a domain-specific ontology model-
ing the relationships between blockchain patterns and soft goals, and (2) an interactive
tool that operationalizes this ontology for pattern recommendation.

7.4.1 Conceptual Ontology

The ontology is designed using OntoUML (G. Guizzardi et al., 2015), a well-founded
language grounded in the Unified Foundational Ontology (UFO). ontoUML provides
ontological distinctions such as kinds, roles, relators, and events, enabling precise

modeling of domain concepts and their interdependencies.

We extend the blockchain pattern ontology of (Six, Correa-Restrepo, et al., 2022), which
models structural relationships (e.g., requires, variant of, related to), by incorporating
soft goals and explicit influence relations. This extension allows the ontology to support
reasoning about trust-related qualities and architectural trade-offs.

We extend it by:

* Adding impact relationships between patterns (or their variants) and soft goals,

with direction and magnitude encoded using the scoring criteria.

¢ Introducing inter-pattern relationships: “Conflict With” and “Benefits From”.

We select OntoUML because it provides a rigorous ontological foundation grounded
in the Unified Foundational Ontology (UFO) standard, enabling precise modelling of
categories, roles, and relational structures. This capability is essential for representing
patterns, soft goals, and their interdependencies in a semantically coherent manner.
In contrast, other ontology engineering method such as NeOn (Suérez-Figueroa et
al., 2011), while valuable for supporting Collaborative development and the reuse of
ontology networks, adopt a more process-oriented focus. For the purposes of this
research, OntoUML'’s capacity to capture the semantics and constraints of trust-related

concepts makes it a more suitable choice.

We applied OntoUML to formalize:

* Patterns: a kind representing blockchain design patterns from the literature.

¢ Variants: subtypes of patterns capturing design alternatives (e.g., centralized vs.
decentralized oracle).

* Soft goal: qualities such as Privacy, Transparency, Performance, Security, or Inter-

operability.
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o Impact (Relator): mediates the relationship between a pattern (or variant) and a

soft goal, annotated with an influence polarity (improves, worsens, neutral) and

quantified intensity.

¢ Trade-off Relations: inter-pattern links (Benefits_From, Conflicts_With) and inter—
soft goal dependencies (enhances, reduces).

This ontological grounding ensures that the resulting model is not only structurally
consistent but also semantically rigorous, supporting later reasoning and decision-
making tasks such as pattern recommendation. The different class of our ontology is
explained in the next sub-section.

7.4.2
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FIGURE 7.1: This figure illustrates the ontology of the relationship between
the blockchain patterns and the soft goals.

To answer to our RQ_BCj, the first outcome is the creation of TEAEM ontology, which
formalizes the relationships between soft goals (business goals) and patterns, while
also addressing the trade-offs among patterns (Top-Down Alignment). As shown in
Figure 7.2, the driving idea behind the ontology is:

¢ The base structure (highlighted in pink) is derived from the ontology proposed
by Six et al. (Six, Correa-Restrepo, et al., 2022). It includes foundational concepts
such as Pattern, variant, and their general relationships.

¢ Our Contribution extends this foundation through additional components (blue

and green) that model trade-offs between patterns and integrate soft goals and
their influence. At core of the ontology is the Impact Relator, which links pattern
variants to soft goals, and their types of influence.
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To illustrate the different classes of our ontology and how this ontology supports

decision-making, we refer to our running example introduced in sub-section 7.2.

Patterns Class: represents blockchain patterns (Table 7.2), organized into two categories:

* Functional patterns: Core capabilities (for example, Oracle patterns for external
data).
* Non-functional patterns: Quality attributes (for example, Multiple Authorization

for security).

A scenario in which architects employ the Oracle pattern to integrate off-chain data
illustrates how variant selection can be guided by the ontology. Two variants are

typically considered:

* Centralized oracle: Improves performance and reduces cost, but reduces security
due to a single point of failure.
* Decentralized oracle: Improves security but worsens performance due to addi-

tional validation steps.

The ontology can detect such conflicts automatically. By using inference, it is possible to
identify conflicts directly between variants of patterns based on their opposing effects
on soft goals, thus generating new knowledge about pattern conflicts.

V(Oracle) € P, (v1,v;) € V, security € S :
Improves(vy, security) A Worsens(v,, security) A
hasVariant(Oracle, v1) A hasVariant(Oracle, v;)

= conflict(vq, v, 5)

This rule captures a scenario where two variants of one pattern Oracle, v; and vy, exert
opposing influences on a given soft goal s. Variants v; improves s, while v, worsens it.
If the condition holds, a conflict exists between variants of patterns v; and v, regarding
the soft goal s.

Soft Goals Class: represents qualitative attributes such as performance and security.
Each Variant of pattern is connected to Soft goals through the Impact Relator. These

links are interpreted in light of user preferences.

A situation in which an enterprise assigns higher priority to Security than to Performance.
A decentralized oracle improves security while simultaneously worsens performance.
According to the ontology’s reasoning process, the trade-offs introduced by a decentral-
ized oracle variant are considered acceptable. This implies that the benefits of enhanced
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security outweigh the drawbacks of reduced performance. Therefore, this variant is

recommended.

YoeV,s1,s0 €S
(Improves(v, s1) V Improves(v, sy))V

(Improves(v, s1) A Worsens(v,sy) A Pref(sq,s2)) = Recommended (v)

This demonstrates how the ontology enables preference-aware trade-off analysis in

pattern selection.

For Reasoning on Pattern Interactions, in addition to pattern-soft goal relationships, the
ontology models inter-pattern relationships. Some patterns have synergistic impacts;
others are conflicting. For example, Encrypting On-chain Data improves privacy but
degrades performance, and Off-chain Data storage improves performance but may
weaken data transparency. Their combined selection creates a conflict effect, which the
ontology can detect automatically. The reasoning process helps blockchain architects
spot potential conflicts early to prevent unexpected issues in the final design of the

system.

The outcome of the reasoning process is a set of recommended solutions. These are
captured in the Solutions class, which encapsulates the concrete implementation of pat-
terns and their variants. All impacts are aggregated and structured within the Softgoal
Map class, instantiated in the ontology, and linked to higher-level goals represented by
the Hardgoals class.

7.4.3 Ontology Implementation

After constructing the ontology conceptually, the next step was its technical implemen-
tation. We use Protégé, an open-source platform that supports the development of
domain models and knowledge-based applications. The implementation serves two
main purposes: first, to make the ontology computable by encoding it in the formal
OWL 2 representation language; and second, to prepare it for reasoning tasks, including

consistency checking, querying, and automated classification.

Translation from OntoUML to OWL: OntoUML provides the conceptual foundations,
but implementation requires translating its constructs into OWL. Following the guide-
lines of (G. Guizzardi et al., 2015), we map Kinds and Sub-Kinds of patterns to OWL
classes (such as Pattern, Oracle, or Encrypting On-Chain), and we represent soft goals
as OWL classes corresponding to trust-related qualities such as (Security, Transparency,
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Influence Softgoal Pattern

Security Reverse_QOracle

A A

hasTarget hasSource
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Influence_Reverse_Oracle_Security

FIGURE 7.2: This figure illustrates the view implementation of ontology in
Protégé

or Privacy). Contribution Relators are translated into object properties linking patterns
and soft goals, with annotations capturing the polarity (positive/negative/neutral) and
intensity. Dependencies among soft goals are also modeled as object properties with

restrictions (e.g., reduces, enhances).

Implementation in Protégé: The ontology was encoded using OWL 2.0 using Protégé
5.6, which provides a mature environment for editing ontologies and performing

reasoning tasks. The implementation involved several steps:

* Model the taxonomy of blockchain patterns: classes were created for Pattern and
its variants (Oracle, Centralized Oracle).

* Define Soft goals as classes representing qualities and dispositions, such as
Performance, Transparency, and Security.

¢ Create object properties: Such as Benefits from, Improves, Worsens to represent
influence relations between patterns and soft goals. Contribution polarity and
intensity were added through annotation properties.

* Reasoning: The ontology was checked with reasoners (HermiT and Pellet) to
ensure logical consistency. Automated classification verified that pattern sub-
kinds were correctly inferred under their parent kinds, and that dependency

relations among soft goals respected transitivity and disjointness constraints.

Implementing the ontology in Protégé adds machine-interpretable semantics to the
conceptual model. It allows Programmatically exploitable, enabling integration with
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the BC-TEAEM framework. This allows us to query the ontology using SPARQL, for
example, “all patterns that negatively affect Performance but positively contribute to
Security.” It helps also for supporting expert reviews and ontology engineering best
practice.

7.4.4 Ontology Validation

The Ontology Validation ensures that the model is internally sound, relevant to the
domain, and capable of supporting meaningful reasoning tasks. Validation is conducted
along three axes: (i) ontology validity, assessing internal correctness and conformance to
OntoUML /UFO; (ii) ontology relevance, verifying that the model captures the required
concepts for blockchain pattern analysis; and (iii) results and analysis, demonstrating

that the ontology supports useful reasoning over instantiated data.

Ontology Validity: We ensure the ontology validity via a three-fold process:
e careful alignment with OntoUML /UFO constraints,
¢ systematic conceptual review of class hierarchies and mediated relations,
¢ automated consistency checking using OWL reasoners (HermiT and Pellet).

This guarantees the correct use of core constructs—including kinds, sub-kinds, relators,
mediation constraints, disjointness, and generalization rules.

Ontology Relevancy: Relevance was assessed using a set of competency questions
(CQs) designed to test whether the ontology supports trust-aware pattern selection
tasks. Examples include:

¢ CQq: Which patterns improve Security?

* CQy: Which patterns introduce performance penalties?

¢ CQs3: Which pattern combinations generate conflicts?

* CQy4: How do variations in privacy preferences affect recommended patterns?

These questions were evaluated by SPARQL queries. For example:

LISTING 7.1: Retrieving patterns that improve Security

PREFIX teaemontology:
<http://www.semanticweb.org/eddy/teaemontology #>

SELECT DISTINCT “pattern
WHERE {
?rel a teaemontology:Influence ;

teaemontology:hasSource 7pattern ;
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teaemontology:hasTarget teaemontology:Security ;

teaemontology:hasInfluenceType teaemontology:Improves

?pattern a teaemontology:Pattern

X
ORDER BY 7pattern

Results and Analysis: To evaluate practical usefulness, the ontology was instantiated
with representative patterns (Centralized Oracle, Decentralized Oracle, Push-Based
Oracle) and soft goals (Performance, Privacy, Transparency, Security). Each Impact
instance recorded.

¢ polarity (improves / worsens / neutral), and

¢ scalar intensity values in the [-2, +2] Likert-like scale used by the scoring model.
These instances support the BC-TEAEM evaluation matrix that is later processed by the
TOPSIS module. Reasoning tests confirmed that:

* conflicts between oracle variants were correctly inferred,

* soft-goal dependencies were propagated appropriately,

¢ contribution structures aligned with expert expectations.

This validates the ontology’s ability to support explainable and trustworthy recommen-

dations.

7.5 Artifact Development:
BC-TEAEM Recommendation Engine

7.5.1 Architectural Overview

The BC-TEAEM Recommendation Engine is structured as a layered architecture that
transforms user preferences into well-justified blockchain pattern recommendations.
Building on the knowledge base, it delivers an operational decision-support mecha-
nism that guides stakeholders through a structured reasoning process accounting for

preferences, dependencies, and trade-offs to operationalize trust.

At the high level, the architecture is composed of five interacting components

o User Preference Input Layer: Users specify the soft goals most relevant to their

context (e.g., prioritizing Security over Performance).

* Soft Goal Influence Propagation Engine: User preferences are automatically ad-

justed according to inter-soft-goal dependencies encoded in the ontology. For
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FIGURE 7.3: Overview of TEAEM Recommendation Engine

instance, increasing Transparency may reduce Performance, while reinforcing

Security may indirectly enhance Scalability.

* Evaluation Matrix Constructor: This module retrieves pattern—soft goal relations
from the ontology and builds a matrix where patterns are rows and soft goals are
columns. Qualitative effects (Improves / Worsens / Neutral) are converted into
numerical scores and weighted by adjusted preferences, forming the input for
decision analysis.

* Decision-Making Module: Using TOPSIS, the system normalizes the evaluation
matrix, identifies ideal best and ideal worst solutions, and ranks patterns accord-
ingly. For example, a pattern that improves high-priority goals and only slightly
worsens low-priority ones will emerge near the ideal solution.

* Visualization and Feedback Layer: Results are presented through interpretable
visualizations, such as ranked lists, color-coded impacts, and conflict indicators.
If two recommended patterns are mutually exclusive, the interface explicitly

highlights this contradiction to guide informed choices.

Taken together, these five components provide a coherent architecture that bridges the
conceptual ontology of patterns and soft goals with the practical need for decision-
support. The following section details the decision support model (methodology) that

governs each com
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7.5.2 Operational Workflow: Decision Support Model

This subsection presents the decision process embedded in the BC-TEAEM tools to
identify the most appropriate blockchain patterns according to user-defined soft goals in
order to increase (improve) trust. Figure 7.4 provides an overview of the process. First
the practitioner specify the input requirements in form of soft goals preferences 7.5.2.
The recommendation engine also relies on knowledge base (ontology) that encodes
blockchain design patterns with their relationships with soft goals. Based on these two
inputs, the decision process ?? applies the TOPSIS multi-criteria algorithm to compute
a ranking of patterns. The resulting recommendation highlights the patterns that best
align with the practitioner’s priorities while making explicit the trade-offs among
conflicting soft goals.
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FIGURE 7.4: This figure illustrates the workflow of the applications by
considering users’ roles and tools features.

Capturing Softgoals Preferences:

The recommendation process begins with the collection and structuring of input data.
They key inputs are the soft goals (performance, security, scalability, or cost) and
their relative priorities as provided by the stakeholders. These express the high-level
expectations that shall all subsequent evaluations.

We distinguish two types of users:

* Domain Experts (DE): define soft goals, priorities, and trade-offs.
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e Technical Experts (TE): refine, validate, and implement feasible pattern-based solu-

tions based on DE input.

The interaction between Domain Experts and Technical Experts forms the foundation
of the decision process. DE provides the strategic vision that the enterprise want
to achieve, while TE ensure that this vision remains technically achievable. In the
prototype, these inputs are captured through the Explorer Module, which enables users

to inspect patterns, their relationships to soft goals, and assign priorities.

* Improves: means that the domain expert is interested in patterns that positively
contribute to a specific soft goal. (weights=+2 (for strongly agree) and +1 (for
agree))

* Best effort: Attempt to improve a soft goal; if not feasible, consider alternatives
(weight adjusted automatically from +2 or +1to 0, —1, or —2.)

This step is the most important because soft goals often compete with one another. For
example, transparency may be a dominant concern, but stakeholders may still wish to
balance it against cost efficiency. By capturing user preferences, the system ensures that
recommendations remain tailored to the decision-maker’s context rather than relying

on generic or predefined assumptions.

Influence Propagation:

Soft goals often compete, and their prioritization must reflect the decision context rather
than generic assumptions. As discussed in the previous chapter, the relationships
between soft goals and patterns are essential because they determine pattern suitability;
some patterns are complementary, while others are incompatible. The softgoal influence
propagation engine applies the dependency rules encoded in the ontology to adjust initial
weights, increasing or decreasing the importance of related soft goals according to

positive, neutral, or negative influences.

This module generates a visual soft goal Map (SMp) that illustrates how patterns align
with prioritized soft goals. Based on this map, the engine supports three recommenda-

tion cases:

¢ Single Match: One single solution in the SMp, the tool recommends it.

* Multiple Matches: If multiple patterns are identified, the TE refines the recommen-
dation using domain knowledge.

* Conflicting Goals: If trade-offs exist (example, security vs performance), the DE is

consulted to prioritize soft goals, and the recommendation is adjusted accordingly.
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7.5.3 Resolving Trade-offs and Refining Solutions

To address trade-offs among competing soft goals, our approach relies on an iterative
refinement. When the relative importance of soft goals (e.g., performance vs security)
can not be determined by the TE, the DE IS consulted to provide guidance (prioritization
of soft goals). The tool then recalculates the soft goal satisfaction map and updates the
recommended configuration. This stage typically involves DE adjusting priorities or
requirements and TE assessing feasibility.

Generating Recommendations and Explanations:If no conflicts are detected, the sys-
tem validates the configuration by constructing an evaluation matrix from the ontology,
translating qualitative pattern impacts into quantitative values, and weighting them
using propagated preferences. The initial configuration contains only the functional

patterns required for the core application logic.

Technical experts may then add non-functional patterns to strengthen alignment with
prioritized soft goals. These patterns are presented as visual cards summarizing their
contributions. The engine checks whether additions improve the configuration and
iterates until a satisfactory solution is reached. Patterns are then evaluated and ranked
using the TOPSIS algorithm, which computes scores based on their contribution to
selected goals.

Once a satisfactory configuration is obtained, the tool may suggest complementary
patterns to make solution more trustworthiness. The final output includes ranked rec-
ommendations, visual explanations, and graphical trade-off representations. n parallel,
the system produces logs that document the reasoning steps, ensuring traceability for

audits or future refinements.

7.5.4 Implementation of BC-TEAEM

BC-TEAEM is implemented as a prototype integrating the ontology of patterns and
soft goals, a decision-making module combining weight propagation and TOPSIS,
and an interactive interface. The system serves both as a proof-of-concept and as
an environment for exploring how preferences, dependencies, and trade-offs shape
pattern recommendations. Its implementation relies on three components: ontology

management, decision analysis computation, and user interaction.

Ontology Management

The ontology developed in the previous chapter forms the backbone of the system.
Authored in Protégé and exported in OWL, it is queried programmatically through
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Python. It provides:
* pattern-soft goal relations (improves, worsens, neutral),
* inter-pattern and inter—soft goal dependencies used for propagation,

¢ extensibility for adding new concepts without altering algorithms.

Decision Analysis Computation

The computation layer, implemented in Python 3.13, comprises:
¢ Influence Propagation Module: interprets ontology-based dependencies and
adjusts user weights accordingly,
¢ TOPSIS Module: applies normalization, ideal-solution computation, and close-

ness ranking to generate pattern recommendations.

This modular architecture maintains separation of concerns and supports future exten-

sion.

User Interaction and Visualization

The interface, built with Streamlit, enables preference elicitation, real-time propagation
teedback, and recommendation generation. Visual outputs include:

* preference settings converted into weights,

¢ soft goal maps reflecting propagated influences,

¢ ranked pattern recommendations,

¢ tables, Graphviz graphs, and narrative explanations.

These visualizations ensure transparency and avoid a “black-box” effect.

Extensibility and Reusability

The prototype is modular and can incorporate new domains, soft goals, or patterns. An
online demo is available!, and the source code is accessible on GitHub?.

In sum, BC-TEAEM demonstrates the effective combination of ontological reasoning,
weight propagation, and multi-criteria decision analysis in a user-oriented system. The

next section presents its operation through a concrete use case.

lht’rps: / /demo.ontoteaem.fr/
2ht’cps: //github.com/CRI-Collab/ontoTEAEMS


https://demo.ontoteaem.fr/
https://github.com/CRI-Collab/ontoTEAEMS
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7.6 Running Example

To demonstrate the operational value of the BC-TEAEM tool, we present an illustrative
use case scoped in the domain of Supply Chain Management Systems (SCMS). This do-
main is particularly suitable because supply chains are inherently inter-organizational,
involving manufacturers, logistics providers, retailers, and regulators. In such settings,
Trust is an important and recurring challenge. Stakeholders must exchange informa-
tion and coordinate operations without necessarily having complete visibility into
each other’s processes or full confidence in their integrity. Blockchain technology has
emerged as a promising solution to enhance trustworthiness, but its adoption requires

careful selection of design patterns to balance competing objectives.

7.6.1 Scenario Context - AVIA Logistics

A large logistics enterprise is tasked with managing the transportation of goods across
multiple countries. The company is considering a blockchain-based solution to improve
coordination with partners while ensuring regulatory compliance. Based on an internal

stakeholder workshop, three soft goals were prioritized:

¢ Performance Improvement: ensuring that throughput and latency remain accept-
able despite the high transaction volume in logistics operations.

¢ Security Enhancement: safeguarding the integrity and confidentiality of shipment
data shared across the network.

* Cost Reduction: minimizing operational and infrastructure costs associated with

blockchain adoption.

The stakeholders acknowledge that these goals may conflict: security mechanisms
such as advanced encryption may increase costs, while performance optimization may

sometimes compromise security guarantees.

7.6.2 Capturing Soft goals Preferences

During the initial phase, as specified in Figure 7.5 stakeholders indicate that Perfor-
mance, Security and Cost Reduction in their priority (button improves) These prefer-
ences reflect the consortium’s emphasis on building consumer trust through visibility
while safeguarding sensitive information.

The interface captures these preferences through buttons, and the system normalizes

the values to prepare them for analysis.
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FIGURE 7.5: Capturing Soft goals Preferences on BC-TEAEM

7.6.3 Influence Propagation

The propagation engine adjusts the weights according to the interdependencies modeled
in the ontology. For example, the ontology encodes a negative influence from enhanced
security to cost, meaning that strengthening security typically increases expenses. As
a result, the effective priority of cost reduction is slightly lowered. Conversely, the
positive influence between performance and cost efficiency amplifies the importance of
performance, since better throughput can reduce operational overhead.

In our specific use case, one of the recommended patterns is s Off-Chain Data Stor-
age, together with its variant Off-Chain Data Storage Cryptograhic Proof. The tool also
identifies other candidate patterns, but some of them conflict with the prioritized soft
goals. For example: the Centralized Oracle, which improves performance and cost (2/3)
but worsens security, and the Decentralized Oracle, which enhances security(1/3) but
negatively impact both cost and performance. Such situations illustrate that is often
impossible for business users to simultaneously satisfy all predefined soft goals. The
recommendation engine therefore notices that to Business users and encourages them
to prioritize among the soft goals, allowing the system to adapt its recommendations
accordingly. Concretely, it is not feasible to select a single or set of pattern that simulta-
neously improves security, performance, and cost. Instead, the decision-making process
requires stakeholders to establish a hierarchy of priorities so that the engine can identify

the most suitable compromise in line with their strategic goals.

The Business Users are informed whenever conflicting recommendations arise, and they
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You Need to Take Decision for These Patterns

Unsure about your decision?
Click on the Domain Expert Decision button
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cost G — e
\ Core Responsibilities Performance D - G -
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» Escalate conflicts Interoperability @ Improved @ Improved
to Business Expert -
b e Privacy @ Harmed @ Improved
(Bottom-up Transparency Neutral @ Harmed
traceability)

FIGURE 7.6: Generated Soft goals Maps on BC-TEAEM

must decide which soft goal to prioritize. To support this process, BC-TEAEM proposes
a Conflict Resolution Panel, where alternative resolutions are presented through radio-
button options. This interactive panel enables the stakeholders to explicitly select and
validate their preferred compromise. Once a choice is made, the system incorporates
it into the configuration, ensuring that the final reflects the prioritized soft goal and
generates an adapted soft goal profile that guides the subsequent recommendation.

During this process, the first evaluation matrix is constructed in the background. This
matrix serves as the analytic backbone of the recommendation engine. Each row of the
matrix corresponds to a blockchain design patterns (or one of its variants), and each
column corresponds to a soft goal. The entries are filled with the quantified impacts of
patterns on soft goals, which are derived directly from the ontology and weighted by
the user’s propagated preferences. This evaluation matrix will be updated in the next

phases.
+1 0 -1
M= |+1 +1 -1
-1 -1 +1

For illustration, by considering the current example, where the three proposed patterns
on the Soft goal Map (Off-Chain Storage, Centralized Oracle, and Decentralized Oracle)
evaluated against three soft goals (Cost Reduction, Performance Improvement, and
Security Enhancement). After translating qualitative impacts (improves, worsens,

neutral) into numerical values (+1, -1, 0) and applying stakeholder preferences as
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Conflict Resolution Panel

Business User Decision Required

Technical experts encounter difficulties validating the configuration due to softgoal conflicts. As a Business User, your role is to prioritize between
competing softgoals.

@ . LL Priority Decision Required
il Business Expert

Role Please determine which softgoal sheuld take precedence:

@ Strategic Priorities
Cost Perfermance

s Define softgoals
and assign priority
weights

= Validate initial
architecture Select your preferred softgoal:

direction
Cost Performance Security
* Make final calls on

conflicting
priorities (Top-

down governance)

FIGURE 7.7: Conflict Resolution and Trade-offs Analysis

weights.

Once conflicts are resolved and stakeholder priorities are clearly defined, the BC-TEAEM
proceeds to re-generate Softgoal Map. This map represents the set of blockchain patterns
that best align with the prioritized input soft goals and makes explicit how each pattern
contributes to the different soft goal.

Softgoal Map: In the illustrative use case, the business users assign the higher priori-
ties to performance. Based on this preference, the recommendation engine queries the
knowledge base and construct the configuration that highlights three main patterns: the
Centralized Oracle, which facilitates communication with external systems; the Decentral-
ized Oracle; and the Off-Chain Data Storage with Cryptographic Proof. These patterns are
proposed because they collectively address the prioritized performance goals, while
still providing varying degrees of support or compromise for the other soft goals.

Visualization Encoding: To facilitate interpretation, the engine employs a visual encod-
ing scheme that translates the ontology’s numerical representation of patter-soft goal
impacts into intuitive graphical indicators.

* A full green bar represents a strong positive contribution (+2 as encoded in the
ontology),

* a semi-filled green bar indicates moderate positive influence (+1),

* a red bar denotes a negative influence (-1 or -2), and

* a gray bar reflects a neutral impact (0).
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v Match Patterns
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FIGURE 7.8: Final Soft goal Map proposed by the BC-TEAEM

This graphical representation allows stakeholders to quickly grasp how each pattern
aligns with their prioritized objectives. Once the visualization is reviewed, the technical
users can proceed to validate the first configuration, confirming that the proposed set of

patterns is both technically feasible and consistent with the business priorities.

After reviewing the generated Soft goal Map and its visual representation, the process
transitions to the technical users. Their role is to validate the proposed configuration by
assessing its technical feasibility and aligning them with system constraints. Validation
at this stage ensures that the recommended patterns are not only aligned with business
priorities but are also practically implementable.

Integration of Non-Functional Patterns: After the validation of the initial configuration,
the BC-TEAEM proceeds to a complementary step in which non-functional patterns
are proposed. These patterns are displayed as interactive cards, each accompanied by a
score computed through the TOPSIS Algorithm. The score reflects the extent to which
the non-functional pattern can potentially improve the satisfaction of the prioritized
soft goals and, the overall trust score of the system.

The rationale of this step is that, while the initial configuration provides a baseline
alignment with business users priorities, additional non-functional patterns can rein-
force system-level qualities such as scalability, privacy, or auditability. These qualities
may not have been explicitly requested at the outset but can significantly enhance the
robustness and credibility of the final solution.
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FIGURE 7.9: Adding Non-Functional Patterns

At this stage, the technical users are empowered to review the set of suggested non-
functional patterns and decide whether to include or exclude them from the configura-
tion. This flexibility allows technical experts to tailor the recommendation to practical
implementation constraints, organizational policies, or regulatory requirements.

Once the selection is finalized, BC-TEAEM produces the final validated configuration,
which integrates both the functional and non-functional patterns chosen. This configu-
ration represents the outcome of the iterative decision-making process, incorporating
stakeholder preferences, conflict resolution decisions, and technical validations. This
configuration can then be exported for documentation, implementation planning, or
further evaluation in the system design process.

The export mechanism serves several purposes:

* Documentation: The final configuration is exported in a structured format (JSON
Format), ensuring that the decision-making process and its outcomes are recorded.

¢ Traceability: Alongside the selected patterns, the exported configuration includes
the associated softgoal map, the propagated preference weights, and the scores
computed by TOPSIS. This allows future reviewers to trace back how and why a
given decision was made, reinforcing transparency.

¢ Implementation Guidance: The exported configuration can be used as a blueprint
for system architects and developers. By providing a consolidated view of both

functional and non-functional patterns, it bridges the gap between high-level
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decision support and technical system design.

* Reuse and Iteration: The exported configuration may also serve as input for
subsequent iterations of the decision process. For example, in a later project phase,
stakeholders may revisit the configuration, adjust priorities, or extend the set of

considered patterns.

In this way, the export function ensures that BC-TEAEM does not stop at delivering
recommendations but contributes directly to the operationalization of trust-oriented
blockchain solutions. The final configuration becomes a tangible artifact that can guide

implementation, facilitate collaboration, and support compliance verification.

7.7 Evaluation

To assess the validity of our approach, we combine two complementary evaluation
strategies. The first is a conceptual validation using Structural Equation Modeling (SEM)
to test our theoretical soundness of the nomological network of trust. The second is an
operational validation, where we instantiate our approach into the BC-TEAEM tool and

assess its ability to guide design decision in practice in order to enhance trust.

7.7.1 Operational validation via BC-TEAEM

Following design science principles, we evaluated BC-TEAEM using a mixed-methods
approach that combines:
* Scenario-based experimentation with domain-relevant tasks to assess recommen-
dation relevance and trade-off clarity.
¢ Structured questionnaires to measure perceived usability, usefulness, and user

confidence.

This dual method was chosen to capture both qualitative insights (e.g., expert reasoning,
observed interactions) and quantitative perceptions (e.g., Likert-Scale responses).

To guide our evaluation, we formulated the following hypotheses:

Hj: The tool supports decision-making by providing relevant recommendations and clear
trade-offs when used in realistic design scenarios.

Hjy: The tool is perceived as usable, useful, and understandable by users, including those with
limited experience in blockchain pattern selection.
Scenario-based experimentation

Purpose: Evaluate whether BC-TEAEM produces relevant recommendations and clearly

communicates trade-offs in realistic design scenarios (addresses RQ; and RQ; and H;).
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Data Collection: The evaluation involved seven researchers with blockchain and/or

software design experience (Table 7.3).

TABLE 7.3: Participant Panel overview

E1 E2 E3 E4 E5 E6 E7

Role Rl R2 R3 R4 R5 R6 R7
Blockchain Exp (y) 4 4 4 4 2 1 2
Software DesignExp 5+ 1 5 5 2 2 5+

Experimental Settings: Each participant was presented with a scenario involving a
logistics enterprise seeking to prioritize three soft goals: cost reduction, performance
improvement, and security enhancement. They used the tool to generate pattern recom-
mendations and evaluate trade-offs between variants (e.g., Oracle vs. Reverse Oracle).
Assessing the tool’s output for relevance, clarity of trade-offs, and interface usability.
Data Analysis & Results: The data collected from the semi-structured interviews and
tool interactions (logs). The results of the scenario-based evaluation showed that the
tool successfully recommended patterns aligned with the specified soft goals. The tool
identified Off-Chain Data Storage as the most suitable pattern, and highlighted trade-
offs between Oracle and Reverse Oracle pattern variants. Responses were categorized
into:

e Relevance of Recommendations: Five of seven participants agreed aligned with
industry practices (e.g., Off-Chain Data Storage). Minor disagreements (E2, E6)
highlighted contextual nuances in cost-performance trade-offs.

e Clarity of Trade-offs: 6/7 found them “clearly presented and comprehensive”. E1
noted that additional examples could further improve clarity.

e Usability of the Interface: 4 experts found the interface intuitive for a 30-minute
session, while 3 suggested streamlining terminology (e.g., "Reverse Oracle" re-
quired glossary support).

Threats to Validity.

e External: Limited to supply chain scenarios; generalization requires broader
domains.

e Construct: Time constraints (30 minutes) may not reflect real-world deliberation.

Structured Questionnaire

Purpose: To evaluate H, and textbfRQs—the perceived usability, usefulness, and

understandability of the tool by a broader audience, including less experienced users.
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Data Collection: we collected data from 32 participants (26 postgraduate students, 4
researchers, and 2 industry experts). The Structured Google Forms questionnaire was
based on TAM (Maranguni¢ and Grani¢, 2015) and SUS (Vlachogianni and Tselios, 2022),

assessing:
o Usability which evaluates how easy and intuitive the tool is to use.
e Self-efficacy measuring users’ confidence in independently using the tool to achieve
their goals (for instance, exploring blockchain patterns), and
o Usefulness of Features assessing whether the tool’s functionalities (recommenda-

tions, pattern comparisons) meet users’ needs.

Experimental Protocol: Participants interacted with the BC-TEAEM tool during a
supervised lab session exploring pattern recommendations for a given set of soft goals.

Participants rated the tool’s usability, self-efficacy, and usefulness of features.

Data Analysis & Results: Descriptive statistics were computed from responses (Ta-
ble 7.4). This analysis helped us understand the overall perception of the tool and

identify areas for improvement.

TABLE 7.4: Perception Scores from Participants

Category Average/5 Standard Deviation
Usability 3.9 1.1
Self-Efficacy 3.4 1.2
Usefulness of Features 4.1 0.8

The results indicate that the tool is perceived as highly useful (average of 4.1/5), with
its blockchain pattern recommendations considered valuable for application design.
However, usability (3.9/5) and self-efficacy (3.4/5) scores reveal challenges in clarity and
user confidence. The higher standard deviations for these categories reflect divergent
user experiences—some found the tool intuitive, while others highlighted the need
for additional guidance (e.g., video tutorials, tooltips) or training. Feedback suggests
prioritizing improvements such as clearer feature explanations and a more intuitive
interface. Implementing these adjustments could enhance adoption by reducing the

learning curve.

Threats to Validity:

e Sampling bias: The sample over-represents students (87%), which may limit
direct generalization to industry practice. However, their diversity in technical

backgrounds provided varied perspectives on usability and clarity.
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7.8 Threats to Validity

7.8.1 Construct Validity:

The Blockchain domain have an undefined number of blockchain patterns. The selected
patterns and soft goals in this work may not exhaust the domain. To ensure the ontology
remains relevant and comprehensive, a systematic review of emerging blockchain
design patterns should be conducted. This would allow the continuous integration
of the state-of-the-art patterns into the ontology, thus maintaining its accuracy and

applicability in evolving domains.

7.8.2 Internal validity

Contribution polarities and intensities partly rely on literature synthesis and expert
judgment, which may introduce bias.

Mitigation: (i) triangulation across multiple sources; (ii) recording provenance at the
Contribution level; (iii) sensitivity analyzes in the MCDM step to test the robustness of

recommendations against perturbations of intensity values

7.8.3 External validity

The ontology was developed with inter-organizational processes and Supply Chain
scenarios in mind. Its applicability to other domains such as healthcare DeFi, requires
empirical assessment.

Mitigation: we favored general OntoUML structures (relators for influence, roles for

contextualized participation) to maximize portability.

7.8.4 Conclusion validity

While the ontology structures reasoning, practical effectiveness depends on downstream
modules (e.g., TOPSIS configuration, stakeholder weights).
Mitigation: we report decision paths (traceable Contributions) and include alternative

weight settings to detect over-fitting to a single preference profile.

7.9 Related Work

The research area on blockchain pattern recommendation has been evolving with sev-
eral contributions focusing on cataloging, structuring, and providing partial decision

support to practitioners. However, a closer examination reveals that existing approaches
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often remain limited in their scope, either by focusing narrowly on ontological descrip-
tions of patterns or by relying on static decision- making models that capture user
preferences and trade-offs in insufficient ways. In contrast, our BC-TEAEM framework
seeks to advance this field by integrating pattern ontologies, explicit user preferences,

and multi-criteria decision support within a single interactive tool.

Several works have emphasized the need to structure blockchain patterns into formal
ontologies to facilitate their reuse and analysis. For example, papers in (Six, Correa-
Restrepo, et al., 2022; Six, Herbaut, and Salinesi, 2022a; Xu et al., 2018; Xu et al., 2025)
develop ontologies that represent blockchain patterns, their intrinsic features, and their
potential applications. These ontologies provide a valuable foundation for reasoning
about patterns. Nonetheless, they primarily remain descriptive: while they organize
patterns systematically, they do not establish explicit links between patterns and soft
goals such as performance, security, or scalability. BC-TEAEM extend this line of work
by not only reusing and enriching existing ontologies but also embedding soft goals
into the representation. This integration allows design decisions to be evaluated not

only structurally but also in terms of their alignment with user-defined priorities.

Another research direction has focused on the integration user needs into pattern
recommendation. For instance, authors in (Soundararajan and Shenbagaraman, 2023
and Bahar et al., 2023) highlight the importance of adapting recommendations to
contextual and user-specific requirements. However, these approaches often stop short
of offering explicit mechanisms for weighting soft goals systematically. BC-TEAEM
builds on this insight by introducing an explicit weighting system, where users can
directly express the relative importance of different soft goals. This operationalization
ensures that recommendations are not generic but tailored to the decision-maker’s

strategic priorities.

For decision-support methods and tools, existing approaches exist in the literature such
as proposed by (Six, Herbaut, and Salinesi, 2022a and Liu et al., 2022) that employ
the multi-criteria decision analysis (MCDA) techniques like TOPSIS. Although these
methods allow comparison of alternatives, they are based on static attributes (features)
that fail to reflect interdependencies among soft goals and the dynamic influence
patterns exert on one another. BC-TEAEM overcomes this limitations by combining
an ontology of blockchain features, patterns and soft goals with the influence matrix
of weight, and multi-criteria decision-support (TOPSIS); thus capturing the systemic
interactions and trade-offs inherent in blockchain design decisions.

The issue of trade-offs has been acknowledged but often remains implicit or underde-
veloped in the literature. (Jovanovic et al., 2022) address the challenge of managing
trade-offs in blockchain adoption but provide no structured mechanism to make them
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explicit during pattern selection. Our approach explicitly models these trade-offs by
linking positive and negative influences between patterns and soft goals. This makes
trade-offs not only visible but also actionable within the decision-support process.

Finally, with respect to tool support, existing contributions are often conceptual or
remain limited to prototypes of reduced scope. (Six, Correa-Restrepo, et al., 2022),
for example propose ontological prototypes, but these primarily demonstrate feasi-
bility rather than providing interactive decision-making functionalities. In contrast,
BC-TEAEM is implemented as an interactive prototype that enables dynamic recom-
mendations, allowing practitioners to explore scenario, adjust soft goal weights, and
immediately observe their impact on pattern selection. This feature transforms pattern
recommendation from a static lookup process into a guided, iterative decision-making
experience.

In summary, the reviewed works each address isolated aspects of the blockchain pattern
recommendation problem: ontological structuring, user contextualization, decision-
support, or trade-off awareness. Yet, the absence of a unified framework limits their
applicability in real-world settings where all these aspects intersect. BC-TEAEM fills
this research gap by providing an integrated system that connects ontologies, user pref-
erences, and dynamic decision support into a coherent methodology, thereby advancing
the state of the art in blockchain pattern recommendation.

Contribution | Prior Work Example | Limitation BC-TEAEM Contri-

Dimension bution

Ontology of | Six, Correa-Restrepo, | Pattern ontologies | Reused and extended

Patterns et al, 2022; Xu et | without soft goal | ontology by integrat-
al., 2018; Six, Correa- | links ing soft goals.
Restrepo, et al., 2022

User Prefer-| Soundararajan and | No explicit | Explicit soft goal

ences Shenbagaraman, weighting of soft | weighting by the
2023; Bahar et al., | goals user.
2023

Decision Sup-| Six, Herbaut, and | TOPSIS based on | TOPSIS  combined

port Salinesi, 2022a; Liu et | static attributes with soft goal influ-
al., 2022 ence matrix.
Trade-off Jovanovic et al., 2022 | Implicit or miss- | Explicit modeling of
Management ing trade-offs between
patterns.
Tool Support | Six, Correa-Restrepo, | Conceptual tools | Interactive prototype

etal., 2022

or limited proto-
types

enabling dynamic rec-
ommendations.

TABLE 7.5: Analytical Comparison with Existing Approaches
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7.10 Conclusion

This Chapter presented the validation of an OntoUML-based ontology for modeling
blockchain software patterns and trust-related soft goals. The ontology satisfies in-
ternal validity criteria by conforming to OntoUML/UFO commitments, maintaining
well-formed taxonomies, and using relators to ground pattern—soft goal influences. Rel-
evance was established through competency questions, traceability to curated sources,
and expert reviews on representative scenarios. Instantiation experiments confirmed
that the ontology supports explainable trade-off analysis, exposing the exact contribu-

tion structures that drive recommendations.

Acknowledging residual threats, the ontology nonetheless offers a robust foundation
for integrating conceptual rigor with decision support. It underpins the subsequent
components of the BC-TEAEM approach, where stakeholder preferences and multi-
criteria methods (e.g., TOPSIS) operate over well-founded contribution structures to
recommend patterns under trust constraints. In the next chapter, we capitalize on this
foundation to implement preference-aware reasoning and to evaluate the approach on

practical case studies.
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Chapter 8

General Conclusion and Perspectives

8.1 Conclusion

This thesis addressed the longstanding problem of trust in inter-organisational business
processes, where heterogeneous stakeholders must coordinate activities, exchange data,
and reach common decisions without necessarily sharing governance structures, risk
profiles, Information Systems, or incentives. Existing approaches in the literature, and in
practice, ranging from classical enterprise architecture to blockchain-based applications
offer partial support but lack a unified mechanism for connecting business-level trust
requirements with concrete technical design choices in the systematic manner. This gap
motivated the design and development of BC-TEAEM, a framework that integrates
conceptual modeling, ontology engineering, and multi-criteria decision support to

guide blockchain pattern selection under trust constraints.

The research unfolded across several research streams. By following the DSR cycle, we
tirst do the Problem identification phase: We began by defining and clarifying the con-
cept of trust in IOBPs. We categorize three types of trust; social, technological and digital
that we use for the identification of recurring trust issues that arise prior collaboration.
Through a scoping review, we made a taxonomy of these trust issues into seven groups
in order to transform that into an explicit trust requirements that will be exploited. Then
building on this foundation, we investigated how blockchain technology can contribute
to mitigating these trust issues. Rather than treating blockchain as a monolithic solution,
we analyzed its intrinsic features and patterns, and systematically mapped them to
identified trust requirements. This mapping highlighted both the potential benefits and

the inherent trade-offs of blockchain adoption in inter-organizational processes.

For the second phase of DSR, Treatment Design: To design an artifact that align be-
tween organizational goals (trust or not) and technical decisions, we developed TEAEM:
Technology—Aware Enterprise Modeling. TEAEM extends the Model-Driven Architec-
ture paradigm by integrating bottom-up constraint propagation and analysis allowing
technical properties to influence higher-level enterprise models. This bidirectional
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reasoning enables a more realistic and justifiable alignment between business goals and

technological choices.

We further demonstrated the applicability of TEAEM by integrating it with Software
Product Line Engineering. This integration enables the generation and evaluation
of alternative configurations that satisfy trust-related soft goals such as transparency,
security, and performance; while accounting for stakeholder preferences and technical
constraints. By doing so, TEAEM provides a systematic means to reason about trust-

aware configurations across heterogeneous inter-organizational settings.

For the last phase of DSR, Treatment Validation: We operationalize TEAEM with a
framework that we call BC-TEAEM. BC-TEAEM combines an ontology of blockchain
patterns and trust-related soft goals with a multi-criteria decision analysis engine to
recommend suitable blockchain patterns based on specified trust requirements and
stakeholder preferences. The framework captures complex interdependencies among
patterns, soft goals, and trade-offs, enabling systematic reasoning about design choices
in trust-sensitive contexts. We validated BC-TEAEM through a prototype implemen-
tation and demonstrated its utility in guiding blockchain pattern selection for trust-
sensitive inter-organizational processes, such as supply chain management. The results
highlight that BC-TEAEM effectively supports architects in navigating the complex
landscape of trust-related design decisions. The framework thus advances both research
and practice by providing a traceable bridge between high-level trust requirements and
blockchain architectural decisions.

Overall, the thesis contributes a holistic approach to trust-aware design in inter-organizational
systems. By integrating ontological modeling and multi-criteria analytics, BC-TEAEM
responds to the fragmentation of existing approaches and demonstrates how trust can
be treated not only as a behavioral or organizational problem but also as a technical

design concern supported by formal reasoning.

In summary, this research advances the state-of-the-art in trust-aware enterprise model-
ing by providing a systematic framework that connects business-level trust requirements
with concrete blockchain design choices. The contributions span conceptual, method-
ological, and practical dimensions, offering a comprehensive solution to the challenges

of trust in inter-organizational business processes.

8.2 Limitations

Despite its strong contributions, this research remains subject to some limitations that
should be acknowledged. These limitations concern conceptual scope, methodological

constraints, and implementation-related aspects.
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First, trust is broader than what can be captured by soft-goals and blockchain mech-
anisms. Behavioral trust, legal trust, organizational governance, and human factors
remain only partially represented. While the thesis positions blockchain as an enabler of
structural trust, it does not fully model social dynamics such as incentives, compliance
culture, or inter-organizational negotiation. These factors can significantly affect the
success of trust-enhancing technologies but lie beyond the scope of the current work.

Second, the ontology does not cover all possible blockchain patterns or trust-related
soft goals. Although the BC-TEAEM knowledge base consolidates the state-of-the-art
pattern catalogs, blockchain technology evolves rapidly. Emerging paradigms—such as
modular blockchains, zero-knowledge, cross-chain protocols, and verifiable off-chain
computation are not yet integrated. The framework is designed to be extensible, but the
current version still reflects a bounded set of design options.

Third, the representation of soft-goal influence networks is necessarily simplified. Rela-
tions between patterns and soft goals were modeled qualitatively (positive, negative,
neutral), which supports explainability but limits granularity. In real-world systems,
influences may be non-linear, conditional, or context-dependent. For example, privacy
does not uniformly reduce transparency, the effect depends on the cryptographic tech-
niques used. More fine-grained quantitative modeling could enhance precision but

would require detailed empirical data not currently available.

Fourth, the evaluation of pattern impacts relies partly on expert judgment. Although
grounded in literature synthesis and validated by domain experts, the contribution
scores still reflect subjective assessments. This is a common limitation in goal-oriented re-
quirements engineering and multi-criteria decision-making. Stakeholders may disagree
on the magnitude of impacts, particularly in domains where empirical performance data
are scarce or implementation architectures vary significantly. The engine mitigates this
issue by providing explainability and allowing iterative adjustment, but the underlying

subjectivity remains.

Fifth, the validation of the framework is limited to qualitative and semi-structured
evaluations. Ontological validation includes expert review, instantiation experiments,
and consistency checks, but lacks large-scale empirical deployment. The case studies
demonstrate feasibility and usefulness, but not statistical generalizability. Additional
real-world evaluations across multiple industries, organizational contexts, and technical
stacks would strengthen the external validity of BC-TEAEM.
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8.3 Future Works

The different research contributions developed in this thesis open several perspectives
for the future research. These perspectives are structured according to the main artifacts
developed in this work, namely the scoping review on trust and blockchain, the TEAEM
framework, and the BC-TEAEM framework.

Extending the Scoping Review on Trust and Blockchain

The scoping review conducted in Chapter 4 provides a foundational understanding of
trust issues in inter-organizational business processes and how blockchain technology

can address them. Future extensions can be envisioned.

The review could be extended both temporally and thematically. Blockchain domains
and trust-related challenges evolve rapidly, and new research directions continuously
emerging. Periodic updates to the review would ensure that it remains current and
captures emerging trends. Thematically, future reviews could explore specific sectors
(e.g., healthcare, finance) or emerging blockchain paradigms (e.g., DeFi, NFTs) to

identify domain-specific trust issues and solutions.

Additionally, the taxonomy of trust issues could be validated and refined through
empirical studies involving practitioners. Surveys, interviews, or case studies could
provide real-world insights into how organizations perceive, strengthen the external
validity of the identified trust dimensions and help capture sector-specific trust issues
that are not fully represented in the literature. This complement the literature-based

taxonomy:.

Technology-Aware Enterprise Modeling (TEAEM)

Several research directions can further enhance the Technology-Aware Enterprise Mod-
eling (TEAEM) approach proposed in this thesis.

TEAEM could be extended to support a boarder range of technological domains be-
yond blockchain. While this thesis focuses on blockchain technologies as trust-enabling
technology, the underlying principles of bottom-up constraint propagation and bidi-
rectional alignment between business goals and technical choices are applicable to
other paradigms. Future work could explore how TEAEM can integrate with cloud
computing, Internet of Things (IoT), or artificial intelligence (AI) technologies, each of
which introduces its own set of technical constraints and trust considerations.

The integration of TEAEM with existing enterprise architecture frameworks and model-

driven engineering tools represents an important perspective. Developing plugins or
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extensions for popular EA tools (e.g., ArchiMate, TOGAF) would facilitate adoption
by practitioners and enable seamless integration into existing modeling workflows.
This would also allow for more comprehensive evaluations of TEAEM in real-world

enterprise settings.

Also, empirical validation of TEAEM through case studies and industrial collaborations
would strengthen its practical relevance. Future research could involve deploying
TEAEM in real organizational contexts to assess its effectiveness in aligning business
goals with technical decisions. Such studies could provide insights into usability,
scalability, and the impact of TEAEM on decision-making processes.

Blockchain Technology-Aware Enterprise Modeling (BC-TEAEM)

The BC-TEAEM framework constitutes a central contribution of this thesis and offers

several promising directions for future research

First, the BC-TEAM knowledge base could be expanded to include additional blockchain
patterns and more granular trust-related soft goals. As blockchain technology continues
to evolve, new design patterns and trust-related requirements will emerge. Integrating
emerging paradigms such as cross-chain interoperability, layer-2 scaling solutions,
and privacy-enhancing technologies would enhance the coverage and relevance of the

framework.

Second, the influence modeling between patterns and soft goals could be refined to incor-
porate more quantitative and empirical evidence. Complementing expert-based impact
assessments with performance benchmarks, formal security metrics, and real-world
case studies would reduce subjectivity and improve the reliability of the evaluation

process.

Third, the recommendation engine could be enhanced with advanced decision-making
techniques. While TOPSIS provides a solid foundation for multi-criteria analysis, ex-
ploring alternative methods such as Analytic Hierarchy Process (AHP), ELECTRE, or
machine learning-based approaches could offer different trade-offs in terms of explain-

ability, scalability, and adaptability to complex decision contexts.

A particularly promising future direction concerns the integration of Artificial Intelli-
gence techniques into BC-TEAM. Machine learning algorithms could be employed to
analyze historical data on blockchain deployments and trust outcomes, enabling the
system to learn patterns and improve recommendations over time. Large Language
Models (LLMs) could be leveraged to assist in knowledge evolution, pattern identi-
fication, and automated extraction of trust-related requirements from unstructured
data sources (technical or scientific documentation). Causal AI models could also be
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leveraged to simulate how architectural decisions influence trust-related outcomes,

thereby strengthening the explainability of recommendations.

Finally, large-scale and cross-domain validation will be essential for advancing BC-
TEAEM. Applying the framework across varied sectors—such as finance, healthcare,
and energy—will assess its generalizability, robustness, and practical utility while

further refining its trust-oriented decision-support capabilities.

In conclusion, this thesis demonstrates that trust in inter-organizational
systems can be approached as a design problem, grounded in explicit
modeling, traceable reasoning, and informed technological choices. By
bridging conceptual foundations and operational decision support, BC-
TEAEM contributes to a more systematic and transparent engineering of

trustworthy collaborative systems.
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