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Abstract. The automation of business processes is a primary objective in con-
temporary management to address skilled labor shortages and minimize opera-
tional costs. In particular, invoice verification offers significant optimization po-
tential, as the current process is characterized by extensive manual intervention,
media discontinuity and inherent compliance risks. While blockchain offers a vi-
able solution through immutable record-keeping, its practical application is hin-
dered by a lack of practical knowledge, technical overhead and strict privacy reg-
ulations. Following the Design Science Research methodology, this paper ad-
dresses these challenges by introducing an optimized integrated process and a
four-layer architecture to automate manual process steps of validating financial
data and documents on a systemic level. The evaluation encompasses a functional
proof of concept implementation utilizing a legacy ERP system and a govern-
ment-managed consortium blockchain, followed by a qualitative comparison.
The findings indicate that (legacy) ERP systems can be effectively combined
with a decentralized trust layer to automate this process on a corporate scale.
Furthermore, the architecture establishes a foundation for near real-time auditing
and reduction of manual verification and reconciliation efforts.

Keywords: Open Item Verification, Process Automation, Blockchain, Enter-
prise Application Integration, Audit Automation.

1 Introduction

In today’s increasingly interconnected global economy, the integrity of financial report-
ing sets the foundation of trust between corporations. Despite the rapid digitization of
corporate finance, the auditing profession remains heavily reliant on manual processes,
using sampling methods that leave a significant portion of transactions unverified [1],
[2], [3]. In many organizations, Enterprise Resource Planning (ERP) systems support
core functions by providing a range of tools for automation, organizational overviews,
and processes for improved auditing [4]. However, recent studies [5], [6] indicate that
the invoice verification process still relies heavily on manual intervention and suffers
from media discontinuity. It lacks a comprehensive IT support of several process steps,
prohibiting a fully automated verification of unresolved invoices (Open Items) prior to
a corporate audit. Consequently, to mitigate the risk of subsequent data manipulation,
regulatory frameworks such as the International Standards on Auditing (ISA) [7]
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mandate rigorous verification procedures to obtain sufficient audit evidence. Thus,
providing measures and guidelines to adequately examine and report financial precision
of both Accounts Receivable (debtors) and Accounts Payable (creditors). Ultimately,
the crucial point for disputes in audits often pertains to the verification and acceptance
of invoices by the debtor and creditor. The practical execution of such verification pro-
cedures can become increasingly time-consuming, often requiring weeks of data rec-
onciliation and verification at the end of every fiscal year [5], [6], [8].

This paper focuses specifically on the Sales and Collection Cycle, which is regarded
as one of the most resource-intensive phases of an organization’s audit due to high
volumes of individual transactions and the necessity of external compliance [3], [6],
[9]. Given their susceptibility to fraud [5], [10], open items are of particular relevance
under ISA 240 [11], requiring auditors to disclose irregularities in financial statements,
risk management, and structured procedures. From an auditor’s perspective, the pivotal
aspect for disputes and discrepancies evolves around the communication between the
examinee and its debtors [12]. As open items must accurately reflect valid yet unsettled
invoices, this leads to a more granular audit trail of transaction statuses that is not au-
tomatically recorded by the underlying ERP systems. The process of traditional manual
verification not only delays operational lead times within the audited company but also
demands additional resources at the debtor’s side and introduces new challenges to la-
tency and manipulation risk into the auditing process.

To address these limitations, this work explores blockchain as an exemplary Distrib-
uted Ledger Technology (DLT) for securely logging and sharing missing transactions,
enlarging the simple value chain by Redlein et al. [13]. This approach targets the fol-
lowing subset of activities where blockchain-based optimization offers the highest
added value for automated audit compliance:

e Verification of Purchase Orders and Invoices (Account Payable)
e Validation of Sales Invoices (Accounts Receivable)
e Record of the Accepted Invoices and Incoming and Outgoing Payments

Complementary, expert workshops and interviews with international auditors, techni-
cians, and domain experts were conducted to identify specific pain points in contempo-
rary process and corporate audits. Consistent with theoretical insights, auditors fre-
quently lack verifiable proof of explicit invoice acceptance by the debtor, necessitating
manual verification.

In this context, blockchain is not only positioned as a technical tool but as an ena-
bling technology for a new type of process using smart contracts for automating data
verification, while providing trust for inter-organizational collaboration. To bridge the
gap between the theoretical blockchain potential and a practical audit application, the
following research are questions (RQ) are answered in this paper:

RQI: To what extent can the current manual process for invoice verification and
auditing of open items be automated using blockchain and smart contracts?

RQ2: How should a system architecture be designed to ensure data integrity in ERP
systems using Distributed Ledger Technologies (DLT) without passing on sensitive
data to third parties?
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The research was designed according to the Design Science Research (DSR) frame-
work by Peffers et al. [14], which follows a structured process and thus enables clarity
and reproducibility. Finally, by integrating DLT and automating the open items verifi-
cation and auditing process, this paper demonstrates a significant reduction in redun-
dant process steps, manual exchange, media inconsistency and fraud risks. This ap-
proach not only minimizes the time required for manual data handling but also estab-
lishes a robust “single source of truth” that streamlines entire audit procedures within
this subset.

The remainder of this paper is organized as stated accordingly. Section 2 sets the
theoretical basis by describing fundamental concepts of ERP, blockchain, and financial
auditing. In addition, it explores the current state of art. The underlying methodological
approach is summarized in Section 3 including the steps taken to ensure practical rele-
vance and scientific rigor. The next section, Section 4 details the problem analysis and
requirements engineering to formulate a newly integrated reference process, serving as
the structural basis for the proposed model. Accordingly, Section 5 delineates the de-
sign, development, and demonstration phases of the technical artifact. Then, Section 6
conceptually evaluates the proposed model and Section 7 discusses the findings and the
broader implications for the auditing profession. Lastly, Section 8 concludes the key
contributions of this paper and provides a brief outline future research.

2 Theoretical Background & Related Work

Traditional ERP systems integrate and support core business processes of companies,
while providing a variety of features and options to connect to third party applications.
This includes the context of auditing, in which ERP systems e.g. generate lists display-
ing issued but unpaid invoices or costs, which can be directly checked by auditors [15].
Therefore, auditors are often granted read-only permission in these systems to track and
comprehend payment processes [16]. In the same instance, auditors are obliged to fol-
low ISA 240 [17], to report fraudulent activities and conduct cross-checks with credi-
tors or debtors retrospectively. According to Peng et al. [6] this process step is highly
dependent on sufficient documentation and subsequent evidence by all included parties.
In practice, the verification process frequently entails multiple iterative cycles — dis-
crepancies between the issued invoice and the debtor’s records necessitate revisions by
the affected creditor before final and mutual approval can be achieved [18].

Research by Peng et al. [6] demonstrates that this circulation of documents requires
68% of the total time of the settlement cycle. Thus, relying on institutional trust rather
than structural integrity creates an inherent “trust gap”, rendering the traditional invoic-
ing process both inefficient and insecure.

Although current theoretical and conceptual studies in cryptoeconomics [19], [20]
advocate the integration of blockchain as a transformative force in accounting, indus-
try-specific solutions remain sparse. A few pioneering studies have begun to address
the mentioned systemic vulnerabilities, introducing novel blockchain-based schemes
for bank audit confirmations [5] by integrating smart contracts for automated authori-
zation and data acquisition. Further approaches [6] combine blockchain networks and
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smart contracts with Robotic Process Automation to create real-time settlement models
in the aviation fuel supply chain, reducing compliance and cost due to shortened pay-
ment cycles. In this instance, the implementation of a blockchain-based real-time set-
tlement model at China Southern Airlines successfully mitigated systemic inefficien-
cies, ultimately reducing the annual capital tie-up by approximately 1.26 billion CNY,
thereby strengthening their bargaining power. A joint research project by employees of
the companies X and IBM [21] further showcases the elimination of process redundan-
cies for both Accounts Payable and Receivable and increased transparency using block-
chain networks in the transportation domain.

Extant literature also suggests that blockchain technology represents a cornerstone
innovation for financial systems, facilitating a transition from manual, error-prone rec-
onciliation toward a model of automated verification [5]. Within this context, a majority
of studies offer conceptual or theoretical insights, focusing on superficial blockchain
integrations [9], [22], in other instances limiting their study to geographical regions
[19], or enumerating key success factors for effectively integrating the technology. The
systematic literature review by [20] and case study by [19] underscore a lack of com-
prehension regarding blockchain technology, call for shift towards more empirical in-
vestigations. Thus, expanding the body of practical experience becomes essential to
bridge the gap between theoretical potential and industrial application, ultimately cre-
ating value for both research and practice.

More in-depth research deals with the integration of blockchain networks with ex-
isting procedures for security and validation of goods, services, and claims [21]. Very
recent efforts emphasize the digitalization of these workflows by combining blockchain
networks with complementary technologies. For instance, combining distributed ledg-
ers with Optical Character Recognition for saving financial records [8] or leveraging
Industry 4.0 technologies [23] to drive higher levels of end-to-end automation. An ad-
ditional cluster of interest considers integrating blockchains and ERP systems to con-
duct secure and automized applications of payment [2], [24] or enhanced cross-organ-
izational reconciliation [25]. Such decentralized coordination transcends geographical
boundaries, enabling multinational corporations to maintain consistent, distributed
compliance within differing legal jurisdictions [26]. Despite theoretical benefits, block-
chain development encounters obstacles regarding scalability and operational costs
compared to centralized solutions. Consequently, recent studies have introduced novel
architectures exhibiting higher performance designed to mitigate these bottlenecks and
offer substantial data throughput [27], [28]. Collectively, the academic and particularly
practical focus is gradually shifting from theoretical exploration to an efficient technical
operationalization of blockchain technology as a trust layer within standard enterprise
systems. This characteristic can be observed in company reports [29], industrial product
launches [30], and partly in academic literature dealing with Blockchain as a Service
(BaaS). Hence, BaaS is seen as a truly efficient and effective asset to implement the
advantages of blockchain networks into industrial workflows while reducing complex-
ity and technical issues due to networking effects [1].

Accordingly, this paper builds on this state of research by developing an integrative
model that optimizes the management of open items through using blockchain technol-
ogy and smart contracts. The proposed solution addresses the structural vulnerabilities
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by adding IT supported process steps, that enable automation. This is achieved by inte-
grating blockchain technology, effectively replacing manual oversight with a decen-
tralized foundation, which offers improved financial precision and efficiency.

In the end, this approach strengthens the trustworthiness of the overall process. For
the detailed implementation and evaluation, a Proof of Concept (PoC) will be devel-
oped, utilizing the established BaaS solution of the Austrian Federal Economic Cham-
ber (WKO), which embodies a publicly accessible, secure, and nationally trusted block-
chain infrastructure.

3 Research Methodology

In summary, theoretical analysis exhibits that traditional audit procedures are reaching
their limits due to media discontinuity, manual compliance, and the threat of manipu-
lation of central ERP data. This paper responds by constructing an integrative model
for the open item audit, which requires a design-oriented research approach for a com-
prehensible structure. Therefore, the methodology of Design Science Research for In-
formation Systems according to Peffers et al. [14] is chosen to align the development
and evaluation of technical artifacts for solving relevant business problems. The overall
procedure is split into the three following phases:

3.1  Problem Identification and Research Objective:

In addition to the conducted literature review, expert workshops and interviews with
international auditors, technicians and domain experts were carried out between Sep-
tember of 2024 and May of 2025 to identify the pains and needs considering current
process models and corporate audits. For that, the initial workshop served to elicit op-
erational pain points and primary end-user needs. Subsequent sessions facilitated an
iterative refinement of the researched model, specifically defining characteristics of a
suiting IT architecture. This multi-step process revealed implicit requirements of inter-
national auditors, which could be translated into concrete technical features. Further
insights within traditional audit processes displayed a fundamental “trust gap”, where
reliance on manual, retrospective reconciliation and subjective institutional trust creates
systemic vulnerabilities. As a consequence, financial workflows are prone to infor-
mation asymmetry, data manipulation, and long inspection cycles. Additionally, the
targeted process of inspecting open items after the predetermined accounting date is
heavily impacted by media discontinuity, an increased manual workload and complex
communication structures. In alignment with these issues, recent research [9] empha-
sizes the need for improved invoice verification and auditing processes. This section
aims to define these new reference processes as a foundation for later automated veri-
fication. Finally, this offers systemic, cross-organizational integrity and trust.
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3.2  Design and Development of the Solution:

To design and develop the solution additional expert workshops were conducted to de-
fine the new reference processes and to specify additional requirements due to ISA,
General Data Protection Regulation (GDPR) etc. More specifically, a dedicated work-
shop was conducted to explore technical approaches for optimizing the constructed ref-
erence process. Subsequent discussions highlighted the need for a robust IT architecture
and encryption that enable practical applicability while providing a sufficient level of
security. The basis for the new model is the traditional Open Item audit process which
requires reconciliation primarily with the examinee and in some cases additional coor-
dination with the examinee’s business partners for Accounts Payable, Accounts Re-
ceivable, or both. The design aims to maintain operational media continuity and define
the additional steps within the processes already existing in ERP systems, so that the
process can be fully automated afterwards. In a second step, the IT support and the
potential additional technologies like blockchain and smart contracts were examined in
additional expert workshops. Several iterations were done to fulfill all requirements of
the ISA leading to the new automated and fully Information and Communications Tech-
nology (ICT)-supported process. Further workshops prioritized effective auditability
and stakeholder acceptance, which marked key deliverables of the optimized billing
process. Both examinees and auditors benefit from a significant reduction in compli-
ance efforts, as open items and their verification can be securely anchored in the block-
chain environment. Additionally, to decrease organizational resistance due to technical
overhead of maintaining a DLT, the proposed model leverages a BaaS solution, which
minimizes resource requirements for corporate organizations.

3.3 Demonstration and Evaluation of the model:

Lastly, to demonstrate the technical feasibility and practical applicability of the inte-
grative model, a PoC implementation was conducted utilizing the mentioned BaaS in-
frastructure as the immutable trust layer, integrated with an SAP ERP system for the
generation, storage, and management of financial documents. An automated email lis-
tener was employed to capture inbound confirmations from business partners. This con-
figuration simulates a traditional reconciliation mechanism that records and verifies the
business partner’s acceptance before cryptographically anchoring the information in
the blockchain environment. As the final methodological step, the proposed approach
was validated within a final expert workshop with international auditors. These experts
confirmed that the architecture successfully shifts the reliance from institutional to sys-
temic trust. In addition, the architecture’s minimally invasive design enables effective
integration into contemporary corporate audit procedures.

4 Problem Analysis and Requirements Engineering

The following section synthesizes theoretical insights and expert opinions to establish
a solid basis for the latter practice-oriented design. For that, the proposed solution is
built upon an optimized reference process developed collaboratively during the



Contribution Title (shortened if too long) 7

aforementioned expert workshops. The resulting workflow is formally depicted as a
flowchart in Fig. 1.
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Fig. 1. Sequential process flow of the novel, integrated invoice confirmation procedure

The visualized parties are end-users of the creditor and debtor. The supplier (creditor)
manages the Order-to-Cash (O2C) process using an ERP system. To reduce complex-
ity, the initial process steps of a completed order, production, and potential delivery
were skipped, thus focusing solely on the invoicing process. The creditor starts the
function to create an invoice, which is issued by the ERP system and subsequently
downloaded and mailed to the debtor. In this step, the hash of financial data, consisting
of the billing document and corresponding metadata, is transmitted and stored in the
blockchain network, which completes Phase 1. As soon as the debtor formally accepts
the received invoice by replying with a previously shared secret key, the email listener
forwards the saved hash of the accepted invoice document and metadata to the block-
chain environment. Consequently, this marks the creation of the second entry, visible
in the blockchain. If the secret key is incorrect, an email is sent to the supplier to inform
about potential misuse (Phase 2). Finally, Phase 3 concludes the enhanced payment
cycle by recording the incoming payment in the ERP system. Afterwards, the transac-
tion status is automatically synchronized with the blockchain by appending an immu-
table “paid” tag to a newly created blockchain entry of the affected invoice.

A central design objective was to ensure a non-intrusive integration for end-users
while keeping the verification mechanism transparent. In more detail, an ERP system’s
Application Programming Interface (API) yields only encrypted invoicing data to a
middleware service, which prepares, stores, and further calls predefined API interfaces
of a BaaS infrastructure. Additionally, expert workshops indicated the necessity of a
systemically resilient environment, which implies the incorporation of a simple fault
tolerance mechanism for inter-systemic communication failures. Hence, in the event of
API timeouts or endpoint unavailability, outbound payloads are asynchronously queued
within a dedicated ERP’s custom table or staging database. A continuously scheduled
background process subsequently polls this queue, which ensures the delivery of
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financial information to their target destinations. This includes billing documents, en-
crypted invoice metadata and documents, and payment updates.

By further synthesizing the identified practical requirements, process automations,
and mutually agreed design principles, this research presents a novel, practically
acknowledged, and integrated end-to-end process, which is illustrated in Fig. 2.
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Fig. 2. Integrated end-to-end process split according to technical environment and stakeholders

Concluding the requirements engineering phase, this formalized workflow was rigor-
ously validated and endorsed by international auditors to ensure both practical applica-
bility and strict compliance, thereby providing a robust and approved baseline for the
subsequent integrative model.

5 Development of the Lightweight Integrity Data Anchor

Following the methodological framework of DSR, this chapter addresses and concludes
the third and fourth phase by Peffers et al. [14]; design, development, and demonstra-
tion. The primary objective is to showcase and validate the technical feasibility of the
developed artifact and therefore bridge the interoperability gap between legacy ERP
systems and DLTs, followed by a qualitative evaluation of the resulting improvements
for invoicing processes using enterprise systems.

Firstly, to delineate the technical intricacies of the detailed end-to-end process, this
research abstracts the previously defined requirements into a generalized integrative
architecture, which is showcased within a four-layer model visualized in Fig. 3.
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Fig. 3. Visualization of the proposed integrative model’s four-layer architecture

The model strictly decouples the public verification proof (hash) from the private in-
voice data while providing near real-time validated open items to ensure that invoice
content remains exclusively visible to the intended parties (Corporate Environment
Layer). The resulting fundamental design principle considers strict data minimization,
ensuring that sensitive billing data remains protected from unauthorized access. Within
this step, only cryptographic fingerprints, thus the combined hash of the invoice docu-
ment and metadata, leave the ERP system’s database either to the Integration Layer or
Verification and Visualization Layer. The Integration Layer serves as a link between
the centralized ERP system and the decentralized BaaS, which transparently logs
changes during a corporate’s invoicing process. Similar to work by Sarwar et al. [31],
the cryptographic hash function follows the standard of the SHA-256, which provides
a fixed output of 256 bits. The concept can be simplified into a one-way mathematical
function, where the hash is constructed using the original financial data, but the hash
itself cannot lead back to the original data. Replicated to this context, financial datasets
of varying dimensions are condensed into a fixed length, allowing for a highly efficient
data storage footprint on the blockchain, further reducing costs. The strategy directly
addresses the scalability and performance bottlenecks of blockchains, frequently em-
phasized in recent literature [32], [33]. The designated cryptographic fingerprint em-
bodies a unique identifier of the billing data, which is passed through subsequent stages.
Consequently, even if the hash is now visible to all blockchain participants no conclu-
sions can be drawn to the original financial data. Finally, the cryptographic digest
reaches the Verification and Visualization Layer, in which the hash serves as a unique
anchor for automated reconciliation.

The latter audit process offers a dynamic overview by combining data from both, the
ERP system’s database filtered by unresolved invoices (Open items) and the crypto-
graphic fingerprint including the exact timestamp retrieved from the BaaS. The actual
verification process involves recalculating the cryptographic hash value based on the
recently transmitted invoice documents and the associated metadata. This newly gen-
erated digest is then automatically compared to the blockchain entry. A match on char-
acter-level of these two values provides mathematical proof of integrity without the



10 Jovan Dragojlovic and Alexander Redlein

need of a trusted third-party provider. Applied on a general scale, the results show that
all verified open items are validated in near real-time, greatly reducing the effort for
manual reconciliation and compliance with stakeholders.

6 Conceptual Evaluation of the Implementation

Following the definition of the architecture’s structure and design characteristics, this
section implements the idea as a functional PoC prototype. As a first step, to facilitate
the reproducibility of this experimental implementation, the core technical specifica-
tions and architectural configuration of the development environment are summarized
in the following list:

e Corporate Environment Layer: SAP S/AHANA On Premise Release 2021 (FPS04)
(Stack Release Date: 05/2023)

e Integration Layer: Hybrid-Approach consisting of a Python (3.12.6) backend and
Node.js (20) frontend.

e Trust Layer: Consortium Blockchain of the WKO; Consensus mechanism: Proof-of-
Authority

e Verification & Visualization Layer: Hybrid-Approach consisting of a Python
(3.12.6) backend and Node.js (20) frontend.

The experimental setup was configured according to the integrated reference process
defined in Section 4 . The Corporate Environment was simulated by generating, editing,
and ultimately printing the invoice using the SAP transaction “Display Billing Docu-
ments” (Code: VF03), which represents the final phase of the internal invoicing work-
flow. The document can be either sent manually by the creditor to the customer, or it
can be automatically sent by a developed custom report. A distinct characteristic of the
SAP system is the utilization of a Spool Service for dynamic document generation,
which enhances operational performance and storage efficiency. The resulting spool
request is adapted by automatically converting the spool document into a Portable Doc-
ument Format (PDF)-file. Next, the cryptographic digest of the PDF-file, together with
the associated billing metadata, are transmitted to the WKO blockchain infrastructure
via a predefined RESTful POST interface. The specific JSON scheme required for this
transaction is defined in Table 1.

Table 1. Applied Properties of the JSON scheme for WKO’s blockchain interface

Field (JSON Key) Data Type Example

blockchainld UuID 550e7400-¢11b-41d4-a716-446655430000
sha256 :ittr)mg (Length: 256 ¢ > 04f6a41eb89b......dcb1701695b959
remarks Enum-String “unaccepted”, “accepted”, or “paid”

A successful acceptance of the invoice serves as the mandatory trigger for phase 2 (see
overview in Fig. 2), which is predominately executed via an email reply including a
shared secret key between both affected parties. To reduce the technical overhead for
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end-users an email listener was implemented on the creditor’s side. Consequently, the
validity check is automated by forwarding the content to a smart contract, which de-
cides whether the shared secret key is correct. If the secret key provided is wrong the
information will be sent to the creditor’s email address to inform them about a potential
misuse or lack of permission to formally accept the invoice. However, if the invoice is
accepted by an authorized person and the secret key is correct, then the smart contract
initiates the second entry on the blockchain infrastructure.

During this step, the value of “remarks” is set to “accepted” in a new blockchain
entry, which marks an acknowledged open financial position (Open Item), that awaits
payment by the debtor.

Phase 3 takes place after the payment by the customer, in which the creditor receives
the payment notification and inputs the paid amount into the SAP system using the
transaction “Post Incoming Payments” (Code: F-28). Even though partial payments can
be inputted into the ERP system, no action will be taken unless the invoice is fully paid.
Lastly, the developed report prepares and uploads a third entry marked as “paid” to the
WKO blockchain environment.

The final component of the implementation concerns the fourth layer, which shows
a web-based user interface for financial audits. First, an updated list of open items is
retrieved from the SAP system using the transaction “Vendor Line Item Display”
(Code: FBLIN). These issued invoice documents and associated metadata are sepa-
rately hashed and automatically reconciled with existing entries recorded in the men-
tioned blockchain infrastructure, which can result in six different outcomes categorized
into two relevant groups. A successful status response from the WKO blockchain en-
vironment confirms a cryptographic match between the current invoice and the original
entry accepted by the debtor in the distributed ledger. This proves that the document
and metadata remain unchanged since the initial upload and were accepted by the
debtor, establishing data validity without the need of a trusted party. The second rele-
vant group comprises all outcomes in which the cryptographic hash cannot be found in
the blockchain infrastructure or debtor confirmation has not been recorded. These dis-
crepancies signify a potential breach of data integrity of the affected open items, indi-
cating that the invoice data was modified prior to the audit date. Invoices lacking ex-
plicit debtor acceptance are visually flagged to indicate potential fraud risk, which re-
quires detailed examination by auditors. This targeted and automated approach yields
substantial time savings and significantly enhances the overall efficiency of corporate
audits.

To further validate the functional improvement and practical benefits of the devel-
oped artifact, the proposed extension is qualitatively compared with the traditional audit
process, highlighting increased reliability, performance, and reduction of compliance
effort in Table 2.
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Table 2. Summary of the Qualitative Evaluation of the Audit Process Characteristics

Criteria Traditional Process Blockchain Integrated Process

Data Integrity Manipulation possible Cryptographic data encryption, high robust-
before sending to debtor  ness (51% attacks)

Completeness Only when requested Continuous, full lists of open items
(manual effort)

Communication Manual, low security, in- Automatic integrity (includes invoice ac-

Mode voice acceptance not rec- ceptance), only hashes are sent to BaaS
orded

Speed Days/weeks [6] Seconds

Storage Each stakeholder has one Each stakeholder has one invoice copy and
invoice copy two or three blockchain entries per invoice

End-user No additional steps No additional steps

complexity

Auditor complexity Manual collection and Automatic collection and data reconcilia-
data reconciliation tion, blockchain provides an immutable log

7 Discussion and Limitation

The results derived from the experimental implementation of the architecture provide
empirical evidence that the SAP on-premise system and blockchain technology as part
of the emerging technologies can be connected via a middleware without hard barriers.
Work by Rozario and Vasarhelyi [3] also demonstrate the applicability of smart con-
tracts in auditing by proposing an active approach in which the smart contract directly
performs the financial audit. The mentioned architecture is affected by a major limita-
tion to fulfill data security and privacy requirements when comparing to zero-
knowledge proofs. Comparably, the validation of open items in this paper is achieved
without exposing sensitive financial data to third parties or a blockchain infrastructure,
because only the cryptographic data fingerprint as proof is utilized for verification. This
consideration can have a significant influence on the willingness of companies to em-
ploy a blockchain integration, due to prior data privacy concerns [34], [35], [36], espe-
cially with unauthorized parties within a shared blockchain network.

Furthermore, recent literature [8], [20], [23] emphasizes that conceptual future inte-
grations and theoretical benefits of using a DLT within supply chains can increase the
overall transparency and visibility and provide a more efficient audit process, tackling
critical industry challenges. This paper appends the current knowledge level by com-
bining ERP systems, which can be viewed as unconnected data silos, with existing and
secure blockchain environments, further reducing the complexity of maintaining block-
chain nodes. Significant improvements are also attributed to solving current audit bot-
tlenecks of manual reconciliation and invoice acceptance by debtors [6]. Eventually,
the proposed model is not only bound to ERP systems by SAP, but can be applied to
any ERP system, which provide sufficient interfaces to connect to an external environ-
ment. Among most used technologies to access these interfaces are REST, Hypertext
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Transfer Protocol, Simple Object Access Protocol, Extensible Markup Language, and
JavaScript Object Notation.

The PoC prototype additionally proves the technical possibility of implementing
near real-time and continuous auditing and full population testing by automating the
generation and latter reconciliation of hashes. Thus, audit risks attributable to human
errors and sampling biases can be mitigated. At the same time, the system gives auditors
autonomous access to verified financial data, which eliminated the need for manual
feedback from audit examinees or in further instances their business partners. In addi-
tion, this approach enhances the overall assurance level and promotes greater standard-
ization in practice. Nevertheless, the auditor’s role shifts in this regard; correctly labeled
open items can be automatically checked by the system. Consequently, the audit meth-
odology shifts from individual record verification to a systemic approach, focusing
more on the integrity of the underlying program logic and interfaces, which can be
applied to several systems and thus providing a higher level of scalability. Prospec-
tively, this enables audits of entire populations with minimal manual interventions at a
fraction of the traditionally required effort. This aspect in particular was requested by
international auditors during this research, and the proposed methodology and solution
was therefore subsequently validated. At the same time this approach serves as a func-
tional archetype for the next generation of digital auditing.

Closely related to the implications for auditing are concerns about privacy and
GDPR compliance. The lightweight design of the architecture follows a data minimi-
zation principle by only transmitting and thus providing the cryptographic fingerprint,
which simulates a unique document identifier. Nevertheless, the possibility of a hash
collision can be neglected due to statistical improbability [37]. The primary billing rec-
ords persisted locally on the ERP system’s internal database, which are often encapsu-
lated and protected by a firewall to ensure sensitive data is safe from external parties.
In contrast to blockchain integrations that store sensitive data directly on-chain [21],
[25], which are obliged to delete data under Article 17 of the GDPR [38]. However, the
proposed architecture circumvents such regulations, because the original document
cannot be reconstructed from the DLT (more information in Section 5). Consequently,
the underlying data remains entirely inaccessible also to other blockchain participants.
This implies that once the data is deleted from the ERP system, the remaining on-chain
hash becomes a unique identifier without an existing referent, fulfilling the intent of
data erasure in theory. In contrast, deleting entries is often bound to high workloads due
to a blockchain’s characteristic. Nevertheless, in financial business contexts true anon-
ymization of sensitive information is hardly possible due to legal retention, audit re-
quirements, and existing copies of invoices [39]. Crucially, storing cryptographic fin-
gerprints directly on-chain should not compromise GDPR compliance, as hashes do not
contain or reveal any identifiable information.

Similar to research by Rozario & Vasarhelyi [3], this work focuses on improvement
of reference processes while using ERP systems as the “single source of truth” for many
financial reports and regular audits. While the blockchain provides a transparent audit
trail for alterations after the initial blockchain entry, it does not solve the “Oracle Prob-
lem” and thus cannot determine whether the invoice content is correct. Nevertheless,
the system’s design minimizes the scope of this problem by setting an integrity anchor
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at the decisive point of invoice issuance to the debtor. In more detail, changes which
occurred after the document was transmitted to the customer are immediately detectable
using a mathematical proof verifying the document’s existence and proof of its immu-
tability since the initial anchoring in the blockchain. Furthermore, a cost and scalability
bottleneck occurs in blockchain environments when issuing high amounts of invoices
in a short period of time, comparable to work by [40], [41], [42]. Further limitations
consider the technical reliance on custom code development, necessitated by missing
integration interfaces within legacy ERP systems used in practice. Finally, while this
paper focuses primarily on the technical instantiation and PoC of the technical artifact,
a comprehensive legal analysis remains outside its scope and should be examined in
future implementations.

8 Conclusion & Future Work

The research investigates the current Sales and Collection Cycle within financial audits,
specifically focusing on the reconciliation of unresolved invoices (open items). The
current process represents a significant operational bottleneck, as the manual verifica-
tion by the examinee’s business partners consumes a big portion of an audit’s resources
[6]. Furthermore, qualitative insights from expert workshops identified a critical proce-
dural gap and an inability to systematically verify invoice approvals by debtors during
corporate audits. As a response, the proposed solution includes a “Lightweight Integrity
Data Anchor” by interposing a BaaS environment as an automated trusted party be-
tween all stakeholders of the billing process. On the technical side, only the crypto-
graphic fingerprint (hash) of financial data, which includes the invoice metadata and
the invoice document, will be used to prove data integrity and immutability to auditors.
This design follows a zero-knowledge proof in which blockchain participants can verify
the hash of financial data but cannot reconstruct the underlying invoices including sen-
sitive or critical information. The paper demonstrates the technical feasibility (PoC) of
this architecture by implementing the workflow with a legacy SAP on-premise system
combined with an existing BaaS environment provided by the WKO. The developed
prototype provides first technical insights for practical implementation, benefitting es-
pecially auditors, optimizing resources for reconciliation of open items from hours to
days to mere seconds. By utilizing existing interfaces this solution can be a viable and
cost-efficient option for enterprises, optimizing the input-output ratio while enabling a
possibility for automated, continuous and near real-time auditing.

Based on successful design and implementation of the technical artifact presented in
prior sections, the predefined RQs of this paper can be comprehensively addressed:

RQI: To what extent can the current manual process for invoice verification and
auditing of Open Items be automated using blockchain and smart contracts?

ERP systems often provide lists of open items, which can be extracted via dedicated
API-interfaces. The automated comparison of open items with the BaaS environment
streamlines the reconciliation process by immediately identifying content-related dis-
crepancies. This mechanism transforms the audit from a manual, sample-based task
into a semi-automated verifier. Due to greatly increased efficiency, the sample size can
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be extended to all available unresolved invoices, allowing a full audit on an enterprise
level. Simultaneously, the architectural design should ensure compliance with Article
17 of the GDPR by utilizing the one-way cryptographic hashes that contain no identi-
fiable information. Once the source data is deleted from the ERP system, the on-chain
anchor loses its utility. However, critical limitations remain, as the solution does not
guarantee contextual accuracy of the data. Ultimately, the “Oracle Problem” and risks
associated with manual data entries still pertain, as the blockchain environment cannot
prove contextual correctness.

RQ2: How should a system architecture be designed to ensure data integrity in ERP
systems using Distributed Ledger Technologies (DLT) without passing on sensitive
data to third parties?

Related to the previous RQ, this paper proposes a model, which builds upon a liter-
ature review and expert workshops. It proposes a minimally obtrusive blockchain inte-
gration consisting of four layers; Corporate Environment, Integration, Trust, and Veri-
fication & Visualization. Billing data is generated in compliance with the business part-
ner’s orders, which are cryptographically encrypted and sent to subsequent layer. The
final layer (Verification & Visualization) offers a complete list of all open items, in-
cluding the information which are verified by the debtors. This can be validated utiliz-
ing the Trust layer, which represents a BaaS environment. The system always remains
secure by sending only the hash of the financial data. As even blockchain participants,
who can track created blockchain entries and inspect the hash-values, cannot recon-
struct the actual data. Further utilizing a PoC implementation the architecture's tech-
nical feasibility could be proven, creating an automated zero-knowledge validation en-
vironment.

This paper contributes to the growing body of theoretical, technical, and managerial
knowledge on integrating DLT and ERP systems, often embodying “data silos”. The
DSR framework was utilized to provide a structured, comprehensive, and replicable
artifact, which can be adapted to a generalized model for a wider application area. The
proposed design serves as a functional prototype for corporate finance, by specifically
addressing today’s auditors pain and needs, while streamlining reconciliation proce-
dures, and lastly additionally increasing audit quality through increased transparency
and reduction of costs.

Future research should investigate the legal admissibility and potential confirmabil-
ity of DLT-anchored data compared to standards, such as electronic signatures or tra-
ditional manual documentation. The proposed architecture lays the foundation for au-
tomated audit procedures, where the system provides reports on open items requiring
further inspection. Future work will focus on a detailed performance analysis, specifi-
cally developing quantitative and qualitative metrics to measure the effectiveness and
overhead of this integration. By adhering to a lightweight design, the approach confirms
that ERP systems with DLT can significantly increase audit transparency without sac-
rificing on overall process performance and potentially aligning with Article 17 of the
GDPR.

Disclosure of Interests. The authors have no competing interests to declare that are relevant to
the content of this article.
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